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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action |Count
197. 167. 1. 140 Egypt 147.237.77. 216 dover.idf.il DC5- HTTP-fi ref | ood dest - r eset 28
197.167. 1. 140 Egypt 147.237.77.216 dover.idf.il B ock_Udp All _Nets drop 27
217.26.171.188 Mol dova, Republic of 147.237.77.176 nat pash. i df . i | L4 Source or Dest Port Zero drop 3

134. 147. 203. 115 Ger nany 147.237.77.121 e.navy.idf.il B ock Np Al Net drop 2
185.94.111.1 147.237.0.19 nadi matal .idf.il |[Bock Wp Al Nets drop 1
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il ock Wdp Al _Nets drop 1




02-27-2016-02:04:00 to 02-27-2016-03:04:00

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site ‘Sgnature Devi ce Action |Count
123.126.113.102 |China 147.237.77.216 |dover.idf.il Cl000071: HTTP:. User Agent Sogou+web+spi der B ock 4
84.228.197. 36 I srael 147.237.0. 34 tikshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 2

157. 55. 39. 92 Lhited States 147.237.0. 34 ti kshuv.idf.il |Cl1000138: HITP. prefix 1.01 in the URL B ock 1
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|Top Attackers In |D|

‘ Target Address

At acker

Signature

Gountry
195. 34. 150. 18 [147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
194.63.140.74 |147.237.0.35 |RSSian akavs. i df . i | ET SCAN Potential SSH Scan 2
Federati on
194. 63. 140. 74 |147. 237. 76. 196 RJSS::t”i o esvivaid.il |ET SCAN Potential SSH Scan 2
. . ET DC5 Large amount of TCP ZeroWndow - Possi bl e Nill er2 DDos
37.26.149.185 [147.237.76.30 |Israel hi nush. i df .i | 2
attack
Russi an . . .
194. 63. 140. 74 |147. 237.72. 166 . aka.idf.il ET SCAN Potential SSH Scan 2
Feder at i on
194. 63. 140. 74 |147.237.76. 197 RJSS;;”i o ehimsh.id.il |ET SCAN Potential SSH Scan 1
94.102. 48.193 |147.237.8.14 |Netherlands e.orchot.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
194. 63. 140. 74 |147. 237. 76. 177 |¥SS1 & ncore.idf. il ET SCAN Potential SSH Scan 1
Federati on
62.210.69.71 |147.237.77.19 |France lawforumidf.il |ET SCAN Potential SSH Scan 1
194. 63, 140.74 |147.237.76.86 |SSIan navy. i df il ET SCAN Potential SSH Scan 1
Feder at i on
194. 63.140. 74 |147.237.76.30 |8 hi rush. i df . i | ET SCAN Potential SSH Scan 1
Federati on
194. 63. 140. 74 |147. 237. 72. 167 RJSS;:I”i o i shuri maka. i df . i I|ET SCAN Potential SSH Scan 1
194. 63.140. 74 |147.237.72. 14 RJSS::I'} o dover.idf.il (ol d) [ET SCAN Potential SSH Scan 1
Russi an . . .
194. 63.140. 74 |147.237.77.61 ration e.cogat.idf.il ET SCAN Potential SSH Scan 1
179. 211 41. 208 |147. 237 76.30 |mrazi| i rush i il ET SCAN Behavi oral Uhusual Iy fast inbound Tel net Gonnecti ons, 1
. . . . . . azl | nusn. | N .
Potential Scan or Brute Force
194. 63. 140. 74 |147. 237. 76. 199 RJSS;:I”i o e.nakchal .idf.il |ET SCAN Potential SSH Scan 1
104. 255. 65. 207 |147. 237. 77. 233 atal.idf.il ET SCAN NVAP -sS wi ndow 1024 1
91. 201. 236. 114 |147.237.0.34 |krai ne tikshuv.idf.il ET SCAN NVAP -sS wi ndow 1024 1
194. 63. 140. 74 |147. 237. 76. 147 RJSS;:I”i o chinuch. aka.idf .iI|ET SCAN Potential SSH Scan 1
194. 63. 140. 74 |147.237.76.38 RJF SS::I'} o e.e.meitav.idf.il [ET SCAN Potential SSH Scan 1
Russi an . ) .
194. 63. 140. 74 |147.237. 72. 217 . eidf.il ET SCAN Potential SSH Scan
Federati on
218.246.0.97 |147.237.76. 44 |China erefuahidf.il |ET SCAN NVAP -sS w ndow 1024 1
194. 63, 140.74 |147.237.8.45 |RSSIan eeitanid.il |ET SCAN Potential SSH Scan 1
Feder at i on
194. 63.140. 74 [147.237.77.121 RJSS::I'} o e navy.idf.il ET SCAN Potential SSH Scan 1
Russi an . . .
194. 63. 140. 74 |147.237.0.33 . idf.il ET SCAN Potential SSH Scan 1
Feder at i on
194. 63. 140. 74 |147. 237. 76. 201 RJSS::I'} o eatal.idf.il ET SCAN Potential SSH Scan 1
144.76.224.3 |147.237.8.28 |Germany e.nobil e-ks.idf.il|ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Country ‘Target Address |Ste Signature Action ‘Count
31.210.187.181 |Israel 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 44
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 8
79.177.152. 224 | srael 147.237.77.233 |atal i df . Bad TCP sequence mdr;tvrsacr‘:l"lt wth dfferent monitor |8
197.167.1.140 |Egypt 147.237.77. 216 |dover.idf il SYN At tack SYN -> SYN-ACK -> RST rej ect 8
109. 253. 138. 114|I srael 147.237.72. 166 |aka. i df . i Streaning Engi ne: TCP Invalid invalid segnent retransmssi on drop 6
Ret r ansni ssi on Packet dropped.
68.180.228.109 |lhited Sates |147.237.0.34 |tikshuv.idf.il drop SAMrul e drop 6
58. 10. 175. 60 Thai | and 147. 237. 77. 216 [dover. i df . il Bad TCP sequence Inval i d ACK nunber noni t or 5
197.167.1.140 |Egypt 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 4
197.167.1.140 |Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 4
195.34.150.18 |Austria 147.237. 77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor |4
77.127.165. 114 | srael 147.237.72. 166 |aka. i df . i Streaming Engi ne: TCP Invalid invalid segnent retransmssi on drop 3
Ret ransm ssi on Packet dropped.
123. 126. 113. 102|Chi na 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
94.77.196.82  [Soudi Arabia  [147.237.77.216 [dover.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor
197.167.1.140 |Egypt 147.237.77. 216 |dover.idf .i | SYN Attack rej ect
195. 62. 53. 168 gj:::ﬂ on 147.237.76.39 |mobile. neitav.idf.i|SYN Attack SYN -> SYN-ACK -> RST rej ect 1
31.210.187.181 |Israel 147.237. 77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
185. 82. 200. 91 147.237.0.200 |ndu.idf.il drop drop
195. 62. 53. 168 :3:::30” 147.237.76. 201 |e.atal .idf il Geo- | ocati on enf or cenent Sﬁfo',ﬁgﬁigf’” i nbound drop 1
112.134.33.255 |Si Lanka 147.237.77. 176 |nat pash. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 1
203. 127. 96. 218 |9 ngapore 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 1
185. 82. 200. 91 147.237.76.39 |nobile.reitav.idf.i|Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor 1
50.28.99.117  |lhited Sates  |147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Failed to hand e comnection data |nenitor |1
203. 127. 96. 218 |9 ngapore 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
188.138.1.218 |Germany 147.237.77. 121 |e. navy. i of . i | Geo- | ocati on enf or cenent Sﬁfo'rzgi'mo” i nbound drop 1
87.69. 112. 80 I srael 147.237.72. 166 |aka. i of .i | Bad TCP sequence I'nval i d AGK nunber noni t or
182.50. 130. 133 |9 ngapore 147.237.77. 216 |dover.idf.il drop SAMrul e drop 1
203.127.96. 218 | ngapore 147. 237. 77. 216 |dover i df . Bad TOP sequence mﬁ?fsg reansmt wthdfferent | oivor |1
185. 3. 146. 198 |l srael 147.237. 77. 216 [dover. i df . i Bad TCP sequence Inval i d ACK nunber noni t or 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
2.54.38.73 I srael 147.237.0.19 |[nadimatal .idf.il |[DOstributed Suspicious Response Qode Bl ock 54
46.118. 155. 216 |Wkrai ne 147.237.77. 176 |mat pash. i df . i | Mil tiple Wauthorized URL Access from 46. 118. 155. 216 B ock 3
73.22.155. 10 Uhited Sates [147.237.77.216|dover.idf.il Uhaut hori zed LRL Access to waw i df . il/newsitel english/ B ock 2
157. 55. 39. 37 Lhited Sates [147.237.72.166|aka.idf.il Unhaut hori zed LRL Access to 147.237.72. 166/ B ock 1
50. 62.161.156 |Lhited Sates [147.237.76.200|eitan. aka.idf.il Uhaut hori zed LRL Access to eitan. aka.idf.il/test/wp-admn/ B ock 1
75.119.220.105 [lnited Sates [147.237.76.200|eitan. aka.idf.il Uhaut hori zed URL Access to eitan. aka.idf.il/wordpress/wp-adm n/ B ock 1
38.111.147.88 |[Wited Sates [147.237.77.216|dover.idf.il Uhaut hori zed LRL Access to waw i df.il/894-he B ock 1
176.9. 61. 55 Ger many 147.237.76.200|ei tan. aka. i df . i | Uhaut hori zed URL Access to eitan. aka.idf.il/ol d/wp-adnin/ B ock 1
62.210.131. 104 |France 147.237.76.42 |refuah.idf.il Uhaut hori zed LRL Access to refua. atal .idf.il/wordpress/ wp-adnin/ B ock 1
79.177.152. 224 |l srael 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77. 233/ 1134- he/ at al . aspx Bl ock 1
46.118. 155. 216 |Wkrai ne 147.237.77. 176 |mat pash. i df . i | Distributed PHP Attenpt B ock 1
179.7. 69. 67 Feru 147.237.72.167i shurimaka. i df .i| [SSL Untraceabl e Connection - Cpen Mde None 1
64.13.232.32 Lhited Sates |147.237.76.200|ei tan. aka.idf.il Unhaut hori zed URL Access to eitan. aka.idf.il/wp/wp-adnin/ Bl ock 1
109. 186.27.25 |lIsrael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1136- he/ at al . aspx B ock 1
185. 82. 200. 91 147. 237.76. 39 Irmbl le.neitav. idf. i Unaut hori zed URL Access to 147.237.76. 39/ B ock 1
68.180.230.29 |United Sates [147.237.77. 176 [nat pash. i df .i | ma’éf;gi e Moaon /F;aoggea'\t“_rgsigx B ock 1
119.81.196.37 |Uhited Sates |[147.237.76.200|eitan. aka.idf.il Uhaut hori zed LRL Access to eitan. aka.idf.il/wp-admn/ B ock 1
46.118. 155. 216 [Wkrai ne 147.237.77. 176 |mat pash. i df . i | Uhaut hori zed URL Access to v cogat.idf.il/xnirpc. php B ock 1
195. 154. 108. 146 |France 147.237.76.200|ei tan. aka. i df . i | Uhaut hori zed URL Access to eitan. aka.idf. il /bl og/ wp-adnmin/ B ock 1
31.210.187. 181 |israel 147.237.76.42 |refuah.idf.il thaut hori zed LR Access to Bl ock 1

147.237.76. 42/ shared/ cl i ent scri pts/j query/j query. nyronodal -1. 6. 2. ) s
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