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02-27-2016-01:08:30 to 02-27-2016-02:08:30

|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

|Target Address

| site |Signature |Device Action |Count |
212.179. 54. 237 | srael 147.237. 72. 166 aka.idf.il ock Wp Al _Nets drop 3
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il ock_Udp All _Nets dr op 2
179. 43. 141. 219 Sntzerl and 147.237.0. 16 ny- kosher-kravi .idf.il B ock Np All Net drop 1
185.94.111.1 147.237.0. 15 kosher-kravi .idf.il Bl ock Udp Al Nets drop 1




02-27-2016-01:08:30 to 02-27-2016-02:08:30

|Top Attackers In IPS|

Attacker Address

|Attacker Gountry

arget Address

|Site

Devi ce Action |Oount

123.126.113.102 |China 147.237.77.216 |dover.idf.il Cl000071: HTTP: User Agent Sogou+web+spi der B ock 5
46.4.116. 197 Ger nany 147.237.77.216 |dover.idf.il C1000074: HITP. maj estic bot B ock 2
79.179. 63. 141 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the UR B ock 2
46. 4.116. 197 Ger many 147.237.77.176  |nmatpash.idf.il |Cl000074: HITP. najestic bot B ock 2
51. 255. 65. 75 Uni ted Ki ngdom 147.237.77.233 |atal .idf.il C1000146: HTTP.  AhrefBot craw er B ock 1
51. 255. 65. 2 Uhited Ki ngdom 147.237.77.233 |atal .idf.il C1000146: HITP. AnrefBot craw er Bl ock 1
107.167.187.128 |Lhited Sates 147.237.77.216 |dover.idf.il C1000008: HTTP: Xenu User Agent B ock 1
51. 255. 65. 52 Uni ted Ki ngdom 147.237.77.233 |atal .idf.il C1000146: HTTP. AnrefBot craw er B ock 1
51. 255. 65. 70 Uhited Ki ngdom 147.237.77.233 |atal .idf.il C1000146: HITP. AnrefBot craw er Bl ock 1
165. 215. 209. 15 Lhited Sates 147.237.77.216 |dover.idf.il 14511: HITP. Wn32/diga Fake User Agent B ock 1




02-27-2016-01:08:30 to 02-27-2016-02:08:30

|Top Attackers In |D|

Attacker Address

‘ Target Address

Attacker Country Signature
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 5
218.246. 0. 97 147. 237. 76. 44 Chi na erefuahidf.il  |ET SCAN NVAP -sS wi ndow 1024 1
104. 255. 65. 207 147.237.77. 233 atal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
45.217. 205. 191 147.237.77. 216 U uguay dover.idf.il SERVER- WEBAPP admi n. php access 1




02-27-2016-01:08:30 to 02-27-2016-02:08:30

|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address |Jte Signature /?ca\t”i (;i
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
217.21.7.173 (F;ajcis;i';'ja” Territoryts 47 237, 77. 176 |nat pash. i df .i SYN Att ack SYN -> SYN-ACK -> Tinmeout |reject 29
reaming BEngi ne: TCP Invali i i ssi
46.19.86.200  |Israel 147.237.77. 243 |robi L e. i of . i1 Streaning Engi ne: TCP Inval i djinvalid segnent retransissi on. drop 12
Ret r ansmi ssi on Packet dropped.
68.180. 228. 109 |Lhited Sates 147.237.0.34 |tikshuv.idf.il dr op SAMrul e drop
79.177.198. 175 |l srael 147. 237. 77. 216 |dover.i of .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop
S SWNretransnmit wth different .
31.39.188.171 |France 147.237.77. 233 |atal .idf.il Bad TCP sequence wi ndow scal e nonitor |5
195.34.150.18 |Austria 147.237.77. 216 |dover.idf .il B ock HTTP Non Conpli ant Fai l ed to handl e connection data |nonitor |5
Sreaning Engine: TGP Invalid i i ssi
66.249.93.45  |Uited Sates 147. 237. 76. 200 |ei tan. aka. i f . i 9 =g Invalid segnent retransmssion. | . 4
Ret r ansni ssi on Packet dropped.
37.26.149.214 |[lIsrael 147. 237. 77. 243 |nobi l e.i df . | SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
Sreaming Engine: TCP Invalid i i SSi
66.249.93.41  |lnited Sates 147.237.76. 200 |ei tan. aka. i of . i | 9 =g Invalid segnent retransmssion. | 4
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
66.249.93.43  |Wited Sates 147. 237. 76. 200 |ei tan. aka. i df . 9 =9 Invalid segnent retransmssion. |, ., 4
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TCP Invalid i i SSi
141.8.184.30  |Russian Federation |147.237.72. 166 |aka.idf. il 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
45, 217. 205. 191 |Ur uguay 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Tinmeout |[reject 3
Sreanming Engine: TQP Invalid i i ssi
109. 253. 223. 96 |Israel 147.237.72. 166 |aka.i df . 9 =g Invalid segnent retransmssion. g 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
46.19.85.59  |israel 147.237.72. 166 |aka. i of . i 9 =9 Invalid segnent retransmssion. |, ., 3
Ret r ansni ssi on Packet dropped.
reaming BEngine: TCP Invali i i ssi
87.71.25.190 | srael 147.237.72. 166 |aka.i df . Streaning Engi ne: TCP I nval i djinvalid segnent retransissi on. drop 3
Ret r ansmi ssi on Packet dropped.
123.126. 113. 102|Chi na 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |[reject 3
Sreaming Engine: TGP Invalid i i ssi
84.228.15.15  |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
2.54.39. 132 I srael 147. 237.72. 166 |aka. i of . i1 9 =g Invalid segnent retransmssion. | . 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
141.8.132.112 |Russian Federation |147.237.72. 166 |aka.idf.il 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
94.77.196.82  |Sudi Arabia 147.237. 77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nenitor |3
85. 130. 211. 230 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber alert 2
195. 66. 76. 4 Ger many 147. 237.77. 216 |dover . i df .i | B ock HTTP Non Conpli ant Fai | ed to handl e connection data [nonitor |2
85. 130. 211. 230 |Israel 147.237.72. 166 |aka.i of .i Bad TCP sequence Inval i d ACK nunber nonitor |2
45, 217. 205. 191 |Ur uguay 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
195.62.53. 168  |Russian Federation |147.237.0.200 |ndu.idf.il Geo- | ocati on enf or cenment Sﬁ?olrg?;no” t nbound drop 1
123.125.71.25 |China 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Tinmeout |[reject 1
46.117.168. 123 |lIsrael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber alert 1
101. 162. 171. 141|Australia 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
123.125.71.109 |China 147.237.77. 176 |nat pash. i df .i | drop First packet isn't SN drop 1
46.117.168. 123 |lIsrael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber nonitor |1
172.56.29. 79 Lhited Sates 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
198. 20. 69. 74 Lhited Sates 147.237.0.19 |nadimatal.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
123.125. 71. 109 |China 147. 237. 77. 176 |nat pash. i of . i | SYN At t ack SYN -> SYN-ACK -> Tineout |reject 1
185. 82. 200. 91 147.237.76.39 |nobile neitav.idf.i|Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor |1
114.112.90.54 |onina 147.237.8.27 |e.madimatal.idf.il|Geo-1 ocation enf or cement Geo-I ocat i on i nbound drop 1
enf or cenent
79.182.18. 41 I srael 147. 237. 72. 156 |anan. i df .i SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
46. 19. 85. 230 I srael 147.237.77. 243 |nobil e.idf .i | SYN At t ack SYN -> SYN-ACK -> Tinmeout |reject 1
207.46.13.134 |lLiited Sates 147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> Tinmeout |[reject 1
88.200. 214. 8 Russi an Federation |147.237.76. 148 |ggcenter.aka idf.il [dr op drop 1
45.79. 168. 168 147.237.77. 176 |nat pash. i df . i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |noni tor 1
123.125.71.25 |China 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 1




02-27-2016-01:08:30 to 02-27-2016-02:08:30

|Top Attackers In V\AF|

Devi ce

‘Attacker Qountry |Target Address |Site Sgnature Acti on ‘Count
45, 217. 205. 191 |Ur uguay 147.237.77. 216 |dover. i df . il Mil tipl e Unaut hori zed URL Access from 45.217. 205. 191 Bl ock 7
46. 118. 155. 216 [Lkrai ne 147.237.77. 176 |nat pash. i df . i | Ml tipl e Unauthorized URL Access from 46. 118. 155. 216 B ock 3
46.19.86.200 |Israel 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Code Bl ock 3
73.22.155.10 |lLhited Sates 147.237.77.216|dover. i df . il Lhaut hori zed URL Access to v i df.il/newsitel/english/ B ock 2
45, 217. 205. 191 |Ur uguay 147.237.77.216|dover . i df . i PHP At t enpt Bl ock 2
66.249.66.25 |Lhited Sates 147.237.77.216|dover . i df . i Unaut hori zed URL Access to ww i df. i/ hinush B ock 1
45, 217. 205. 191 |Ur uguay 147.237.77. 216 |dover. i df . il Adm n Bl ocki ng Bl ock 1
46.19.86.200 |lIsrael 147.237.77.243|nobi | e.i df . i | DO stributed Suspici ous Response CQode Bl ock 1
178. 45. 185. 179 ?éﬁ::;r: . 147.237.0.34 |tikshuv.idf.il \;TWTLELUIVP;\': f"/gfitg‘ggﬁte'rgj ' gspx B ock 1
66.249.66.37 |Uited Sates  |147.237. 77. 216 |dover. i df . | e e acess 1o aspx B ock 1
109. 65. 191. 56 |l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ atal . aspx |B ock 1
46. 118. 155. 216 |Wkrai ne 147.237.77. 176 |mat pash. i df . i | Dstributed PHP At enpt B ock 1
179.7. 69. 67 Feru 147.237.72.167 )i shurimaka.idf.i| |SSL Wntraceabl e Connection - Qpen Mde None 1
66.249.69.41 |Lhited Sates  |147.237.77. 170 |n@ar achot . i df . i | ﬂ?”tzg‘;r '7276(17;‘% s L esEs. ot Bl ock 1
157.55.39.37 |UWited Sates 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237. 72. 166/ Bl ock 1
185. 82. 200. 91 147. 237.76. 39 lrmbl le.neitav. idf. i Unaut hori zed URL Access to 147.237. 76. 39/ B ock 1
66.249.69.49 |wited Sates  |147.237.77. 170 |naar achot . i df . i | ﬂ?u;g(;r If?éi?ﬁ d?clc;?slist/(;/ 106697, pel Bl ock 1
45, 217. 205. 191 |Ur uguay 147.237.77.216|dover.idf.il Unaut hori zed URL Access to wanidf.il/ar/login Bl ock 1
157.55.39.105 |lhited Sates 147.237.77.216|dover.idf . il D stributed Lhauthori zed URL Access on wawwidf.il/error.htm B ock 1
46. 118. 155. 216 |krai ne 147.237.77. 176 |mat pash. i df . i | Uhaut hori zed URL Access to www cogat . i df.il/xnrpc. php Bl ock 1
31.39.188.171 |France 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/1136-he/ atal . aspx |B ock 1
198.20.69.74 |lhited Sates 147.237.0.19 |madimatal .idf.il |Wnauthorized URL Access to 147.237.0.19/ B ock 1
68.180.230.29 |Wnited Sates  [147.237.77. 176 |nat pash. i df . i | \;Twa:z;:%??i}ﬂ/(io%g /F?c?;ath;:x B ock 1
157.55.39. 245 |[Lhited Sates 147.237.77.216|dover . i df . i Unaut hori zed URL Access to waw i df.il/anan B ock 1
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