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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address  [Site |Signature |Device Action  |Count |
212.179. 54. 237 | srael 147.237.77. 216 dover.idf.il Bl ock_UWp Al _Nets drop 3
134. 147. 203. 115 Ger many 147.237. 76. 147 chi nuch. aka.idf.il B ock Np Al Net drop 2
134.147. 203. 115 Ger nany 147.237. 8. 46 e. chinuch.idf.il Bock Np Al Net drop 2
185. 130. 5. 224 147.237. 76. 147 chi nuch. aka.idf.il B ock_Udp Al Nets drop 1
85. 25. 218. 110 Ger nany 147.237.76. 176 test.ncore.idf.il B ock_Udp Al Nets drop 1
179. 43. 141. 219 Sntzerl and 147.237. 0. 200 ndu.idf.il B ock Np Al _Net drop 1
85. 25. 218. 110 Ger nany 147.237.76. 177 ncore.idf.il Bl ock_Ulp Al _Nets drop 1
185.94.111. 1 147.237.77.176 nat pash. i df . i | Block Np Al Net drop 1




02-27-2016-00:04:05 to 02-27-2016-01:04:05

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site ‘Sgnature Devi ce Action |Count
123.126.113.102 |China 147.237.77.216 |dover.idf.il Cl000071: HTTP:. User Agent Sogou+web+spi der B ock 5
207. 46. 13. 145 Lhited Sates 147.237.0. 34 tikshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 3
51. 255. 65. 49 United Ki ngdom 147.237.77.233 |atal .idf.il Cl000146: HITP. AnrefBot craw er Bl ock 1
51. 255. 65. 65 Lnited Ki ngdom 147.237.77.233 |atal .idf.il Cl000146: HITP. AnrefBot craw er B ock 1
157. 55. 39. 92 Lhited Sates 147.237.0. 34 tikshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 1
51. 255. 65. 10 United Ki ngdom 147.237.77.233 |atal .idf.il Cl000146: HITP. AnrefBot craw er Bl ock 1
51. 255. 65. 80 Lnited Ki ngdom 147.237.77.233 |atal .idf.il Cl000146: HITP. AnrefBot craw er B ock 1
51. 255. 65. 38 Uhi ted Ki ngdom 147.237.77.233 |atal .idf.il C1000146: HTTP. AhrefBot craw er B ock 1
51. 255. 65. 81 United Ki ngdom 147.237.77.233 |atal .idf.il Cl000146: HITP. AnrefBot craw er Bl ock 1
51. 255. 65. 42 Lnited Ki ngdom 147.237.77.233 |atal .idf.il Cl000146: HITP. AnrefBot craw er B ock 1
51. 255. 65. 88 Uhi ted Ki ngdom 147.237.77.233 |atal .idf.il C1000146: HTTP. AhrefBot craw er B ock 1




02-27-2016-00:04:05 to 02-27-2016-01:04:05

|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry |Signature

66.102. 9. 81 147.237.77. 216 Lhited Sates dover.idf.il ET SCAN NVAP -sA (2) 4
195. 34. 150. 18 147.237.77. 216 Austria dover.idf .il Tehila - Perl LW with fake user agent 4
93. 174. 91. 29 147. 237.0. 33 Net her | ands idf.il ET SCAN NMAP -sS wi ndow 1024 1
183. 60. 252. 84 147.237.77. 19 Chi na I awforumidf.il ET SCAN NVAP -f -sS 1
169. 54. 233. 118 147.237.77. 226 Net her | ands wa charmat z. aka. i df . i | ET SCAN Potential VNC Scan 5900- 5920 1
59. 45. 79. 117 147.237.72. 14 Chi na dover.idf.il (ol d) ET SCAN Potential SSH Scan 1
169. 54. 233. 118 147.237.77.121 Net her | ands e navy.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
169. 54. 233. 118 147. 237. 76. 200 Net her | ands eitan aka.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
169. 54. 233. 118 147. 237. 76. 147 Net her | ands chi nuch. aka. i df . i ET SCAN Potential VWNC Scan 5900- 5920 1
169. 54. 233. 118 147. 237.76. 30 Net her | ands hi nush. i df . i | ET SCAN Potential WNC Scan 5900- 5920 1
169. 54. 233. 118 147.237.0. 34 Net her | ands tikshuv.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
218. 246. 0. 97 147. 237. 76. 201 Chi na eatal.idf.il ET SCAN NMAP -sS wi ndow 1024 1
98. 119. 105. 221 147.237.77. 243 Lhited Sates nobi | e.idf.il ET SCAN NMAP -sS wi ndow 1024 1
183. 60. 252. 84 147.237.77.19 Chi na lawforumidf.il ET SCAN NMAP -sS wi ndow 2048 1
81.27.85. 27 147.237.0.19 Uni ted Ki ngdom nadi matal .idf.il ET SCAN Potential SSH Scan 1
169. 54. 233. 118 147. 237.77. 233 Net her | ands atal .idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
59. 45. 79. 117 147. 237. 76. 199 Chi na e. nakchal .idf .i | ET SCAN Potential SSH Scan 1
169. 54. 233. 118 147.237.77. 170 Net her | ands nmaar achot . i df . i | ET SCAN Potential VWNC Scan 5900- 5920 1
169. 54. 233. 118 147. 237. 76. 201 Net her | ands e.atal.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
169. 54. 233. 118 147. 237.76. 198 Net her | ands e.yohal an.idf .i | ET SCAN Potential VNC Scan 5900- 5920 1
169. 54. 233. 118 147. 237.76. 44 Net her | ands e.refuah.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
169. 54. 233. 118 147.237.0. 35 Net her | ands akaws. i df .i | ET SCAN Potential VWNC Scan 5900- 5920 1
104. 255. 65. 207 147.237. 8. 50 e.tikshuv.idf.il ET SCAN NVAP -sS wi ndow 1024 1




02-27-2016-00:04:05 to 02-27-2016-01:04:05

|Top Attackers In FW |

A tacker

Attacker Address Country Target Address |Ste Signature

83.248.57. 21 Sweden 147.237. 77. 216 |dover.idf.il dr op First packet isn't SYN drop 53

41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36

37.142.72.75  |israel 147.237.72. 166 |aka.i df . Streaning Engi ne: TCP Invalid Invalid segnent retransmssion. drop 12
Ret r ansni ssi on Packet dropped.

85. 250. 81. 98 I srael 147. 237. 72. 166 |aka.i df .i | SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 10

109. 253. 193. 160 i srael 147.237.77. 243 |moti e i or iy |27 €M NG Engine: TCP Invalid Invalid segnent retransnission. drop 9
Ret r ansni ssi on Packet dr opped.

85. 250. 81. 98 | srael 147.237.72. 166 |aka. i df .il dr op First packet isn't SYN drop 7

37.26.146.237 |israel 147. 237. 72. 156 |anan. i df . | SYN At t ack SYN -> SYN-ACK -> RST rej ect

176.13.2.186 | srael 147.237.72. 166 |aka.i df . Streaning Engi ne: TCP Invalid Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.

79.182. 177. 149 | srael 147. 237. 72. 166 |aka. i o . i Streaning Engine: TCP Invalid  imvalid segnent retransnission drop 6
Ret r ansni ssi on Packet dropped.

68.180. 228. 109 [Wnited Sates [147.237.0.34 |tikshw.idf.il [drop SAMrul e drop 6

2.52.30.1 I sr ael 147. 237. 72. 156 [anan. i df . i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 5

46. 19. 86. 120 | sr ael 147. 237. 72. 156 |anan. i df . | SYN At t ack SYN -> SYN-ACK -> RST rej ect 4

195.34.150.18 |Austria 147.237.77. 216 |dover.idf .| Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 4

79.178.71.184 |israel 147. 237. 72. 166 |aka i of . i | Streamng Engi ne: TCP | nvalid Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.

46.19.86.100  |Israel 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid Invalid segnent retransission. drop 3
Ret r ansni ssi on Packet dr opped.

79.181. 205. 184 |Israel 147.237.72. 166 |aka. i df .| Sreamng Engine: TCP [nval1d - fimwalid segrent retransnissi on. drop 3
Ret r ansni ssi on Packet dropped.

109.66. 172. 13 |[israel 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid Invalid segnent retransission. drop 3
Ret r ansni ssi on Packet dr opped.

94.77.196. 82 Saudi Arabia |147.237.77. 216 |dover.idf.il Bl ock HTTP Non Gonpl i ant Fai l ed to hand e connection data noni t or 3

176.13.2.252  |israel 147.237.72. 166 |aka. i f .11 Streamng Engi ne: TCP Invalid  invalid segnent retransnissi on. drop 3
Ret r ansni ssi on Packet dropped.

109. 253. 134. 110|i srael 147.237. 72. 166 |aka. i df . Streaning Engi ne: TCP Invalid Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.

37.26.146.138  |Israel 147.237.72. 166 |aka. i f .11 Streamng Engi ne: TCP Invalid  invalid segnent retransmissi on. drop 3
Ret r ansni ssi on Packet dropped.

79.183. 153. 200 |Israel 147.237. 72. 166 |aka. i df . Streaning Engi ne: TCP Invalid Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.

37.26.146.141 |israel 147. 237. 72. 156 |anan. i df . | SYN At t ack SYN -> SYN-ACK -> RST rej ect 3

186.13.2.161  |Argentina  |147.237.72. 166 |aka idf.il Streaning Engi ne: TCP Invalid Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.

79.176.231.67 | srael 147. 237. 72. 166 |aka. i f . i Streaning Engine: TCP Invalid  imvalid segnent retransnission drop 3
Ret r ansni ssi on Packet dropped.

79.183.210. 134 |israel 147.237.72. 166 |aka.i df . Streaning Engi ne: TCP Invalid Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.

37.26.146.237 |Israel 147. 237. 72. 156 [anan. i df . i | Bad TCP sequence noni t or 2

123. 126. 113. 102|Chi na 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 2

40.78.146.128 |Wnited Sates [147.237.72.166 |aka.idf.il drop SAMrule drop 2

188. 120. 148. 181 I srael 147.237.77.243|mobile.icf.il  [Bad TCP sequence I'nvalid ACK nunber noni t or 2

40. 78.146. 128 |Lhited Sates |147.237.76.86 |navy.idf.il drop SAMrul e drop 2

188. 120. 148. 229|l srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval id ACK nunber noni t or 2

37. 46. 38. 229 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 2

185. 84. 70. 111 147.237.77. 176 |mtpash.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 2

208. 115.113.89 |lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 2

84.108. 14. 77 I sr ael 147. 237. 72. 166 |aka.i df . i | Bad TCP sequence noni t or 2

2.54.39. 66 I sr ael 147. 237. 72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 2

40.77.167.37  |Wited Sates |147.237.72. 166 |aka.idf.il Streaning Engi ne: TCP Invalid Invalid segnent retransmssion. drop 2
Ret r ansni ssi on Packet dropped.

212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 2

84.108. 14. 77 | srael 147.237.72. 166 |aka.idf .il drop Frst packet isn't SYN drop 1

188. 120. 148. 181 |l srael 147.237. 77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1

2.54.182.7 I sr ael 147.237. 72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1

157.55.39. 217 |lhited Sates [147.237.77.74 [lawidf.il SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 1

109. 66. 166. 250 |l srael 147. 237. 72. 166 |aka.i dof . | SYN Att ack SYN - > SYN-ACK -> RST rej ect 1

37.26.147.217 |israel 147.237.77. 176 [natpash.idf .il |SYN At t ack SYN -> SYN-ACK -> RST rej ect 1

84.229. 246. 123 |l srael 147.237.77. 170 |mearachot . i of .il|Bad TCP sequence Inval i d ACK nunber noni t or 1

205. 186. 161. 119|Uhited Sates |147.237.77. 216 |dover.idf.il Bl ock HTTP Non Gonpl i ant Fai l ed to hand e connection data noni t or 1

31.210.187. 127 |(lIsrael 147.237.72. 166 |aka. i of .i | Bad TCP sequence Invalid ACK nunber noni t or 1

80.178.228.85 [lIsrael 147.237.76.86 [navy.idf.il Bad TCP sequence I'nval id ACK nunber noni t or 1

185. 82. 200. 91 147.237.76.86 |navy.idf.il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site dgnature Action ‘Count
208.115.113.88 |Lhited Sates  |147.237.76.86 [navy.idf.il Ml tipl e Lnhaut horized URL Access from 208. 115. 113. 88 B ock 4
31.210.187.99 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
217.132.158.54 |[Israel 147.237.0.19 |[madi matal .idf.il Distributed Suspici ous Response Code B ock 3
37.142.182.185 |lsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response CGode Bl ock 2
213.21.33.24 RJSf;;ni on 147.237.77.216|dover.idf .il Uhaut hori zed URL Access to wa i df .il/1514-en/ dover. aspx' B ock 2
186. 156. 100. 202|Chil e 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None
66. 249. 81. 218 Lhited Sates 147.237.77. 216 |dover . i df . i | D stributed Waut horized URL Access on waw i df.il/error.htm B ock
] . . Unhaut hori zed URL Access to
208.115.113.88 |Lhited Sates  [147.237.76.86 |navy.idf.il navy. i df .i |/ gi yus/ f or urd asp/ show or um asp B ock 2
46.119.117.85 |Wkraine 147.237.77. 216 |dover. i df .i | Uhaut hori zed URL Access to vww idf.il/nazi/ B ock 2
64.19. 78. 242 Lhited Sates 147.237.72. 166 |aka. i df . i | D stributed Unaut hori zed URL Access on 147.237. 72. 166/ B ock
_ m ny- kosher - kravi . id , o
207. 46. 13. 162 Lhited Sates 147.237.0. 17 £l SSL Wnhtraceabl e nnection - Lhknown Server Gertificate None 1
] ; . Paraneter Type Mol ati on PageNumin
68.180.230.29 |lhited Sates  [147.237.77.176 |nat pash. i df . i | v cogat . i df i 1/ 901- ar/ cogat . aspx Bl ock 1
66. 249. 69. 33 Lhited Sates 147.237.77. 170 [maar achot . i df . i | Ml tipl e Unaut horized URL Access from 66.249. 69. 33 B ock 1
Russi an . . . . . ,
213.21.33. 24 er ati on 147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to waw navy. i df . il/404. aspx B ock 1
185. 82. 200. 91 147.237.76.86 [navy.idf.il Unaut hori zed Method HEAD for 147.237.76. 86/ Bl ock 1
66. 249. 81. 215 RJSIS:;ni on 147.237.77. 216 |dover . i df . i | Dstributed Wauthori zed URL Access on wwuidf.il/error.htm |B ock 1
64.19. 78. 242 Wited Sates  |147.237.77.216|dover.idf.il Unaut hori zed URL Access to 147.237.77.216/ B ock 1
. . Unhaut hori zed URL Access to
2.52. 61. 207 I srael 147.237.77.234|hal ag. i df . il 147. 237. 77. 2341 i nages! shar e/ bul | et 1. gi f Bl ock 1
72.47.224.11 Lhited Sates 147.237.76. 42 |refuah.idf.il Lhaut hori zed URL Access to refua atal .idf.il/test/wp-adnin/ Bl ock 1
] . . Unhaut hori zed URL Access to
66.249.79.228 |[Wnited Sates  |147.237.76.42 |refuah.idf.il 147 237.76. 42/ styl el shar ed/ | ayout . css B ock 1
46.19.86.251  |israel 147. 237.72. 156 |anan. i df . i | thaut hori zed LR. Access to : Bl ock 1
wwwv aman. i df . i | / consol e/ cor e/ doc_ngr / undef i ned
64.19. 78. 242 Lhited Sates  |147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ B ock 1
85.250. 163. 44 [Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mde None 1
; . . Unhaut hori zed URL Access to
66.249.79.235 |lhited Sates  |147.237.76.42 |refuah.idf.il 147, 237. 76. 42/ styl el 1. hel scrol | er/ ki n. css B ock 1
188. 40. 89. 95 Ger many 147.237.76. 42 |refuah.idf.il Uhaut hori zed LRL Access to refua. atal .idf.il/wp-admn/ B ock 1
68.180.228.170 [Lhited Sates  |147.237.72. 156 [anan. i df . i | Distributed Lhaut horized LRL Access on Bl ock 1
list.ips.gov.il/robats.txt
66. 249. 66. 37 Lhited Sates  |147.237.77.216|dover.idf.il D stributed Unaut horized URL Access on 147.237. 77. 216/ B ock 1
. . URL is Above Root Oirectory
31.220.4.161  [Netherl ands 147.237.77. 216 [dover. i df . il Wi of i1 /.| shared/cl i entscri pts/j querylj query-1 4. 2.nin. | s B ock 1
210. 224. 185. 23 |Japan 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to refua. atal .idf.il/ol d/ wp-adnin/ B ock
109. 253. 193. 160]I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock
] . . Unaut hori zed URL Access to
66.249.79.242 |lhited Sates  |147.237.76.42 |refuah.idf.il 147. 237.76. 42/ styl ] shar edl dat epi cker . css B ock 1
50. 62. 57. 239 Lhited Sates 147.237.76. 42 |refuah.idf.il Uhaut hori zed URL Access to refua.atal.idf.il/bl og/ wo-adm n/ B ock 1
199. 30. 24. 40 Lhited Sates 147.237.77.216|dover . i df . i | D stributed Unaut hori zed LRL Access on wawidf.il/error.htm |B ock 1
68.180.228. 175 |Whited Sates 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robot s. t xt B ock 1
66. 249. 66. 65 Lhited Sates 147.237.77.74 [lawidf.il Unaut hori zed URL Access to www nag. i df.il/320/ patzar.aspx |B ock 1
37.142. 68. 53 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to waw aka. i df.il/hi nuch B ock 1
Russi an . ; Unknown Par arret er anp; pagenum i n
213.21.33.24 Federation 147.237.72. 166 [aka. i df . i | viwv aka. i df . il /i turindasp/ di spl ayal | sol di ers. asp None !
Russi an . . Paraneter Type Molation & in
178.45.185. 179 Federation 147.237.77. 216 [dover . i df . i | v i df . i1/t enpl at es/ sendt of ri end/ sendt of ri end. aspx Bl ock !
66. 249. 81. 212 Lhited Sates 147.237.77. 216 |dover. i df . i | D stributed Whaut horized URL Access on waw i df.il/error.htm B ock 1
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