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02-26-2016-23:04:04 to 02-27-2016-00:04:04

|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country |Target Address |Site |Signature |Device Action |Count |
23.228. 101. 206 Lhited Sates 147. 237. 77. 233 atal.idf.il ock Wip Al Nets drop 1
179. 43. 141. 219 St zerl and 147.237.77. 226 W chanat z. aka. i df . i | B ock Np Al Net drop 1
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il B ock Wp Al Nets drop 1
185.94. 111. 1 147. 237.76. 196 e svivaidf.il Block Np Al Net drop 1
109. 236. 93. 206 Net her | ands 147.237. 76. 200 eitan aka.idf.il B ock_Udp Al _Nets drop 1
185.94. 111. 1 147. 237.77. 233 atal.idf.il Block Np All Net drop 1
109. 236. 93. 206 Net her | ands 147.237.77. 19 lawforumidf.il ock Wp Al _Nets drop 1
185.94.111. 1 147.237.77. 234 hal ag.i df .il B ock Np Al Net drop 1




02-26-2016-23:04:04 to 02-27-2016-00:04:04

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address ‘Sgnature Devi ce Action |Count
79.176. 105. 95 I srael 147.237.0. 34 ti kshuv.idf.il |Cl1000138: HITP. prefix 1.01 in the URL B ock 15
149. 88. 201. 246 I srael 147.237.0. 34 tikshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 8
123.126.113.102 |China 147.237.77.216 |dover.idf.il C1000071: HTTP. User Agent Sogou+web-+spi der Bl ock 5
85. 65. 167. 150 I srael 147.237.0. 34 ti kshuv.idf.il |Cl1000138: HITP. prefix 1.01 in the URL B ock 4
207. 46. 13. 145 Lhited Sates 147.237.0. 34 tikshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 2
87.71.75. 249 | srael 147.237.0. 34 tikshuv.idf.il [Cl000138: HITP. prefix 1.01 in the LR Bl ock 2
51. 255. 65. 5 Lnited Ki ngdom 147.237.77.233 |atal .idf.il Cl000146: HITP. AnrefBot craw er B ock 1
51. 255. 65. 39 Uhi ted Ki ngdom 147.237.77.233 |atal .idf.il C1000146: HTTP. AhrefBot craw er B ock 1
51. 255. 65. 42 United Ki ngdom 147.237.77.233 |atal .idf.il Cl000146: HITP. AnrefBot craw er Bl ock 1
51. 255. 65. 62 Lnited Ki ngdom 147.237.77.233 |atal .idf.il Cl000146: HITP. AnrefBot craw er B ock 1
157. 55. 39. 92 Lhited Sates 147.237.0. 34 tikshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 1




02-26-2016-23:04:04 to 02-27-2016-00:04:04

|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |Ste |Signature |Count\
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
66.249.81. 152 |147.237.77. 226 |lhited Sates wan chanat z. aka. i df .il [ET SCAN NVAP -sA (2) 2
82.205.35.253 [147.237.77.176 g‘z'cisgiig;a” Territory, nat pash. i df . i ET SCAN NVAP -sA (2) 2
66.249.66.33  |147.237.77.74 |Wited Sates lawidf.il ET SCAN NVAP -sA (2) 2
211. 154. 163. 110|147. 237. 72. 166 |Chi na akaidf.il MAPAO_E Apache S error page cross-site 2
scripting
176. 53. 115. 114 |147. 237. 76. 147 [Tur key chi nuch. aka. i df . i ET SCAN Potential SSH Scan 1
88. 200. 214. 8 147. 237. 77. 121 |Russi an Federation e navy.idf.il ET SCAN NMAP -sS wi ndow 1024 1
169. 54. 233. 124 |147.237. 77. 170 |Net her | ands naar achot . i df . i ET SCAN Potential VNC Scan 5800- 5820 1
169. 54. 233. 124 |147. 237. 76. 148 |Net her | ands ggcenter. aka. i df . il ET SCAN Potential VNC Scan 5800- 5820 1
66.192. 6. 154 147.237.76. 201 |Lhited Sates eatal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
169. 54. 233. 124 |147.237.76.86 |Netherl ands navy.idf.il ET SCAN Potential VNC Scan 5800- 5820 1
50. 60. 153. 98 147.237.77. 227 |Wited Sates e. hanaz. i df . il ET SCAN Potential SSH Scan 1
169. 54. 233. 124 |147.237.76.30 |Netherl ands hi nush. i df . i ET SCAN Potential VNC Scan 5800- 5820 1
169. 54. 233. 124 |147. 237. 72. 166 |Net her | ands aka.idf.il ET SCAN Potential VNC Scan 5800- 5820 1
169. 54. 233. 124 |147.237.0.35 |Netherl ands akaws. i df .i | ET SCAN Potential WNC Scan 5800- 5820 1
146.185.250.2 |147.237.0.19 |Russian Federation nadi matal .idf.il ET SCAN Potential SSH Scan 1
193. 201. 227.52 [147.237.0.19 |lkraine madi matal .idf.il ET SCAN Potential SSH Scan 1
88. 200. 214. 8 147. 237. 77. 243 |Russi an Federati on nobi | e.idf il ET SCAN NMAP -sS wi ndow 1024 1
169. 54. 233. 124 |147. 237. 77. 227 |Net her | ands e. hanaz. i df . il ET SCAN Potential VNC Scan 5800- 5820 1
169. 54. 233. 124 |147. 237. 76. 202 |Net her | ands e halag.idf.il ET SCAN Potential VNC Scan 5800- 5820 1
169. 54. 233. 124 |147. 237. 76. 147 |Net her | ands chi nuch. aka. i df . il ET SCAN Potential WNC Scan 5800- 5820 1
61.182.170.38 |147.237.76.176|Chi na test.ncore.idf.il ET SCAN Potential SSH Scan 1
169. 54. 233. 124 |147.237.76. 44 |Netherl ands erefuah.idf.il ET SCAN Potential VNC Scan 5800- 5820 1
45.43.226.154 |147.237.8. 14 e.orchot.idf.il ET SCAN Potential SSH Scan 1
169. 54. 233. 124 |147. 237. 72. 167 |Net her | ands i shurimaka.idf.il ET SCAN Potential WNC Scan 5800- 5820 1
169. 54. 233. 124 |147.237.8.50 |Netherl ands e tikshuv.idf.il ET SCAN Potential VNC Scan 5800- 5820 1
169. 54. 233. 124 |147.237.0.15 |Netherl ands kosher-kravi .idf.il ET SCAN Potential WNC Scan 5800- 5820 1
193. 201. 227.52 [147.237.0.35 |lkraine akavs. i df .i | ET SCAN Potential SSH Scan 1
107.6.130. 113  |147.237.77.205|Lhited Sates prisha idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |[Ste Signature

41.33.231. 90 Egypt 147.237.77. 216 |dover.idf i1 drop SAMrul e drop 32

195. 239. 16. 40 stls;;”ion 147.237.77.74 |lawidf.il B ock HTTP Non Conpl i ant Failed to handl e connection data [nonitor |26

195. 239. 16. 53 RJSIS:;ni on 147.237.77.74 |lawidf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor |26

141.0. 14. 158 Eur ope 147.237.77. 216 |dover.idf .il SYN At t ack SYN -> SYN-ACK -> RST rej ect 19

68.180.228.109 |lhited Sates [147.237.0.34 |tikshuv.idf.il drop SAMrule drop 18
Sreaning BEngine: TCP Invalid i i SSi

109.67.99.99  |[Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Inval id segnent retransmssion. |, 9
Ret r ansmi ssi on Packet dropped.

212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop

46. 19. 85. 48 I srael 147.237.77. 216 |dover. i df . i1 Bad TCP sequence I'nval i d AGK nunber alert

182.50. 130. 134 |S ngapore 147.237.77. 216 |dover.idf.il drop SAMrul e drop
Sreaning Engine: TCP Invalid i i ssi

46.19.86.249  |Israel 147.237. 77. 243 |robi 1 e. i of . i | 9 =g Invalid segnent retransmssion. |, 6
Ret r ansmi ssi on Packet dr opped.

46. 19. 85. 48 I srael 147.237.77. 216 |dover.idf i1 Bad TCP sequence I'nval i d AGK nunber nonitor |6
Sreamng Engine: TCP Invalid i i ssi

79.182.2.38  |Israel 147.237. 77. 243 |nwbi l e. i f . 9 =g Invalid segnent retransmssion. |, 6
Ret r ansmi ssi on Packet dropped.

5.22.131.32 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d AGK nunber monitor |5
Sreaming Engine: TCP Invalid i i ssi

66.249. 66.133 |Uited Qates  |147.237. 76. 200 [ei tan. aka i df i 9 =g Invalid segnent retransmssion. |, 4
Ret r ansni ssi on Packet dropped.

5.22.135. 205 I srael 147.237. 77. 170 |naar achot .i of . | Bad TCP sequence I'nval i d AGK nunber noni t or

195.34.150. 18  |Austria 147.237.77. 216 |dover. i df . i1 Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor
Sreamng Engine: TCP Invalid i i ssi

2.52.60.219  |Israel 147.237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dropped.

reamng BEngine: TCP Invali i i ssi

2.54.138. 18 I srael 147.237. 72. 166 |aka. i df .| Streaning Engi ne: TCP Invalid|imvalid segnent retransnissi on drop 3

Ret ransm ssi on Packet dropped.
Russi an D Streaming Engine: TCP Invalid|invalid segnent retransnission.
141.8.132. 112 Federat i on 147.237.72. 166 |aka.idf .il Ret 1 ansni ssi on Packet dr opped. drop 3
reamng BEngine: TCP Invali i i ssi

109. 64. 102. 49 | srael 147.237. 72. 166 |aka. i df .| Streaning Engi ne: TCP Invalid|imvalid segnent retransnissi on drop 3
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

79.179. 135. 185 |Israel 147.237.72. 166 |aka. i f .11 9 =g Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i Ssi

109. 65.59. 204 I srael 147.237. 72. 166 |aka.i df . i g =g Invalid segnent retransmssion. | 3
Ret r ansm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

79.181. 192. 108 |Israel 147.237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dropped.

94.77.196.82  |[Soudi Arabia  |147.237.77.216 [dover.idf.il Bl ock HTTP Non Conpli ant Fail ed to handl e connection data [monitor (3
Sreanming Engine: TCP Invalid i i ssi

77.125.138. 163 | srael 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi

46.19. 85. 37 I srael 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. . 3
Ret ransm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi

79.176.120.71 | srael 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi

46.19.85.204  |israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. . 3
Ret ransm ssi on Packet dropped.

195. 239. 16. 53 RJSIS::tnion 147. 237. 77. 216 |dover . i df . B ock HTTP Non Conpl i ant Failed to handl e connection data [nonitor — [2
Sreaning Engine: TGP Invalid i i ssi

40.77.167.37  |Wited Sates |147.237.72. 166 |aka.idf. il 9 =g Invalid segnent retransmssion. . 2
Ret ransm ssi on Packet dropped.

211. 154. 163. 110|Chi na 147.237.72. 166 |aka i df .i | SYN At t ack SYN -> SYN-ACK -> Tineout |reject

185. 84.70. 91 147.237.77. 216 |dover.idf. il Bad TCP sequence I'nval i d AGK nunber noni t or

195. 239. 16. 40 RJSIS:;ni on 147.237.77. 216 |dover. i df. i1 Bl ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor |2

31.210.187. 135 |Israel 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d AGK nunber moni tor |2
Sreaning Engine: TGP Invalid i i ssi

66.249.66. 129 |tnited Sates |147.237.76.200 [eitan aka.idf.il 9 =g Invalid segnent retransmssion. . 2
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi

157.55.39.25  |Wited Sates |147.237.72.166 |aka i df il 9 =g Invalid segnent retransmssion. |, 2
Ret r ansni ssi on Packet dropped.

185. 82. 200. 91 147.237.77.19 |lawforumidf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor |1

84.132.58.161 |Ger many 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1

. . SYNtACK retransmt wth .

94.249.109. 116 |Jordan 147.237. 77. 176 |nat pash. i df . i | Bad TCP sequence different v ndow scal e nonitor |1

213.57.37.178 |lIsrael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d AGK nunber alert 1

88. 200. 214. 8 R‘Sf:;”ion 147. 237. 77. 176 |nat pash. i of . i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 1

195.228.75. 121 |[Hungary 147.237.0.16 |ny-kosher-kravi.idf.il |SYN At tack SYN -> SYN-ACK -> RST rej ect

79.177.153.77 |lsrael 147.237.76. 42 |refuah.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect

114.112.90.54 [china 17.237.0.17 [V kosher-kravi. 1d 14r op SAMrule drop 1

216.243.31.2  |lWited Sates |147.237.76.196 |e.sviva.idf.il Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1

enf or cenent

37.48.64. 20 Net her | ands 147.237.72. 166 |aka.idf .il drop First packet isn't SN drop 1

88.200. 214. 8 R‘F Sf:;”ion 147.237.77. 243 |nobi l e.i df .| SYN At t ack SYN -> SYN-ACK -> RST rej ect 1

84.229.53.203 |[Israel 147.237.77. 216 |dover.idf il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1

185. 82. 200. 91 147.237. 77. 170 |maar achot . i of .i | Bl ock HTTP Non Conpl i ant Fai | ed to handl e connection data |nonitor 1

213.57.37.178 |lIsrael 147.237.72. 166 |aka. i df . i | Bad TCP sequence I'nval i d AGK nunber monitor |1
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|Top Attackers In V\AF|

Attacker Address

Attacker Qountry

Target Address

Site

Sgnature

Devi ce

Action

‘Count

72.9.148.10  |United Sates  |147.237.76.86 |navy.idf.il mut]zs;' B e e/ navy. aspx. aspx Hock [
105. 107. 55. 237 |Ageria 147.237.77.216|dover.idf.il Uhaut hori zed URL Access to wawidf.il/arr/ Bl ock 2
46.19. 85. 232 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
149.78. 8. 48 | srael 147.237.72.166|aka. i df . i | I11egal URL Path Encodi ng Bl ock 1
108. 61. 166. 66 |Uhited Sates 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
186. 156. 100. 202|Chil e 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
66. 249. 69. 33 Wited Sates 147.237. 77. 170 |maar achot . i df . i I|thaut hori zed URL Access to 147.237.77.170/ pdf /il es/ 6/ 109346. pdf  |B ock 1
5.153.182.204 |lkraine 147.237.77. 216 |dover . i df . i | \T;\rwamerl J’;‘fﬁ;fg:;/' ggn'dt ofri endl sendt of i end. aspx Bock |1
149.78. 8. 48 I srael 147.237. 72. 166 |aka. i df . i | (SZ‘SET égc\li‘ibigpﬁngi(}tli gh_ﬁg&féi%ﬂggm None 1
149. 78. 8. 48 I srael 147.237.72. 166 [aka. i df . i | I1l1egal Byte Qde Character in Header Val ue Bl ock 1
68.180.228.112 [lhited Sates 147.237.77. 216 |dover.idf.il Paranet er Type Mol ati on PageNumin waw i df . il/1361- he/ dover . aspx Bl ock 1
Pal esti ni an
217.78.57.111 |[Territory, 147.237.77.216|dover.idf .il Unt raceabl e SSL Sessi ons: (pen Mbde None 1
Qcecupi ed

46. 19. 86. 249 I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Code B ock 1
185. 82. 200. 91 147.237.77.19 [l awforumi df.i[[Uhaut hori zed URL Access to 147.237.77.19/ Bl ock

149. 78. 8. 48 I 'srael 147.237.72. 166 |aka. i df . i | Mal f or med HTTP Header Line 1 B ock

108.61.166.66 |lhited Sates  |147.237.72.166|aka. i df .i | m“;grii Sfe.di I'\ﬁ:;i'cﬁ sﬁzrf/;:;pups / bopup. 2P Bock |1
195. 9. 77. 44 g;z:;nl on 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mode None 1
66. 249. 69. 41 Lited Sates 147.237. 77. 170 |maar achot . i df . i I{haut hori zed URL Access to 147.237.77. 170/ robot s. t xt B ock 1
38.111.147.88 |[wnited Sates 147.237.77.216|dover . i df . il Unaut hori zed URL Access to waw i df.il/894-he B ock 1
149.78.8. 48 I srael 147.237.72. 166 |aka. i df . i | Unknown HTTP Request Method & A B ock 1
149.78. 8. 48 I srael 147.237.72. 166 |aka. i df . i | Illegal Byte Gode Character in Method O A B ock 1
185. 82. 200. 91 147.237.77. 170 [maar achot . i df . i [|{Uhaut hori zed URL Access to 147.237.77. 170/ B ock 1
47.18.173.185 |Wnited Sates  |147.237.77.216|dover. i df . il a;\fi”df ”f f%g?fg:vhio;if Sgg\/:?‘aggiess on Bock |1
149. 78. 8. 48 I srael 147.237.72. 166 |aka. i df . i | Mal for med URL B ock 1
149. 78. 8. 48 I srael 147.237.72. 166 [aka. i df . i | Abnormal |y Long Header Line request header nane Bl ock 1
198.58.103.36 |[lhited Sates 147.237.77. 216 |dover. i df . i | Unaut hori zed URL Access to wwwy i df . il/1294- he/ vwwy i df . il B ock 1
66. 249. 69. 49 Lhited Sates 147.237.77. 170 [maar achot . i df . i [|Uhaut hori zed URL Access to 147.237.77.170/ pdf/ fil es/ 5/ 112435, pdf Bl ock 1
46.19.85.232  |Israel 147.237.72. 166 |aka. i df . i | ?msléﬂfwgczﬁ_eﬁqsﬁsg ons from46. 19. 85. 232 (Frotocol violation fy, . 1
157. 55. 39. 39 Lited Sates 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
149. 78. 8. 48 I srael 147.237.72. 166 [aka. i df . i | I11egal Byte Gde Character in LR Bl ock 1
79.182.2.38 | srael 147.237.77.243|mobi l e. i df . i | D stributed Suspici ous Response Code B ock 1
186. 13. 2. 161 A gentina 147.237.77.216|dover . i df . i Unaut hori zed URL Access to www i df.il/nmazi B ock 1
63.231.60.145 |[Uited Sates  [147.237.77.216|dover.idf .| |0 ST DUed Lauthord ;ggv;f‘aggiess on Bock |1
149. 78.8. 48 I'srael 147.237.72. 166 |aka. i df . i | ?‘g;li_floemu;t_fggi?' &?ﬁgﬁi&gﬂ:ﬁgi 8.48 (Protocol violation o 1
149. 78. 8. 48 I srael 147.237.72. 166 [aka. i df . i | Abnornmal |y Long Request net hod Bl ock 1
211. 154. 163. 110|Chi na 147.237.72. 166 |aka. i df . i | I1l1egal Host Nane B ock 1
66. 249. 81. 215 gz::;”i on 147.237.77. 216 |dover.idf.i |l D stributed Unaut horized URL Access on wawidf.il/error. htm Bl ock 1
46.19.85.232  |israel 147.237.72. 166 |aka. i df . i | i‘stnogaj\iag_&%}nfecﬂ“fg - Protocol violation None |1
157.55.39.249 |lhited Sates 147.237.72. 166 |aka. i df . i | Unknown Paraneter catid in aka.idf.il/main/snalinisnali maspx None 1
149. 78. 8. 48 I srael 147.237.72. 166 [aka. i df . i | I11egal HITP \ersion Bl ock 1
186.91.99. 182  |Venezuel a 147.237.77.216|dover. i df . il Unt raceabl e SSL Sessi ons: Qpen Mbde None 1
66. 249. 66. 25 Lhited Sates 147.237.77.216|dover. i df . il Lhaut hori zed URL Access to wawidf.il/error. htm Bl ock 1

thJ:L Character in Header Nane at A
149.78.8.48 |israel 147. 237.72. 166 |aka. i df . i | ftz%]s]( [[[2#223]] ]] i%%ﬁéﬁgé[ﬁ;ésf?[ %S]A} ([)g[#[li]z]g?]af?lf(}%¢[£/ﬁ][][[¢£ Bock |1
18] ] Gd[ [ #0] ] °r AZe ™{

5.153.182.204 |Ukraine 147.237.77. 216 |dover . i df . i | \T;\rwamerl J’;‘fﬁ;fg:;/' ggngt ofri endl sendt of i end. aspx Bock |1
149.78.8.48  [Israel 147.237. 72. 166 |aka. i df . i | ggl)e-qgj 1?)(9&?3? ¢ ggﬁ?% S”[‘ [ﬁ??.a’\;ﬁw S BR_ XU Bock |1
66.249.81.218 |lnited Sates 147.237.77.216|dover. i df .il D stributed Lhauthori zed URL Access on waw i df.il/error. htm B ock

211. 154. 163. 110|Chi na 147.237.72. 166 [aka. i df . i | Mitiple Illegal Host Nane from 211. 154. 163. 110 Bl ock

180. 76. 15. 150  |Chi na 147.237.72. 156 |aman. i df . i | Lhaut hori zed URL Access to list.ips.gov.il/robots.txt Bl ock 1
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