02-26-2016-22:04:01 to 02-26-2016-23:04:01

1"PT SwNn .’
Ov IDF Under Attack

Daily Report

www.gov.il

|Top Targets |
1, 000+
8007° B dover.idf.il
B radimatal .idf.i
600- B oaka idf.il
B tikshuv.idf.il
Number 400 B anan.idf i |
W nobile.idf.il
0 , W atal.idf.il
O RC R L ORI S 5.\- e N lawidf.il
5 > o S ~ > 2 P N Meitan aka idf.il
& ¥ & ¢ S
'\6\ O (@ -\\.
& @

Top Tar get

[Top Attackers |

1, 000"

W 62. 114. 164. 95

2.54.34.54
[ 82. 166. 61. 61
400-] 41.33.231.90

N”'éber Il 89. 138. 185. 204
At t acks M 216. 243.31. 2

200+ I 79.177.135. 127
M 109. 253. 146. 183
84.108. 90. 253
M 46. 117. 162. 168

> N N > :
P @fy P o P P
v S L \ 3 \
Pt Y e e g
o Y o Vel o ¥ e
S

Top Attackers



02-26-2016-22:04:01 to 02-26-2016-23:04:01

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack drop 4
62. 114. 164. 95 Egypt 147.237.77. 216 dover.idf.il JLIMPurple Con Limt_Htp dr op 3
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack forward 2
62.114. 164. 95 Egypt 147.237.77.216 dover.idf.il JLM Under Attack Con Htp drop 2
188. 138. 102. 50 CGer many 147.237.77. 235 sviva.idf.il Bl ock_Udp Al _Nets drop 1
136. 243. 102. 221 Cer many 147. 237. 8. 27 e nadimatal .idf.il L4 Source or Dest Port Zero drop 1
59. 42. 95. 193 Chi na 147.237.72. 217 eidf.il ock Wp Al _Nets drop 1
185.94.111. 1 147.237. 8. 45 eeitanidf.il B ock Np Al Net dr op 1
104. 245. 97. 224 147.237.77. 227 e hanaz.idf.il B ock Wp Al Nets drop 1
193. 182. 144. 142 | srael 147.237.77.216 dover.idf.il B ock Udp Al Nets drop 1
158. 255. 208. 29 Hong Kong 147.237.77. 216 dover.idf.il Bl ock_Udp Al _Nets drop 1
185.94.111. 1 147.237.72. 217 eidf.il B ock Np Al _Net drop 1
109. 236. 93. 206 Net her | ands 147.237.77.212 e.dover.idf.il ock Wp Al _Nets drop 1
23.228.101. 206 Lhited Sates 147.237.8.24 e lifestyle.idf.il Bl ock_Udp All _Nets dr op 1
185.94.111.1 147.237.0. 17 m ny- kosher -kravi .i df.il Bock Np Al Net drop 1
185.94.111. 1 147.237.77.216 dover.idf.il Bock Np Al Net drop 1
134.147. 203. 115 Cer many 147.237. 76. 38 eeneitav.idf.il B ock Np Al Net drop 1
23.228.101. 206 Lhited Sates 147.237. 76. 148 ggcenter. aka.idf.il Bl ock_Up Al _Nets drop 1
185.94.111. 1 147.237.8. 27 e.nadi matal .idf.il B ock Np Al _Net drop 1
82.79.205. 124 Romani a 147.237.72. 156 anan.idf.il JLM Under _Attack_Con_Tcp dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry get Address |Site ‘Sgnature Devi ce Action |Count
109. 253. 146. 183 [l srael 147.237.0. 34 ti kshuv.idf.il |Cl1000138: HITP. prefix 1.01 in the URL B ock 14
79.177.135. 127 I srael 147.237.0. 34 tikshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 11
123.126.113.102 |China 147.237.77.216 |dover.idf.il C1000071: HTTP. User Agent Sogou+web-+spi der Bl ock 5

51. 255. 65. 60 Lnited Ki ngdom 147.237.77. 74 lawidf.il Cl000146: HITP. AnrefBot craw er B ock 1

51. 255. 65. 69 Uhi ted Ki ngdom 147.237.77.74 lawidf.il C1000146: HTTP. AhrefBot craw er B ock 1

51. 255. 65. 86 United Ki ngdom 147.237.77.74 lawidf.il Cl000146: HITP. AnrefBot craw er Bl ock 1

51. 255. 65. 94 Lnited Ki ngdom 147.237.77. 74 lawidf.il Cl000146: HITP. AnrefBot craw er B ock 1
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Qountry

Signature

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 3
146. 185. 250. 2 147.237.76. 42 Russi an Federation refuah.idf.il ET SCAN Potential SSH Scan 1
94.102. 48. 193 147. 237. 76. 202 Net her | ands e halag idf.il ET SCAN NVAP -sS wi ndow 1024 1
93.174.91. 29 147.237.77. 216 Net her | ands dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
45, 43. 226. 154 147.237.76. 31 nakchal .i df.il ET SCAN Potential SSH Scan 1
195. 216. 176. 244 147. 237.0. 35 Latvia akavs. i df . i | ET SCAN NVAP -sS w ndow 1024 1
183. 3. 202. 115 147.237.0. 34 Chi na tikshuv.idf.il ET SCAN Potential SSH Scan 1
146. 185. 250. 2 147. 237.76. 197 Russi an Federation e. hinush.idf.il ET SCAN Potential SSH Scan 1
146. 185. 250. 2 147.237.76. 42 Russi an Federation refuah.idf.il ET SCAN NVAP -sS w ndow 1024 1
94. 102. 48. 193 147. 237. 76. 201 Net her | ands eatal.idf.il ET SCAN NMAP -sS wi ndow 1024 1
45, 43. 226. 154 147. 237.76. 196 e.svivaidf.il ET SCAN Potential SSH Scan 1
45, 43. 226. 154 147. 237.76. 30 hi nush. i of . i | ET SCAN Potential SSH Scan 1
218. 246. 0. 97 147. 237. 8. 46 Chi na e. chinuch.idf.il ET SCAN NMAP -sS wi ndow 1024 1
146. 185. 250. 2 147. 237. 76. 202 Russi an Federation e.halag.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
62.114.164.95 |Egypt 147.237.77. 216 |dover.i df il Bad TCP sequence Inval i d ACK nunber alert 338
62.114.164. 95 |Egypt 147.237.77. 216 |dover.idf.il Bad TCP sequence nmoni t or 332
62.114.164.95 |Egypt 147.237.77. 216 |dover. i df .i Bad TCP sequence Invalid ACK nunber noni t or 204
62.114.164.95 |Egypt 147.237.77. 216 |dover.i df il dr op drop 51
41. 33.231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 34
e SN retransmit wth different )
62.114.164.95 |Egypt 147.237.77. 216 |dover.idf.il Bad TCP sequence i ndow scal e moni t or 33
. . SN retransmt wth different .
89. 138. 185. 204 |l srael 147.237.77. 234 |hal ag.idf il Bad TCP sequence i ndow scal nonitor |20
R Unexpect ed post SYN packet - RST
62.114.164.95 |Egypt 147.237.77. 216 |dover.idf.il dr op or SYN expect ed drop 14
Sreanming Engine: TCP Invalid i i ssi
87. 68. 74. 28 I'srael 147. 237.72. 166 |aka i of . i 9 =9 Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 6
68.180.228. 109 [Wited Sates |147.237.0.34 |tikshuv.idf.il  |drop SAMrule drop 6
79.181.161.9 | srael 147.237.72. 166 |aka.i df . il drop Frst packet isn't SYN drop 6
84.108.90.253 [Israel 147.237. 72. 156 |anan. i df . il Bad TCP sequence Invalid ACK nunber noni t or 5
31.210. 187. 243 |Israel 147.237.72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |5
. . SYNVAXK retransmit with different :
80. 246. 136. 230 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence i ndow scal & monitor |5
195.34.150.18 |Austria 147.237.77. 216 |dover.idf .i | Bl ock HTTP Non Conpli ant Fai l ed to handl e connection data nonitor |4
2.54.165. 54 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4
84.108.90.253 |l srael 147.237.72. 156 |anan.i df .i | Bad TCP sequence Invalid ACK nunber alert 4
Sreaning BEngine: TQP Invalid i i ssi
199.30.24.119 [UWnited Sates |147.237.76.200 |eitan. aka idf. il g =g Invalid segnent retransmssion. drop 4
Ret ransm ssi on Packet dropped.
84.108. 90. 253 |l srael 147.237. 72. 156 |aman.i df .i | Bad TCP sequence Invali d sequence nunier nonitor |4
Sreaning Engine: TGP Invalid i i ssi
2.54.18. 164 I srael 147.237.72. 166 |aka.i df . i 9 =9 Invalid segnent retransmission. drop 3
Ret ransm ssi on Packet dropped.
Russi an ) . |Streanming Engine: TGP Invalid [invalid segnent retransnission.
93. 158. 152. 49 Federat i on 147. 237. 76. 147 |chi nuch. aka.i df .i | Ret 1 ansni ssi on Packet dr opped. drop 3
46.117.162. 168 |Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or
37.26.148.203 |Israel 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 3
Sreamng Engine: TCP Invalid i i ssi
5.28.157.193  |Israel 147.237.72. 166 |aka. i of . i 9 =9 Inval i d segnent retransnission drop 3
Ret r ansni ssi on Packet dropped.
reaming BEngine: TCP Invali i i ssi
79.182.135.12  |Israel 147. 237. 72. 166 |aka. i df . Streaning Engi ne: TCP Invalid invalid segnent retransnission drop 3
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
109. 226. 16.56  |Israel 147. 237.72. 166 |aka. i of .11 9 =9 Inval i d segnent retransnission drop 3
Ret r ansni ssi on Packet dropped.
reaming BEngine: TCP Invali i i ssi
79.177. 135. 127 |israel 147.237.0.34 |tikshov.ior i1 |27 €@MNG Engine: TCP Invalid invalid segnent retransnission. drop 3
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
84.228.134. 174 | srael 147. 237.72. 166 |aka. i of .11 9 =9 Invalid segnent retransnission drop 3
Ret r ansni ssi on Packet dropped.
reaming BEngine: TCP Invali i i ssi
31.154. 152. 129 |Israel 147. 237. 72. 166 |aka. i df . Streaning Engi ne: TCP Invalid invalid segnent retransnission drop 3
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
79.183. 125. 126 |l srael 147.237.72. 166 |aka. i of . i 9 =9 Invalid segnent retransnission drop 3
Ret r ansni ssi on Packet dropped.
Sreaning BEngine: TQP Invalid i i ssi
109. 253. 204. 128|i srael 147. 237. 77. 243 |nobi | e. i of . i | 9 =g Invalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
94.77.196. 82 Saudi Arabia  |147.237.77. 216 [dover.idf.il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data monitor |3
Sreaning Engine: TGP Invalid i i ssi
185.3.144.96  |Israel 147.237.72. 166 |aka.i df . i 9 =9 Invalid segnent retransmission. drop 3
Ret ransm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
2.54.174.163  |Israel 147. 237. 77. 243 |mobi l e. i . i 9 =9 Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
79.181.179.71 |Israel 147.237.72. 166 |aka.i df . i 9 =9 Invalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
84.94.109. 214 |Israel 147.237. 77. 243 |nobi l e.i of .i | Bad TCP sequence Inval i d ACK nunber aert 2
185. 89. 217. 227 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data noni t or 2
185. 3. 144. 40 I srael 147.237.72.166 |aka.i df .il Bad TCP sequence Invalid ACK nunber monitor |2
185. 89. 217. 230 147.237.77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to hand e connection data monitor |2
Sreanming Engine: TCP Invalid i i ssi
46.117.162. 168 |Israel 147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransnission. drop 2
Ret r ansni ssi on Packet dr opped.
46.121.121.14 |Israel 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d ACK nunber noni t or
46. 19. 85. 232 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d ACK nunber aert
94.228. 34. 248 LK*i"rfgegom 147. 237. 77. 216 |dover. i df . i Bad TCP sequence Inval i d ACK nuniber alert 2
46.117.162. 168 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber aert 2
5.22.135. 134 I srael 147.237.77. 243 |nobil e.idf i | Bad TCP sequence Inval i d ACK nunber nonitor |2
77.125.130.72 |lIsrael 147.237.72. 166 |aka.idf .il SYN Att ack SYN -> SYN-ACK -> RST rej ect 2
46.19. 85. 232 | srael 147. 237.77. 216 |dover.idf .il Bad TCP sequence Invalid ACK nunber noni t or 2
Sreanming Engine: TCP Invalid i i ssi
208.115.113.89 |Wited Sates |147.237.72. 166 |aka.idf . il 9 =g Invalid segnent retransnission drop 2
Ret r ansni ssi on Packet dr opped.
185. 89. 217. 233 147.237.77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data monitor |1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address [Site Sgnature Action ‘Count
2.54.34.54 | srael 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code B ock 252
82.166. 61. 61 I srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Code B ock 179
109. 253. 220. 124]I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 9
79.176.221. 230 |lsrael 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code B ock 9
66. 249. 81. 215 gz::;”i on 147.237.77. 216 |dover.i df . il Lhaut hori zed URL Access to wanidf.il/error.htm Bl ock 2
109. 253. 204. 128|1 sr ael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Gode Bock [2
87.71.0.20 | srael 147.237.77. 243 nobi | e. i df . i | ﬁt?iult:.?rdlfz.??/ (L;J;_egpc‘):rcy(isesnptl Zt es/ | i st chi | ddocunent s/ 1362 Bl ock 2
84.109.233.54 [Israel 147.237.77. 216 |dover.idf.il Unt raceabl e SSL Sessi ons: (pen Mbde None
2.54.174. 163 | srael 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code B ock
185. 130. 5. 149 147.237.77.234|hal ag. i df . i | Unaut hori zed URL Access to 147.237.77. 234/ xni r pc. php B ock
84.228.246. 191 |israel 147.237.72. 166 |aka. i df . i | ?ﬂkmak?'i "’C‘j?ef Ie/r n:jtrll/ogci)f/ﬁsl/2?332/@\/5&;:;1{(:2?;? acetol der $bt nAt udaBack |\ o |y

Gooki e Tanpering on cooki e Logi n: Expect ed
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N
2.54.34.54 | srael 147.237.0.19 |madi matal . i df. i [F****xxernex - Chserved None 1

Sk ko ko ko ko ko ko

N

koo ko ko ko

Kk
79.178.39.37  |israel 147. 237. 72. 156 |aman. i df . i | mugzgg' fﬁ?. Ilﬂ‘cgﬁggf; égre/ doc.rmgr / undef ned Bock |1
62.114.164.95 |Egypt 147.237.77. 216 |dover.idf.il Unhaut hori zed URL Access to 147.237.77.216/ B ock 1
190. 226. 229. 130|Argenti na 147.237.77. 216 |dover.i df . il Unaut hori zed URL Access to wawi i df.il/894-en/i df gdover. aspx B ock 1
66.249.81.218 |lnited Sates |147.237.77.216|dover.idf.il Distributed Wauthorized URL Access on waw idf.il/error. htm Bl ock 1
66. 249. 66. 25 Uited Sates |147.237.77.216|dover.idf.il Mil tipl e Unaut horized URL Access from 66.249. 66. 25 B ock 1
207. 46. 13. 28 Uited Sates |147.237.72.156|anan.idf.il Uhaut hori zed URL Access to list.ips.gov.il/robots.txt B ock 1
89. 138.185. 204 |Israel 147.237.77. 234 |hal ag. i df .i | o r2|33m7$d2?47?2232372?161%/&??5; f;‘]i . Bock |1
68.180.230.29 |Lhited Sates [147.237.77.176|matpash.idf.il [Parameter Type Mol ation PageNumin waw cogat.idf.il/1038- he/ cogat. aspx (B ock 1
2.54.174.53 | srael 147.237.77.234|hal ag. i df . i | Unaut hori zed URL Access to 147.237.77. 234/ i mages/ shared/ bul | et 1. gi f B ock 1
174.44.38.195 |lhited Sates |147.237.77.216|dover.idf .il SSL Wntraceabl e Connection - Qpen Mde None 1
66. 249. 66. 25 Uhited Sates |147.237.77.216|dover.idf.il Lhaut hori zed URL Access to waw i df . il/navy/ B ock 1
207. 46.13. 70 Whited Sates [147.237.76.31 [nakchal .idf.il |Unauthorized URL Access to 147.237.76. 31/ Block |1
91.204.15.187 |Wkraine 147.237.72. 166 |aka. i df . i | Lhaut hori zed Met hod HEAD for waw aka. i df.il/main/ gi yus/ B ock 1
77.237.146. 28 gg;lhic 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to / Bock |1
185. 82. 200. 91 147.237.72. 156 [aman. i df . i | Unaut hori zed Met hod HEAD for 147.237.72. 156/ Bl ock
84.109.233.54 [Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1135- he/ at al . aspx B ock 1
66.249.81.212 |lnited Sates |147.237.77.216|dover.idf.il Distributed Lhaut hori zed URL Access on wawn idf.il/error. htm B ock 1

Pal esti ni an
213.6. 8. 86 Territory, 147.237.77.216|dover.idf.il Unt raceabl e SSL Sessi ons: (pen Mbde None 1
Qcecupi ed

2.54.28.120 I srael 147.237.77.233|atal .idf . il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ at al . aspx B ock 1
104. 131. 147. 112|United Sates [147.237.72.166|aka.idf .il Unknown Paraneter siteid in v aka.idf.il/sites/hone/default.asp None 1
46.117. 229 253 | srael 147. 237, 72. 166 |aka. i df . i | Unknown Par anet er ct | 00$ct | 00$cphMai n$TochenPl acetbol der $ht nAt udaPr i nt None 1

in ww aka.idf.il/nain/giyus/atuda/ asmacht a. aspx
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