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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |[Count |
84.108. 152. 18 | srael 147.237.72. 156 anan.idf.il ock Wp Al _Nets drop 5
222.188.100. 102 Chi na 147.237. 0. 33 idf.il Invalid TGP H ags drop 2
179. 43. 141. 219 S tzerl and 147.237.77.121 e.navy.idf.il B ock Np Al Net drop 1
217.26.171.188 Ml dova, Republic of 147.237.77.176 nat pash. i df . il L4 Source or Dest Port Zero drop 1
82.79. 205. 124 Romani a 147.237.72. 156 anan.idf.il JLM Under Attack Con_Tcp drop 1
179. 43. 141. 219 Sni t zerl and 147.237.77.212 e. dover.idf.il B ock Np Al _Net drop 1
185. 106. 92. 87 147.237.0. 15 kosher-kravi .idf.il ock Wp Al _Nets drop 1
121. 224. 239. 202 Chi na 147.237.76. 200 eitan. aka.idf.il ock_Udp All _Nets drop 1
201. 210. 155. 173 \enezuel a 147.237.72. 14 dover.idf.il (ol d) Bl ock Wdp Al Nets drop 1
39. 161. 46. 235 Chi na 147.237. 77. 170 n@ar achot . i df .i | Block Udp All Nets dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site ‘Sgnature Devi ce Action |Count
149. 78. 136. 236 I srael 147.237.0. 34 ti kshuv.idf.il |Cl1000138: HITP. prefix 1.01 in the URL B ock 18
123.126.113.102 |China 147.237.77.216 |dover.idf.il CL000071: HTTP: User Agent Sogou+web+spi der B ock 5
46.120. 2. 93 | srael 147.237.0. 34 tikshuv.idf.il [Cl000138: HITP. prefix 1.01 in the LR Bl ock 4
176. 13. 23. 38 I srael 147.237.0. 34 ti kshuv.idf.il |Cl1000138: HITP. prefix 1.01 in the URL B ock 4
88.217.35. 95 Ger many 147.237.77.216 |dover.idf.il C1000074: HITP. naj estic bot B ock 3
51. 255. 65. 82 United Ki ngdom 147.237.77.233 |atal .idf.il Cl000146: HITP. AnrefBot craw er Bl ock 1
66.249. 79. 171 I srael 147.237.0. 34 ti kshuv.idf.il |Cl1000138: HITP. prefix 1.01 in the URL B ock 1
162. 210. 196. 98 Lhited Sates 147.237.77.216 |dover.idf.il C1000074: HITP. naj estic bot B ock 1
51. 255. 65. 51 United Ki ngdom 147.237.77.233 |atal .idf.il Cl000146: HITP. AnrefBot craw er Bl ock 1
51. 255. 65. 53 Lnited Ki ngdom 147.237.77.233 |atal .idf.il Cl000146: HITP. AnrefBot craw er B ock 1
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il CL000071: HTTP: User Agent Sogou+web+spi der B ock 1
51. 255. 65. 61 United Ki ngdom 147.237.77.233 |atal .idf.il Cl000146: HITP. AnrefBot craw er Bl ock 1
5.29. 212. 105 I srael 147.237.0. 34 ti kshuv.idf.il |Cl1000138: HITP. prefix 1.01 in the URL B ock 1
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|Top Attackers In |D|

‘ Target Address

A tacker
Count ry

Signature

195. 34. 150. 18 |147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 3
66.102.9.17  [147.237.72.167|Wited Sates i shurimaka.idf.il ET SCAN NVAP -sA (2) 2
66.249. 75.239 [147.237.77.170|Wited Sates |maarachot.idf.il ET SCAN NVAP -sA (2) 2
. . |ET SCAN Behavi oral lhusual ly fast Termnal Server Traffic,
183.60.48.25 |147.237.0.17 |China mny- kosher-kravi .idf.il . . 1
Potential Scan or Infection
93.174.91.29 |147.237.0.35 |Netherlands akaws. i df . i ET SCAN NVAP -sS wi ndow 1024 1
218.246.0.97 [147.237.77.19 |China | awt forumi df . il ET SCAN NVAP -sS wi ndow 1024 1
93.174.91.29 |147.237.77. 216 |Net her | ands dover.idf.il ET SCAN NVAP -sS w ndow 1024 1
i ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
50.1.130.84  |147.237.76.31 |<O16& RePUDIiC | ) ral idt il ) y 1
of Potential Scan or Brute Force
218.246.0.97 [147.237.0.17 |China mny-kosher-kravi.idf.il |[ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

A tacker

Devi ce

count ry Target Address |Ste Signature Action ‘Count
213.57.180.84 |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence S retransmt with different moni tor (54
w ndow scal e
41. 33.231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 30
66.249.81.212 |Wnited Sates [147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 29
66.249.81.212 |wnited Sates |147.237.77.216|dover.idf.il Bad TCP sequence I'nvali d ACK nunber nonitor |29
: R Unexpect ed post SYN packet -
66.249.81.212 |wnited Sates |147.237.77.216|dover.idf.il drop RST or SYN expect ed drop 29
Russi an R Unexpect ed post SYN packet -
66. 249. 81. 215 ot on 147. 237. 77. 216 |dover.idf .i | drop RST o SYN expect ed drop 24
66. 249. 81. 215 RJSS:;’} o 147. 237.77. 216 |dover . i df . Bad TCP sequence Inval i d ACK nunber dert 24
66.249. 81, 215 |SSIan 147. 237. 77. 216 |dover . i of . Bad TCP sequence Invalid ACK nunber moni tor |24
Federation
66.249.81.218 |Whited Sates [147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber alert 23
66.249.81.218 |Wited Sates [147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber nonitor |23
: . Unexpect ed post SYN packet -
66.249.81.218 [lhited Sates |147.237.77. 216 |dover.idf.il drop RST or SYN expect ed drop 23
68.180. 228. 109 [Lhited Sates [147.237.0.34 |tikshuv.idf.il drop SAMrul e drop 10
r eam n ine: TCP Invali i i ssi
176.13.2.186 |l srael 147. 237. 72. 166 |aka. i of . i | Streamng Engi ne: TCP alid|invalid segnent retransnission drop 6
Ret r ansni ssi on Packet dropped.
66.249.81. 148 |Lited Sates [147.237.77.226| 11" chanat z. aka. 1M 14 op drop 6
Sreaning Bngine: TCP Invalid i i sSi
79.180.50.79 |israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. |, 6
Ret r ansmi ssi on Packet dropped.
212.143. 142. 56 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 6
66.249.81.148 |Wnited Sates |147.237.77. 226 V‘i"‘l”“Cha"atz' aka.ldf 1gad TOP sequence Invalid ACK nunber monitor |5
149. 88.232.31 |l srael 147.237.72. 156 |anan.i df .i| SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
66.249. 81. 148 [tnited States  [147.237.77. 261" chanat z. aka. 10 1pad TOP sequence Invalid ACK nunber aert 5
66.249.81.148 |United States  147.237.77. 226"} chanat z. aka. 10 15y ect ory Traver sal directory traversal overflow moni tor |4
5.102. 254. 163 |l srael 147.237.72. 166 [aka i df .| Bad TCP sequence Inval i d ACK nunber nonitor |4
66.249.81. 152 |tited Sates |147.237.77.226 V‘:"l"'“ha"mz'aka"df drop First packet isn't SWN drop 4
66.249.81.144 |Uhited Sates [147.237.77.226| 11" chanat z. aka. 1M 14 op drop 4
195. 34.150. 18 |Austria 147.237.77. 216 [dover.idf . il Bl ock HTTP Non Conpl i ant Failed to hand e connection data [monitor |4
66.249.81. 144 |United Sates |147.237.77.226 "?";‘"‘Cha"atz'aka"df drop Frst packet isn't SWN drop 4
196. 217. 197. 45 |Mor occo 147.237.77. 216 |dover.idf.il drop drop 4
79.181. 59. 69 | srael 147.237. 72. 166 |aka. i df .i | dr op Frst packet isn't SN drop 3
Sreanming Engine: TCP Invalid i i ssi
109. 67.221. 76 |Israel 147.237. 77. 243 |robi 1 e. i of . i 9 =g Invalid segnent retransmssion. | 3
Ret r ansmi ssi on Packet dr opped.
94.77.196.82 |Saudi Arabia  [147.237.77.216|dover.idf.il Bl ock HTTP Non Conpl i ant Failed to hand e connection data  [monitor |3
Sreamng Engine: TCP Invalid i i ssi
5. 28. 157. 2 I srael 147.237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
66.249.81.152 |United States  [147.237.77. 226"} chanatz. aka.tdf |- op drop 3
Sreamng Engine: TCP Invalid i i ssi
77.126.90.94 |israel 147.237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i ssi
176.13.23.171 |Israel 147.237.72. 166 |aka.i df . g =g Invalid segnent retransmssion. |4 o 3
Ret ransni ssi on Packet dropped.
2.54.144.109 |[lsrael 147.237.72. 156 |anan.i df .i| SYN At t ack SYN -> SYN-ACK -> RST rej ect 3
Sreaning Engine: TCP Invalid i i ssi
104.179.24.26 |tited Sates |147.237.72. 166 |aka.idf.il 9 =9 Invalid segnent retransmssion. |, 3
Ret ransni ssi on Packet dropped.
Sreanming Engine: TCP Invalid ' i ssi
31.168.210.86 |Israel 147. 237. 72. 166 |aka. i f . i1 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
5.22.129.81 I srael 147.237.72. 166 [aka i df . i | Bad TCP sequence Invalid ACK nunber nonitor |3
Sreaning BEngine: TCP Invalid i i sSi
66.249.79. 121 |Wnited Sates |147.237.77.243|nobile.idf il 9 =g Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
79.180. 63. 231 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dr opped.
Sreaning BEngine: TCP Invalid i i sSi
2.54.162.225 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
109.65.97.82  |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dr opped.
66.249.81. 144 |Israel 147.237.77. 226 [\ chanat z. aka. 1df 1pad TOP sequence Inval i d ACK nunber alert 2
5.102.254.80 |l srael 147.237.72. 166 [aka i df . i | Bad TCP sequence Inval i d ACK nunber nonitor |2
66.249.81.152 |Wnited Sates |147.237. 77. 226 V‘i"‘l”“Cha"atz' aka.ldf 1pad TOP sequence Invalid ACK nunber moni tor |2
Sreamng Engine: TCP Invalid i i ssi
85. 64. 165. 231 |Israel 147.237.77. 243 |nobi 1 e.i o i 9 =g Invalid segnent retransmssion. | 2
Ret r ansmi ssi on Packet dropped.
2.54.183.114  |[Israel 147.237.72. 166 [aka. i df . i | Bad TCP sequence Invalid ACK nunber alert 2
66.249.81. 234 |lhited Sates |147.237.0.15 |kosher-kravi.idf.il Drectory Traversal directory traversal overflow noni t or 2
46.19.85.243  [Israel 147.237.77. 216 [dover.idf . il Bad TCP sequence Inval i d ACK nunber nonitor |2
31. 210. 187. 150 |l srael 147.237.72. 166 [aka. i df . i | Bad TCP sequence Invalid ACK nunber nonitor |2
66.249.81.212 |lhited Sates |147.237.77.216 |dover.idf.il Drectory Traversal directory traversal overflow noni t or 2
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
176.13.17. 79 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 30
195. 154. 173. 103|France 147.237.77. 216 |dover.i df .i | D stributed Uhauthorized URL Access on ww i df . i |/ nazi Bl ock
85.64.165.231 |[Israel 147.237.0.19 |[madimatal .idf.il Distributed Suspici ous Response Code B ock
80. 250. 149. 60 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock
] . . Paranet er Type M ol ati on PageNumin
68.180.230.29 |Whited States [147.237.77.176 [mat pash. i df . i | ww cogat i df i1/ 1038-ar/ cogat . aspx B ock 1
37.220.115. 231 |Jordan 147.237.77.216|dover . i df .i | Uhaut hori zed LRL Access to wwidf.il/arr/ ol B ock 1
85. 64. 46. 32 I sr ael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134- he/ at al . aspx |B ock 1
66.249.79.235 |[Wnited Sates [147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ robot s. t xt B ock 1
157.55.39.105 |lhited Sates [147.237.77.216|dover.idf.il D stributed Uhaut hori zed URL Access on waidf.il/error. htm Bl ock 1
77.75.77. 36 ggj‘;ﬂ . 147. 237.77. 216 |dover . i df . i | Unaut hori zed URL Access to ww i df . i1/ page/ 28/ B ock 1
40.77.167. 92 Lhited Sates |147.237.77.176|nat pash.idf.il Unaut hori zed URL Access to 147.237.77.176/ robot s. t xt B ock
199. 30. 24. 14 Lhited Sates |147.237.77.216|dover.idf.il D stributed Lhaut hori zed URL Access on www i df.il/error. htm Bl ock 1
ww, chanat z. aka. i df . i
66.249.81. 148 |lnited Sates |147.237. 77. 226, WL is Aove Foot Drectory Bl ock 1
il v chamat z. aka. i df.il/../../images/ shar ed/ nenustrech. png
m ny- kosher-kravi .id , L
78.47.62.212 Ger many 147.237.0. 17 £l SS. Unhtraceabl e Gonnection - Uhknown Server Certificate None 1
: . . Unaut hori zed URL Access to
66. 249. 66. 33 Lhited Sates [147.237.77.74 |lawidf.il waw | aw i o i | /si p_storage/ il es/ 8/ 638, pof Bl ock 1
199. 30. 25. 28 Lhited Sates [147.237.77.216|dover.idf.il D stributed Uhaut hori zed URL Access on wawidf.il/error. htm Bl ock 1
109. 74. 151. 149 |9 ovaki a 147.237.77.216|dover.i df .i | Uhaut hori zed URL Access to waw i df.il/mazi B ock 1
66.249.81.218 |lLnited Sates |[147.237.77.216|dover.idf.il Dstributed LR is Above Root Directory B ock 1
185. 82. 200. 91 147.237.76.200(ei tan. aka. i df . i | Unaut hori zed URL Access to 147.237.76. 200/ B ock 1
: ] ; Unaut hori zed URL Access to
66.249.66.37  |Lhited Sates |147.237.77.216|dover.idf.il 147.237. 7. 216/ 1613- he/ dover . aspx B ock 1
. . Unaut hori zed URL Access to
213.57.180.84 [Israel 147.237.76.42 [refuah.idf.il 147, 237. 76. 42/ 1518- he/ r ef uah. aspx B ock 1
116. 253. 140. 224|Chi na 147.237.72. 156 [anan. i df . i | Adnin Bl ocki ng B ock 1
66.249.81.237 |lLnited Sates |[147.237.0.15 |kosher-kravi.idf.il Mitiple URL is Above Root Directory from66.249. 81. 237 B ock 1
37.26.146.182 |[Israel 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
185. 82. 200. 91 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ B ock 1
84.229.244.112 |[israel 147.237.77. 216 |dover.idf .i | Uhaut hori zed URL Access to waw idf.il/https: /v idf.il/ B ock 1
. . . Uhaut hori zed URL Access to
66.249.66.40  [Wited Sates [147.237.77.216|dover.idf.il 147.237. 77, 216/ 1381- he/ dover . aspx B ock 1
116. 253. 140. 224|Chi na 147.237.72. 156 |anan. i df . i | Uhaut hori zed LRL Access to ww arman. i df . il/admin/| ogin. asp B ock 1
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