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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |[Site |Signature |Device Action |Count |
141. 255. 155. 40 Net her | ands 147.237.77. 216 dover.idf.il ock Wdp Al _Nets drop 10

125. 75. 206. 153 Chi na 147.237. 8. 27 e.nadimatal .idf.il Invalid TGP H ags dr op 2
134.147. 203. 115 Ger nany 147. 237. 76. 200 eitan. aka.idf.il Bock Np Al Net drop 2

134. 147. 203. 115 Ger many 147.237.77. 233 atal.idf.il Block Np All Net drop 2

0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 2

185.94. 111. 1 147.237.77. 179 e nazi.idf.il ock Wdp Al _Nets drop 1
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il ock Wdp Al _Nets drop 1

109. 200. 216. 22 Net her | ands 147.237.0. 35 akaws. i df.il B ock Np Al Net dr op 1

109. 200. 216. 22 Net her | ands 147.237.77. 176 nat pash. i df . i | Bock Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgna1ure Devi ce Action |Oount
109. 66. 211. 232 I srael 147.237.0. 34 ti kshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 8
176.13. 11. 82 I srael 147.237.0. 34 tikshuv.idf.il |CL000138: HITP. prefix 1.01 in the URL Bl ock 4
5.29.9.42 | srael 147.237.0. 34 tikshuv.idf.il |Cl000138: HTTP. prefix 1.01 in the URL B ock 4
79.176.118. 59 I srael 147.237.0. 34 ti kshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 2
207. 46. 13. 145 Lhited Sates 147.237.0. 34 tikshuv.idf.il |CL000138: HITP. prefix 1.01 in the URL Bl ock 2
213. 251. 184. 38 France 147.237.77. 216 dover.idf.il C1000074: HTTP. naj estic bot B ock 2
37.26. 147. 228 I srael 147.237.0. 34 ti kshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 1
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il C1000071: HTTP: User Agent Sogou+web+spi der B ock 1
157. 55. 39. 92 Lhited Sates 147.237.0. 34 tikshuv.idf.il [C1000138: HTTP. prefix 1.01 in the LR B ock 1
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|Top Attackers In |D|

Target Address

A tacker
Count ry

Signature

195. 34, 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
. .. |ET SCAN Behavi oral ULhusual |y fast inbound Tel net Gonnecti ons,
185. 130. 5. 238 [147.237.76. 39 nobi | e. nei tav.idf. i ) 1
Potential Scan or Brute Force
_ L ET DC5 Large anount of TCP ZeroWndow - Possi bl e Niller2 DDos
176. 13.13. 180 |147.237.76.30 |lsrael hi nush. i df . il 1
attack
185. 130. 5. 238 [147.237.0. 33 idf.il ET SCAN NMAP -sS wi ndow 1024 1
93.174.91.29 |147.237.77.61 [Netherl ands e.cogat.idf.il ET SCAN NVAP -sS wi ndow 1024 1
218.246.0.97 |147.237.76.39 |[China nobi | e. nei tav.idf.i|ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address ‘ Ste

‘Signature

Country

SYWNretransnit wth different w ndow

93.173.81.230 |Israel 147.237.77.233|atal .idf.il  |Bad TCP sequence ocal e noni t or 103
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |dr op SAMrul e drop 30
reaming BEngine: TCP Invali i i ssi
176.13.4.125 [ srael 147237, 77, 243 |mwbi e i o1 [ 2 NG Engine: TCP Invalid nvalid segnent retransmssi on. drop 27
Ret r ansm ssi on Packet dropped.
109. 66. 9. 129 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 16
2.52. 25,118 I sr ael 147.237.72. 166 |aka.i df .i 1 SYN At t ack SYN -> SYN-ACK -> RST rej ect 12
37.46. 41. 58 I sr ael 147.237.77. 216 |dover.idf.il |Bad TCP sequence I'nval i d ACK nunber noni t or 8
85. 64. 46. 32 I'srael 147.237.77.233|atal .idf.il  [Bad TCP sequence Ssz;';e”ansm with different wndowl ovor g
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop
68.180.228. 109 [Wnited Sates [147.237.0.34 |tikshuv.idf.il |drop SAMrul e drop
Sreamng Engine: TCP Invalid i i ssi
109. 160. 170. 116 i srael 147. 237, 77. 243 |nobi 1 e. i of . i | 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
5.29. 144. 190 I sr ael 147.237.76.30 |nimsh.idf.il |Bad TCP sequence I'nval i d ACK nunber alert
5.29. 144. 190 I srael 147.237.76.30 |hinush.idf.il [Bad TCP sequence Inval i d AGK nunber noni t or
64.19. 78. 242 Uhited Sates |147.237.76.44 |e.refuah.idf.illGeo-| ocati on enfor cenent Geo-l ocat i on inbound enforcenent  |drop
reamn ine: TCP Invali i i ssi
109. 65. 137. 101 | srael 147,237, 72. 166 |aka i 11 || S NG Engine: TCP Invalid Invalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
77.125.158. 202 |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
64.110. 145. 98 ?03: 'd'etre 147.237.76.86 |navy.idf.il |Bad TCP sequence Inval i d ACK nunber monitor |6
2.52.25.118 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber noni t or 5
2.52.25.118 I srael 147.237.72. 166 |aka.idf il Bad TCP sequence Inval i d sequence nunber noni t or 5
2.52.25.118 I sr ael 147.237. 72. 166 |aka. i df .i | SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 5
2.52.25.118 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber alert 5
Sreaning Engine: TCP Invalid i i SSi
157.55.12.92  |Wiited Sates |147.237.76.200 |eitan. aka i df .i g =g nvalid segnent retransmssi on. drop 4
Ret r ansm ssi on Packet dropped.
195. 34.150. 18  |Austria 147.237.77. 216 |dover.idf.il |Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 4
64.110. 145. 98 ;atos: 'd;e 147.237.77. 216 |dover.idf.il |Bad TOP sequence Invalid ACK nunber monitor |4
Sreaning Engine: TGP Invalid ' i ssi
79.177.53.156 | srael 147. 237.72. 166 |aka i of . i 9 =9 Inval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
109. 65. 97. 4 I srael 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. drop 3
Ret r ansmi ssi on Packet dropped.
5.102.254.163 |Israel 147.237. 72. 166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or
149.88.229.22 |Israel 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN ACK -> Ti meout rej ect 3
194. 114. 146. 227 |l sr ael 147.237.76. 42 |refuah.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 3
Sreaning Engine: TGP Invalid ' i ssi
79.182.15.252 | srael 147. 237.72. 166 |aka i of . i 9 =9 Inval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
77.126. 167. 182 |Israel 147.237.77. 243 |nobil e.i df i 9 =g Invalid segent retransmssion. drop 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid ' i ssi
2.54.1.163 I'srael 147. 237.72. 166 |aka i of . i 9 =9 Inval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
62.219. 134. 192 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segent retransmssion. drop 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid ' i ssi
109. 65. 126. 148 |l srael 147. 237.72. 166 |aka i of . i 9 =9 Inval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
31.168.123.79 |israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segent retransmssion. drop 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid ' i ssi
77.125.134. 111 | srael 147. 237.72. 166 |aka i of . i 9 =9 Inval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
109. 253. 131. 172| srael 147.237.72. 166 |aka.i df . i 9 =g Invalid segent retransmssion. drop 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid ' i ssi
77.127.14.161  |israel 147. 237.72. 166 |aka i of . i 9 =9 Inval i d segrent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TP Invalid i i sSi
185. 120. 125. 15 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. drop 3
Ret r ansmi ssi on Packet dropped.
. . SYNPAXK retransmit with different .
80.246.136.13 |lsrael 147.237.72. 166 |aka. i df . il Bad TCP sequence i ndow scal e noni t or 3
Sreaming Engine: TP Invalid i i sSi
79.179. 167. 241 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. drop 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid ' i ssi
37.26.146.198 | srael 147. 237.72. 166 |aka i of . i 9 =9 Inval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
77.127.188.39 |israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segent retransmssion. drop 3
Ret r ansmi ssi on Packet dropped.
94.77.196.82  |Sudi Aabia [147.237.77.216|dover.idf.il |Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 3
188. 120. 154. 49 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber noni t or 3
Sreaning Engine: TCP Invalid i i Ssi
149. 88. 6. 67 I srael 147.237.72. 166 |aka. i f .11 g =g nvalid segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i ssi
79.180.118.56 |l srael 147. 237.72. 166 |aka. i of . i 9 =9 nval i d segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i Ssi
185.3.146.209 |Israel 147.237.72. 166 |aka.i df . g =g nvalid segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dropped.
5.22.131.87 I srael 147.237.77.234|halag.idf.il |Bad TCP sequence Invalid AGK nunber noni t or 3
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Sreaning Engine: TGP Invalid
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Acti on ‘Count
46.116.35.100 |[Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 224
109. 253. 207. 159|1 sr ael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Qode B ock 29
46.121.214.12 |Israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode Bl ock 10
176.13. 4. 125 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock
84.109.179.16 |[Israel 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Qode B ock
109. 253. 192. 162|I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode Bl ock
213. 251. 182. 103 |France 147.237.77. 176 |nat pash. i df . i | muéggé'.fij.?ﬁsfgfﬁsjigzﬂ | sl O si 2622000 3410, pg st Bl ock 3
46.118. 155. 216 |Wkrai ne 147.237.77.176 [mat pash. i df . il  |Miltiple Wauthorized URL Access from 46. 118. 155. 216 Bl ock 3
131.253.25.152 |[Uhited Sates |147.237.77.216|dover. i df .i | O stributed Whaut horized URL Access on ww idf.il/error.htm B ock 2
68.180.228. 112 |lnited Sates |147.237.77. 216 |dover.idf.il Paraneter Type Mol ati on PageNumin waw i df.il/1381- he/ dover. aspx Bl ock 1
208.115.113.89 |lLnited Sates |147.237.77. 216 |dover.idf.il Paraneter Type Mol ation SearchText in wanidf.il/1129- he/ dover. aspx B ock 1
46.118. 155. 216 |Wkrai ne 147.237.77. 176 |mat pash. i df . i|  |Unauthorized URL Access to wwn cogat.idf.il/xnirpc. php Bl ock 1
157. 55. 39. 249 Lhited Sates |147.237.72. 166 |aka. i df . i | Uhknown Paraneter catld in aka.idf.il/kanhar/ None 1
64.110. 145. 98 ;atos: Idietre 147.237.77. 216 |dover. i df . i | SSL Uhtraceabl e Connection - (pen Mde None 1
192. 243.55. 130 |Doni ni ca 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ mai n/ gi yus/ gener al . aspx B ock 1
68.180. 228. 112 [Lhited Sates [147. 237. 77. 216 [dover . i df . i | m“it;?ri'lzﬁinﬁ :;:te::pltact’econtrol o nevef | ash v yret.co. | | Bl ock 1
208.115.113.89 |Wited Sates |147.237.77. 216 |dover.i df . il Uhaut hori zed URL Access to waww i df.il/1589- en/dover. aspx B ock 1
Unknown Par anet er
84.229.32. 32 I srael 147.237.72. 166 [aka. i df . i | ct100$ct | 00$cphMai n$TochenPl aceHbl der $bt nAt udaPrint in None 1
waw aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
65. 55. 210. 83 Uhited Sates [147.237.77. 216 |dover.idf . il Distributed Lhaut hori zed URL Access on wwidf.il/error.htm B ock 1
46.116.143.39 | srael 147.237.77. 234 |hal ag.i df .| iét ;g?”;’;dzéﬂfﬂgggziaﬁ/f;ffzf 1‘_’; . Bl ock 1
192. 243. 55. 132 |Doni ni ca 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ mai n/ har edi mi gener al . aspx  |B ock 1
77.125.158.202 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
64.41.200.106 |Wnited Sates |147.237.72. 166 |aka. i df . i | gggmﬁgfeﬂ‘i@_ﬁ:ﬁi ?”[SEE:”;"“M' 41.200.106 (Frotocol violation .o 1
176.13.12.163 [Israel 147.237.72. 156 |anan. i df . i | m ;'r;‘r’]t f‘;f u??‘jtczcr’:s'ozli‘j CL;TLQ /Acfgf_s;gro/”un et ned Bl ock 1
85.65.170.38 [l srael 147.237.77. 216 |dover . i df . i | Lhaut hori zed LRL Access to ww idf.il/https:/wwidf.il/ B ock 1
66. 249. 66. 25 Lhited Sates |147.237.77. 216 |dover.idf . il Mil tiple Uhaut horized URL Access from 66. 249. 66. 25 B ock 1
192. 243. 55. 133 |Doni ni ca 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ si p_storage/ fil es/ 1/ 1901. doc |B ock 1
131.253.25.192 |[Uhited Sates |147.237.77.216|dover. i df .i | O stributed Whaut horized URL Access on ww idf.il/error.htm B ock 1
77.126.167.182 |lsrael 147.237.77.243|nobi | e. i df . i | Lhaut hori zed URL Access to nobile.idf.il/sip storagel/files/3/1843 Bl ock 1
64.41.200.106 |[United Sates [147. 237.72. 166 |aka. i df . i | géfgﬁib&ﬁ SNT_'&::(E@EXM' violation None 1
38.111.147.88 |lhited Sates |147.237.77. 216 |dover. i df.i | Unaut hori zed URL Access to waw idf.il/894-he B ock 1
185.3.146.238 |l srael 147.237.72. 156 |anan. i df . i | m ;'r;‘r’]t f‘;f u??‘jtczcr’:s'ozli‘j CL;TLQ /Acfgf_s;gro/”un et ned Bl ock 1
87.69.163.121 |[lIsrael 147.237.72. 156 |aman. i df . i | Lhaut hori zed URL Access to wwwy anan. idf.il/https:/ v aman.idf.il/ Bl ock
66. 249. 66. 33 Lhited Sates [147.237.77.74 [lawidf.il Illegal Paraneter Encoding searchText in wwlawidf.il/275 hel patzar.aspx |None
46.118. 155. 216 |Wkrai ne 147.237.77. 176 [mat pash. i df . il  |PHP Attenpt Bl ock
192.243.55.138 |Doninica  |147.237.72. 166 |aka. i df .i | o haut hor ;e;u;%eﬁngffa‘;gx Bock |1
157.55.39.245 |Uited Sates |147.237.77.216|dover.idf .il Distributed Lhaut hori zed URL Access on wwidf.il/error.htm B ock 1
80.246.136.13 |[Israel 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
64.41.200.106 |Wited Sates [147.237.72. 166 |aka.idf.il SIS Untraceabl e Qnnection - sigal gs DoS Attack None 1
40. 77. 167. 80 Wited Sates |147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ B ock 1
185. 84. 70. 81 147.237.77. 216 |dover.idf . il O stributed Unauthorized URL Access on wanidf.il/arr/ Bl ock 1
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