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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Signature Device Action Count
51. 255. 232. 67 Uni ted Ki ngdom 147.237. 72. 156 anan.idf.il ock Wp Al _Nets drop 1
66. 240. 192. 138 Lhited Sates 147.237.72. 167 ishurimaka.idf.il ock_Udp All _Nets drop 1
82. 80. 180. 20 | srael 147.237.77. 61 e.cogat.idf.il Bl ock Wp Al Nets drop 1




02-26-2016-18:04:06 to 02-26-2016-19:04:06

|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgna1ure Devi ce Action |Oount
84.108. 153. 86 I srael 147.237.0. 34 ti kshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 6
109. 66. 211. 232 I srael 147.237.0. 34 tikshuv.idf.il |CL000138: HITP. prefix 1.01 in the URL Bl ock 5
207. 46. 13. 145 Lhited Sates 147.237.0. 34 tikshuv.idf.il |Cl000138: HTTP. prefix 1.01 in the URL B ock 2
213. 8. 204. 59 I srael 147.237.0. 34 ti kshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 2
157. 55. 39. 92 Lhited Sates 147.237.0. 34 tikshuv.idf.il |CL000138: HITP. prefix 1.01 in the URL Bl ock 1
106. 38. 241. 106 Chi na 147.237.77. 216 dover.idf.il C1000071: HTTP. User Agent Sogou+web+spi der B ock 1
123. 125. 125. 76 Chi na 147.237.77.216  |dover.idf.il CLl000071: HTTP: User Agent Sogou+web+spi der B ock 1




02-26-2016-18:04:06 to 02-26-2016-19:04:06

|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |Ste |Signature |Count\
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
66.249.81.174 |147.237.77.74 |Wited Sates lawidf.il ET SCAN NVAP -sA (2) 2
74.143.224.18 |147.237.77.216|Wited Sates dover.idf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 2
218. 246. 0. 97 147.237.8.46 |[China e. chinuch.idf.il ET SCAN NVAP -sS w ndow 1024 1
i ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons,
94.205. 225. 241 |147. 237.76.30 | 1€ Aab hi nush. i df i ) y 1
Emrates Potential Scan or Brute Force
93. 174. 93. 96 147.237.0.19  |Net herl ands nadi matal .idf.il ET SCAN Potential VNC Scan 5800- 5820 1
88.200.214.8  |147.237.76.31 gj::;”ion nakchal . i df . ET SCAN NVAP -sS wi ndow 1024 1
211.154. 163. 110|147. 237.0. 19  |Chi na nadi matal .idf.il SERVER APACHE Apache SSI error page cross-site scripting 1
108. 61.228. 113 [147.237.77. 176 |Uhited Sates nat pash. i df . i | ET SCAN NVAP -sS w ndow 1024 1
94.102.48.193 |147.237.0.16 |Netherlands ny-kosher-kravi .idf.il |[ET SCAN NVAP -sS w ndow 1024 1
88.200.214.8  |147.237.76.42 ?éj;:ﬂm refuah.idf.il ET SCAN NVAP -sS wi ndow 1024 1
. - SERVER- APACHE Apache mod _ssl non- SSL connection to SSL
66.249. 78.158  |147.237.72. 166 |Lhited Sates aka.idf.il . : — 1
port denial of service attenpt
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

dte

Signature

Country
93.173.81.230 [Israel 147.237.77. 233 |atal i df i1 Bad TCP sequence SN retransmt with i fferent moni tor  |149
w ndow scal e
188. 120. 148. 105|l srael 147.237.77. 234 |hal ag.idf. il Bad TCP sequence Inval i d ACK nunber noni t or 49
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
. . SWNretransmit wth different .
213.8.204.3 | srael 147.237.77.233|atal .idf.il Bad TCP sequence vi ndow scal e noni t or 20
93.173.81.230 |Israel 147.237.76.42 |refuahidf.il  |Bad TCP sequence S retransmt wth different monitor |18
W ndow scal e
5.22.131. 87 I sr ael 147.237.77. 234 |hal ag.idf .i | Bad TCP sequence I'nvalid ACK nunber noni t or 14
o SYNretransmit wth different .
85. 64. 46. 32 I srael 147.237.77. 233 |atal .idf il Bad TCP sequence wi ndow scal & noni t or 11
68.180.228. 109 |lhited Sates [147.237.0.34 |tikshw.idf.il |drop SAMrul e drop 9
Sreaning BEngine: TGP Invalid i i ssi
85.64.170.233 |Israel 147.237.76.31 |nakchal .idf.i 9 =9 nval i d segnent retransmssi on. drop 8
Ret r ansm ssi on Packet dr opped.
82. 166. 247. 200 |l srael 147. 237. 72. 166 |aka. i df . i SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 8
. . SYNPAXK retransmit with different .
82. 166. 247. 200 |lsrael 147.237.72. 166 |aka.idf.il Bad TCP sequence vi ndow scal e noni t or 8
Sreaning Engine: TQP Invalid i i sSi
46.19.85.213  |Israel 147. 237.77. 243 |nobi le.i df . i1 9 =9 Invalid segent retransmssion. drop 6
Ret r ansm ssi on Packet dropped.
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SWN drop 6
Sreaning Engine: TGP Invalid i i SSi
2.54.6. 157 I srael 147.237.72. 166 |aka. i df . 9 =g vl i d segnent retransmssi on. drop 6
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
109. 67.191. 42 |Israel 147.237.76.86 |navy.idf.il 9 =g Inval i d segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i SSi
149.78.236.70 |israel 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =g vl i d segnent retransmssi on. drop 6
Ret r ansmi ssi on Packet dr opped.
reamn ine: TCP Invali i i Ssi
79.176.229. 135 |Israel 147. 237. 72. 166 |aka. i of . i | Streamng Engi ne: TGP alid  |invalid segnent retransnission drop 6
Ret r ansm ssi on Packet dr opped.
185.3.147.8 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence Inval i d ACK nunber noni t or 5
109. 66. 39. 128 | srael 147.237. 72. 166 |aka. i df .i | dr op First packet isn't SN drop 5
188. 120. 148. 105/l srael 147.237.77. 234 |hal ag.idf .i | Bad TCP sequence Invalid ACK nunber alert 5
141. 0. 15. 236 Nor way 147.237. 77. 216 |dover. i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
2.54.34.224 I srael 147. 237.72. 166 |aka. i df . i SYN Attack SYN -> SYN-ACK -> RST rej ect 4
2.54.168. 176 I sr ael 147. 237. 72. 156 |anan. i df . i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
195.34.150.18 |Austria 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 4
reaming BEngine: TCP Invali i i Ssi
80. 246. 136. 123 |Israel 147.237.77. 243 |moti 1 e i or. iy || &M NG Engine: TP Invalid  invalid segnent retransnission drop 3
Ret ransm ssi on Packet dr opped.
Sreaning BEngine: TP Invalid i i ssi
79.177.61.70  |israel 147.237.72. 166 |aka. i of .11 9 =9 nval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
reaming BEngine: TCP Invali i i Ssi
109.64.51.123  |Israel 147237, 72. 167 |i shurimaka i i || SAM NG Engine: TP Invalid  invalid segnent retransnissi on drop 3
Ret ransm ssi on Packet dr opped.
Sreaning BEngine: TP Invalid i i ssi
185. 120. 125. 14 147.237.72. 166 |aka. i of .11 9 =9 nval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
reaming BEngine: TCP Invali i i Ssi
2.52.27.172 I srael 147.237. 72. 166 |aka. i df .| Streaning Engine: TCP Invalid  |imvalid segnent retransnissi on drop 3
Ret ransm ssi on Packet dr opped.
Sreaning BEngine: TP Invalid i i ssi
79.182.48.237 |Israel 147.237.72. 166 |aka i df .i 9 =9 nval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
reaming BEngine: TCP Invali i i Ssi
109.67.29.40  [israel 147.237. 72. 166 |aka. i df .| Streaning Engine: TCP Invalid  |imvalid segnent retransnissi on drop 3
Ret ransm ssi on Packet dr opped.
Sreaning BEngine: TP Invalid i i ssi
37.46.42.156  |Israel 147.237.72. 166 |aka i df .i 9 =9 nval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
reaming BEngine: TCP Invali i i Ssi
79.179. 139. 149 |Israel 147.237. 72. 166 |aka. i df .| Streaning Engine: TCP Invalid  |imvalid segnent retransnissi on drop 3
Ret ransm ssi on Packet dr opped.
Sreaning BEngine: TGP Invalid i i ssi
109. 65. 174. 243 |Israel 147.237.72. 166 |aka. i of .11 9 =9 nval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
185. 120. 125. 45 147.237. 72. 166 |aka. i df .i | dr op First packet isn't SN drop 3
Sreaning BEngine: TGP Invalid i i ssi
79.182. 131. 158 I srael 147. 237. 72. 166 |aka. i f . i1 9 =g Inval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
37.26.146.174 |Israel 147. 237. 77. 216 |dover. i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 3
Sreaning Engine: TCP Invalid i i ssi
77.125.241.82 |israel 147. 237. 72. 166 |aka. i of . i | 9 =g Inval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i SSi
46.19.86.137  |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i ssi
79.180.18.62 |l srael 147. 237. 72. 166 |aka. i of . i | 9 =g Inval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i SSi
213.8.173.107 |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dr opped.
188. 120. 148. 105|I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 3
Sreaning BEngine: TP Invalid i i ssi
87.68.63.210  |Israel 147.237.72. 166 |aka. i of .11 9 =9 nval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i ssi
79.176.155.8  |israel 147.237. 72. 166 |aka. i df . i g =g nvalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dr opped.
Sreaning BEngine: TP Invalid i i ssi
192.117. 173. 237|I srael 147.237.72. 166 |aka. i of .11 9 =9 nval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
Sreaning BEngine: TQP Invalid i i ssi
50.59.139.18  |Wited Sates |147. 237.72. 166 |aka i df il 9 =g Inval i d segnent retransmssi on. dr op 3
Ret ransm ssi on Packet dr opped.
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A tacker

Attacker Address ountry Target Address |Ste Signature

94.77.196. 82 Saudi Arabia [147.237.77.216 |dover.idf.il Bl ock HTTP Non Conpl i ant Failed to hand e connection data noni t or

37.202.97.35 Jor dan 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect

5.102. 195. 4 I 'srael 147.237.72. 166 |aka.i df . i Bad TCP sequence Inval i d ACK nunber noni t or

109. 66. 39. 128 |Israel 147.237.72. 166 |aka. i df .i | Stream ng Engi ne: TP Invalid invalid segnent retransnission drop
Ret ransni ssi on Packet dr opped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
46.116.35.100 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 8
. . . Dstributed Paraneter Type Mol ation on
46.19.86.87 | sr ael 147.237.77.243|nobi | e. i df . i1 nobi | e. i df . i|/sachar/changepassword paranet er Qurrent Passwor d B ock 4
. . . Uhaut hori zed URL Access to
109. 253. 207. 241|l srael 147.237.77.243|nobi l e. i df . i | nobi | e, i o . i |/ cat egoryt enpl at es/ | i st chi | ddocurent s/ 1071 B ock 2
46. 19. 85. 213 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock
37.202.97.35 Jordan 147.237.77. 216 |dover.idf . il Unt raceabl e SSL Sessi ons: (pen Mode None
80. 250. 149. 60 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock
. . Unaut hori zed URL Access to
46. 19. 85. 39 I srael 147.237.72. 156 [anan. i df . i | v anan. i df . i |/ consol ef cor e/ doc._myr / undef i ned Bl ock 2
. . D stributed Unaut hori zed URL Access on
2.54. 35,182 I sr ael 147.237.77.234|hal ag. i df . il 147. 237. 77. 234] i nages! shar ed/ bul | et 1. gi f Bl ock 1
109. 253.198. 78 |l srael 147.237.77.243|nobi | e. i df . i | Lhaut hori zed URL Access to nobil e.idf.il/nekudot/index Bl ock
85. 64. 13. 40 I srael 147.237.72. 166 [aka. i df . i | Unknown Paraneter _ in ww aka.idf.il/main/giyus/terns. aspx None
. . D stributed Unaut hori zed URL Access on
188. 120. 148. 105l srael 147.237.77.234|hal ag. i df . il 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f Bl ock 1
31.13.109.122 |ireland 147.237.77.216|dover . i df . i | Unaut hori zed LRL Access to waw i df.il/arr/ ol B ock
92. 253. 43. 40 Jor dan 147.237.77. 216 |dover.i df . il Uhaut hori zed URL Access to wawidf.il/arr/ B ock
66.249.78.158 |lhited Sates|147.237.72. 166 |aka. i df .i | Unt raceabl e SSL Sessi ons: Protocol violation (SSL_GONN QLI ENT_HALLO [None 1
. . Mil tiple Lhtraceabl e S3. Sessi ons from46. 19.85. 78 (Protocol viol ation
46.19.85. 78 I srael 147.237.72. 166 |aka. i df . i | (SSL OONN CLI ENT FELLO)) None 1
. . D stributed Unaut hori zed URL Access on
212.29.249.176 |Israel 147.237.77.233(atal .idf . il 147, 237.77. 233/ 1135- hel at al . aspx B ock 1
. . D stributed Uhaut hori zed LRL Access on
5.22.131. 87 I srael 147.237.77.234|hal ag. i df . i | 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f Bl ock 1
85. 64. 46. 32 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1134- he/ at al . aspx B ock 1
- kosher-kravi . i df
66. 249. 65. 239 Lhited Sates |147.237.0. 16 niyl Uhaut hori zed URL Access to wwu ny- kosher-kravi.idf.il/ B ock 1
188. 247.76.87  |Jordan 147.237.77. 216 |dover.idf .il Ml tipl e Unauthori zed URL Access from 188. 247. 76. 87 B ock 1
31.13.112.122 |[Ireland 147.237.77.216|dover. i df .i | Uhaut hori zed URL Access to v idf.il/arr/ o Bl ock 1
. . D stributed Uhaut hori zed LRL Access on
93.173.16. 95 I srael 147.237.72.156 |anan. i df . i | whw anan. i df . i 1/ consol e/ cor e/ doc_ngr/ undef i ned Bl ock 1
79.179. 139. 149 |israel 147. 237.72. 166 |aka. i df . i | tnknoun Paranet er __Vi EABTATEENCRYPTED i n None 1
wan aka. i df . i |/ mai n/ sachar/ mai | box. aspx
213.8.204.3 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1135- he/ at al . aspx B ock
131.253.25. 154 |Uhited Sates|147. 237. 77. 216 |dover. i df . i | D stributed Uhaut hori zed URL Access on waidf.il/error. htm B ock
31.13.98.116 Irel and 147.237.77. 216 |dover . i df .i | D stributed Unaut hori zed URL Access on waw idf.il/arr/ © B ock 1
. . Paraneter Type Molation f in
85. 225.72. 70 Sweden 147.237.77.216|dover.idf .i | Wi i df i |/ tenpl at es/ sendt of ri end/ sendt of ri end. aspx Bl ock 1
_ ny- kosher - kravi . i df _ C
66. 249. 65.246 |lhited Sates |147.237.0. 16 O Uhaut hori zed URL Access to ww ny-kosher-kravi.idf.il/robots.txt B ock 1
188.247.76.87 |Jordan 147.237.77.216|dover . i df . i | Unaut hori zed URL Access to waw i df.il/arr/ B ock 1
93.173.81.230 |[Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ styl e/ shar ed/ reset . css B ock 1
46.19. 85. 213 I srael 147.237.0.19 |nadimatal .idf.il Suspi ci ous Response Code B ock 1
213. 8. 204. 14 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mde None 1
Unhknown Par anet er
149.78.62.134  |Israel 147.237.72. 166 |aka. i df . i | ct1 00$ct | 00$cphMai n$TochenPl acetbl der $bt nAt udaPrint in None 1
wan aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
31.13.99.98 Irel and 147.237.77. 216 |dover. i df .i | D stributed Uhaut hori zed URL Access on wawidf.il/arr/ ol B ock 1
. - Paraneter Type Molation | in
85. 225.72. 70 Sweden 147.237.77.216|dover.idf .il Wi i df i 1/ tenpl at es/ sendt of ri end/ sendt of ri end. aspx Bl ock 1
66. 249. 66. 25 Uhited Sates[147.237. 77. 216 |dover. i df .i | Unaut hori zed URL Access to v i df . i1/ dover/ sitel honepage/ asp B ock 1
199. 30. 25. 35 Lhited Sates [147. 237. 77. 216 |dover. i df . i | D stributed Lhaut horized URL Access on www i df.il/error. htm B ock 1
37.238.232.172 |iraqg 147.237.77. 216 |dover.idf . il Dstributed Whaut hori zed LRL Access on waw i df.il/arr/ o B ock
. . D stributed Unaut hori zed URL Access on
93.173.81.230 |Israel 147.237.77.233|atal .idf.il 147, 237.77. 233/ 1135- hel at al . aspx B ock 1
84.132.58.161 [Ger many 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to www i df.il/894-en/i df gdover . aspx B ock 1
157.55.39.105 |lhited Sates [147.237.77.216|dover.idf.il D stributed Lhauthori zed URL Access on waw i df.il/error. htm B ock 1
31.13.102.121 |ireland 147.237.77. 216 |dover.idf .i | Unaut hori zed URL Access to wawidf.il/arr/ © B ock 1
87.71. 55. 210 I srael 147.237.72. 156 |anman. i df . i | Untraceabl e SSL Sessi ons: (pen Mvde None 1
: . . Unaut hori zed URL Access to
66. 249. 66. 37 Lhited States |147.237.77. 216 |dover. i df . il 147, 237.77. 216/ 1133- 20232- he/ dover . aspx B ock 1
211. 154. 163. 110|Chi na 147.237.0.19 |nadimatal .idf.il Ill1egal Host Nane B ock 1
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