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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

|Target Address

Site

Signature

Device Action |Count |

82. 145. 218. 131 Eur ope 147.237.72. 166 aka.idf.il Bl ock_Ip Véb In drop 19
79.177.128.172 | srael 147.237.77. 216 dover.idf.il Bl ock_Udp All _Nets drop 3
79.177.128.172 | srael 147.237. 76. 86 navy.idf.il Bl ock Udp All Nets drop 3
0.0.0.0 147.237.77.216 dover.idf.il HITP Page H ood Attack drop 2
61.178. 192. 219 Chi na 147.237.77.19 lawforumidf.il Invalid TGP H ags drop 2
121. 41. 26. 92 Chi na 147.237.77. 216 dover.idf.il bl ock-sp-traf 1 drop 1
190. 163. 5. 70 Cile 147.237.0. 17 m ny- kosher -kravi .i df . il Bl ock_Ulp Al _Nets drop 1
141.212.122. 127 Lhited Sates 147.237.0. 33 idf.il Bl ock_Udp All _Nets drop 1
23.228.101. 206 Lhited Sates 147.237.77. 61 e.cogat.idf.il Bl ock Udp All Nets drop 1
190. 163. 5. 70 Ghile 147.237.0.19 nadi matal .idf.il Bl ock Udp All _Nets drop 1
190. 163. 5. 70 Ghile 147.237.0. 15 kosher -kravi . i df.il Bl ock Udp All _Nets drop 1
109. 200. 216. 22 Net her | ands 147.237.76. 197 e. hinush.idf.il Block Np Al _Net drop 1
190. 163. 5. 70 Cile 147.237.0. 16 ny-kosher-kravi .idf.il Bl ock_Ulp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address

|Attacker Qount ry

Target Address

|Sgna1ure

Devi ce Action |Oount

199. 30. 16. 165 Lhited Sates 147.237.0. 34 ti kshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 2
2.54.131. 86 I srael 147.237.0. 34 tikshuv.idf.il |CL000138: HITP. prefix 1.01 in the URL Bl ock 2
46.116.4.77 | srael 147.237.0. 34 tikshuv.idf.il |Cl000138: HTTP. prefix 1.01 in the URL B ock 2
51. 254. 129. 88 Lhited Ki ngdom 147.237.77.216 |dover.idf.il |ClL000074: HITP. najestic bot B ock 2
207. 46. 13. 145 Lhited Sates 147.237.0. 34 tikshuv.idf.il |CL000138: HITP. prefix 1.01 in the URL Bl ock 1
106. 38. 241. 106 Chi na 147.237.77. 216 dover.idf.il C1000071: HTTP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
. . ET DC5 Large anount of TCP ZeroVindow - Possible Nkiller2 DDos
80. 246. 130. 135 |147.237.76.30 |[Israel hi nush. i df .i | 5
attack
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent
_ _ . |ET SCAN Behavi oral Uhusual Iy fast inbound Tel net Gonnecti ons,
183. 166. 143. 158(147. 237.8.28 |China e.nobi | e-ks.idf.il . 1
Potential Scan or Brute Force
128.199. 158. 12 |147.237. 77. 176 |9 ngapore nat pash. i df . i | ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
80. 82. 79. 104 147. 237. 76. 196 |Net her | ands esvivaidf.il ET SCAN NVAP -sS w ndow 1024 1
180.97.81. 71 147.237.72.14 |China dover.idf.il (ol d) |ET SCAN Potenti al SSH Scan 1
. - ET SCAN Behavi oral Lhusual Iy fast inbound Tel net Gonnecti ons,
113. 162. 177. 242|147. 237. 76. 30 |M et nam hi nush. i df .i | . 1
Potential Scan or Brute Force
80. 82. 79. 104 147.237.77. 178 |Net her | ands ematpash.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
62.210. 142. 238 [147.237.76.44 |France erefuah.idf.il |ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Addr ess ‘Ste ‘S|gnature
68.180.228.109 [wnited Sates |[147.237.0.34 |tikshuv.idf.i|drop SAMrul e drop 56
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il [drop SAMrul e drop 24
Sreaning Engine: TGP Invalid i i ssi
109. 253. 196. 240|1 srael 147.237.77. 243 |nobile. i df . 9 =g Invalid segnent retransmission. drop 18
Ret ransmi ssi on Packet dropped.
109. 253. 202. 131 I srael 147.237.77. 234 |ndl ag.i f .11 [Bad TCP sequence S retransmt with different wndow | oivor |12
Sreaning Engine: TGP Invalid i i ssi
185. 120. 125. 8 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmission. drop 9
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
77.127.163.56 | srael 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. drop 9
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
46.120. 174. 170 |Israel 147.237.77. 243 |nobile. i df . 9 =g Invalid segnent retransmission. drop 8
Ret ransmi ssi on Packet dropped.
86. 132. 220. 4 E?Ir:;gom 147.237.77. 216 |dover.idf.il [Bad TCP sequence Inval i d sequence nunier noni t or 6
Sreaning Engine: TGP Invalid i i ssi
46.19.86.7 I'sr ael 147.237.77. 243 |nobi le.i df .i1 9 =g Invalid segment retransnission. dr op 6
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
2.54.26. 234 I srael 147. 237.72. 166 |aka i f . i 9 =g Invalid segnent retransmssion. drop 6
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
109. 64. 112. 204 |Israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segment retransmission. drop 6
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
77.125.255.41 | srael 147. 237.77. 243 |mobi l e. i f . i 9 =g Invalid segnent retransmssion. drop 6
Ret r ansm ssi on Packet dropped.
80. 246. 130. 135 |l srael 147.237.76.30 [hinush.idf.il|[Bad TCP sequence Inval i d ACK nunber noni t or 6
r N ine: TCP Invali i i ssi
109. 253. 192. 210|1 srael 147. 237, 77. 243 |noti 1 e, o, 11| S " €AM NG Engi ne: TP alid Invalid segnent retransmssion. drop 6
Ret r ansm ssi on Packet dropped.
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il [drop First packet isn't SYN drop 6
94.159. 177. 241 |lsrael 147.237.77. 216 |dover.idf.il [Bad TCP sequence Inval i d ACK nunber noni t or 6
109. 67. 193. 212 |l srael 147.237.77. 216 |dover.idf.il [SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
41.202.14. 74 Ghana 147.237.77. 216 |dover.idf.il [drop First packet isn't SYN drop 5
5.102.254.113 |[lIsrael 147.237.72. 166 |aka.idf.il [Bad TCP sequence Inval i d ACK nunber noni t or 4
195.34.150.18 |Austria 147.237.77. 216 [dover.idf.i| [Bl ock HTTP Non Gonpl i ant Fail ed to handl e connection data noni t or 4
Sreaning Engine: TGP Invalid i i ssi
5.28.149.176  |Israel 147.237.72. 166 |aka i df . g =g Invalid segnent retransnission. drop 3
Ret ransmi ssi on Packet dropped.
r N ine: TCP Invali i i ssi
185.3.147.227 |Israel 147. 237 72. 166 |aka i or11 | €AM NG Engi ne: TCP alid Invalid segnent retransmssion. drop 3
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
109. 64. 104. 221 | srael 147.237.72. 166 |aka i df . g =g Invalid segnent retransnission. drop 3
Ret ransmi ssi on Packet dropped.
r N ine: TCP Invali i i ssi
213.8.163.73  |Israel 147. 237 72. 166 |aka i ori1 | €AM NG Engi ne: TCP aid Invalid segnent retransmssion. drop 3
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
109. 66. 213. 178 | srael 147.237.72. 166 |aka i df . g =g Invalid segnent retransnission. drop 3
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TAP Invalid i i ssi
37.26.147.180 |Israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. drop 3
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
79.177.39.133 |[Israel 147.237.72. 166 |aka i df . g =g Invalid segnent retransnission. drop 3
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TAP Invalid i i ssi
5.28.168.142 |l srael 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. drop 3
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
149.78.43.182 |israel 147.237.72. 166 |aka i df . g =g Invalid segnent retransnission. drop 3
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
46.19.86.183  |Israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. drop 3
Ret r ansm ssi on Packet dropped.
Sreamng Engine: TGP Invalid [ i ssi
79.180. 123. 211 |[Israel 147.237.72. 166 |aka i df . g =g Invalid segnent retransnission. drop 3
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TAP Invalid i i ssi
2. 54. 165. 59 I srael 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. drop 3
Ret r ansm ssi on Packet dropped.
80. 246. 130. 135 |l srael 147.237.76.30 [hinush.idf.il|[Bad TCP sequence Inval i d ACK nunber alert 3
Sreaning Engine: TGP Invalid i i ssi
37.26.147.246 |israel 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. drop 3
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
79.178. 140. 210 |Israel 147.237.72. 166 |aka i f . g =g Invalid segnent retransnission drop 3
Ret r ansm ssi on Packet dropped.
149. 78. 111. 233 |Israel 147.237.77.233(atal .idf.il |[Bad TCP sequence Inval i d ACK nunber alert 3
Sreaning Engine: TCP Invalid i i ssi
84.110. 144. 124 | srael 147. 237. 72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. drop 3
Ret r ansm ssi on Packet dropped.
188. 120. 154. 142|lI srael 147. 237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 3
Sreaning Engine: TGP Invalid i i ssi
109.65.71.31  |Israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. drop 3
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
109. 253. 139. 11 [ srael 147.237. 77. 243 |robi 1 e. i df . i | g =g Invalid segnent retransission. drop 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
79.178.172.6  |lsrael 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. drop 3
Ret r ansm ssi on Packet dropped.
149. 78. 111. 233 |Israel 147.237.77.233|atal .idf.il [Bad TCP sequence Inval i d ACK nunber noni t or 3
Sreaning Engine: TGP Invalid i i ssi
109. 66. 106. 169 | srael 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. drop 3
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
185.3.147.87  |Israel 147. 237. 77. 243 |nobi l e.i df .i | g =g Invalid segnent retransnission drop 3
Ret r ansm ssi on Packet dropped.
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Sreaning Engine: TGP Invalid i i ssi

79.179.215.72  |israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. drop
Ret r ansm ssi on Packet dropped.

94.77.196. 82 Saudi Arabia  |147.237.77.216|dover.idf.il [Bl ock HTTP Non Conpl i ant Fai |l ed to handl e connection data noni t or
Sreaning Engine: TGP Invalid i i ssi

109. 66. 208. 197 |Israel 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. drop
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi

79.177.34.100 | srael 147. 237.72. 166 |aka i f . i g =g Invalid segnent retransnission drop
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi

46.117. 1. 49 I'srael 147.237. 77. 243 |robi 1 e i df . | 9 =g Invalid segnent retransmssion. drop
Ret r ansm ssi on Packet dropped.

41.202.14.74 Ghana 147.237.77. 216 |dover.idf.i| |Bad TCP sequence noni t or
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry |[Target Address |Site Sgnature Action ‘Count
77.125.255.41 |lsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code Bl ock 92
176.13.16.221 |lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 72
109. 253. 147. 80 |l srael 147.237.0.19 |madimatal .idf.il O stributed Suspicious Response Code B ock 40
80. 250. 149. 60 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code Bl ock 14
109. 67. 14. 59 I srael 147.237.76.42 |refuah.idf.il Mil ti pl e Unaut horized URL Access from 109. 67. 14. 59 B ock 11
37.26.147.230 |Israel 147.237.77. 243 nobi | e. i df . i | e ?&T‘i’f’fs\;ﬂaﬁiﬂ;ﬂggaf:ﬁ;m’d n Bock |7
109. 253. 196. 240|I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 3
195. 154. 173. 103|France 147.237.77. 216 |dover.i df . i | Lhaut hori zed URL Access to waw i df.il/nazi B ock 3
46.116. 0. 168 I srael 147.237.77.216|dover. i df . i | Dstributed Lhaut hori zed URL Access on waw idf.il/error.htm B ock 2
46.120. 174.170 |[Israel 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 2
131. 253. 25. 242 |Uited Sates 147.237.77. 216 |dover.i df .i | Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 2
46. 19. 86. 87 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 2
2.54.134.33  [Israel 147.237.77. 234 |hal ag. i df .i | o ;';;“;‘;dZgﬁftnzzgzﬂaﬁlﬁﬁﬁ f’;i . Bock |1
109. 67. 14. 59 I srael 147.237.77. 216 |dover.i df .i | Lhaut hori zed URL Access to waw idf.il/inages/ 1. he/trigger.png" |B ock 1
79.183.178.88 |l srael 147.237.72. 166 |aka. i df . i | m“;;:riidﬁe.?lﬁ xgie;js/tc‘zmol I Bock |1
193. 90. 12. 88 Nor way 147.237.77. 216 |dover.i df .i | Ostributed Unauthorized URL Access on v i df . il/ nazi B ock 1
64.71.32.35 Lhited Sates 147.237.76.42 |refuah.idf.il Uhaut hori zed LRL Access to refua. atal.idf.il/ol d/wp-adnmin/ B ock 1
41.202.14. 74 Ghana 147.237.77.216|dover. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
107. 150. 52. 114 |Uited Sates 147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to wa i df . i|/wp-1ogin. php B ock 1
72.223.76.244 |lnited Sates 147.237.77. 216 |dover.i df . i | Lht raceabl e SSL Sessi ons: (pen Mbde None 1
46.19.86.153 I srael 147.237.77. 234 |hal ag. i df .i | o ;';;“;‘;dZgﬁftnzzgzﬂaﬁlﬁﬁﬁ f’;i . Bock |1
173.208. 136. 114 lhited Sates 147.237.77. 176 |mat pash. i df . i | PHP Attenpt Bl ock 1
109.67.14.59  [Israel 147.237.77. 226 mlchanat z. aka.l m“:::;’;:nzze_d akf; d’:‘f‘i’ﬁ?n;gesl 1. he h3. back. gi " B ock 1
Unknown Par arret er
31. 154. 249. 157 |l srael 147.237.72. 166 |aka. i df . i | ct 1 00%ct | 00$cphMai n$TochenP acebbl der $ct | 13%ct | 02%ct | 03%t xt Fi e |[None 1
Idin wwaka. idf.il/nain/giyus/questionnaire.aspx
66. 249. 69. 26 Lhited Sates 147.237.77. 216 |dover.i df .i | Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 1
109. 253. 202. 131 |l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ at al . aspx |B ock 1
46.19.85.78  |Israel 147.237.72. 166 |aka. i df . i | %&gﬁﬂféﬁqﬁﬁf& - Protocol violation None 1
108. 174. 155. 68 |Lhited Sates 147.237.76.42 |refuah.idf.il Uhaut hori zed LRL Access to refua. atal.idf.il/bl og/wo-adnin/ B ock 1
74.208.16.158 |lhited Sates 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to refua. atal .idf.il/test/wp-admn/ B ock 1
173. 208. 136. 114|United Sates 147.237.77. 176 |mat pash. i df . i | Unaut hori zed URL Access to waww cogat . i df.il/wp-1ogin. php B ock 1
109. 253.139. 11 [Israel 147.237.77. 243 |nobi | e. i df . i | xgﬁteh?;?ieﬁ/&legéf;e::p i stehi | debe ot ccori o5/ 1423 Bock |1
Pal esti ni an
37.8.115. 176 Territory, 147.237.77. 176 |nat pash. i df . i | Uhaut hori zed URL Access to waw cogat . i df . il/894-ar B ock 1
Cceupi ed
85. 65. 38. 41 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to v aka. i df.il/main/hone/ 6_s3 B ock 1
213. 8. 204. 33 I srael 147.237.72. 166 [aka. i df . i | Uhknown Paraneter docld in ww aka.idf.il/main/sachar/fag. aspx |None
68.180.228. 112 [Lhited Sates 147. 237.77. 216 |dover . i df . i | ma?zaerl Jyl‘;el:r?é/aé;\?; .ngz)':“mi . Bock |1
131.253.25.170 |Uhited Sates 147.237.77. 216 |dover.i df .i | Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 1
46.19. 85. 78 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mde None 1
109. 65. 145.59 |l srael 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to wwwidf.il/https:/waidf.il/ B ock 1
87.171.226.111 |Ger many 147.237.77. 216 |dover.i df .i | Lht raceabl e SSL Sessi ons: (pen Mbde None 1
70.193.248.251 |[Lhited Sates 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mode None 1
46.19.86.7 I srael 147.237.77.243|nobi | e.i df . i | D stributed Suspici ous Response Qode B ock 1
77.125.255.41 |[Israel 147.237.77.243|nobi [ e.i df . i | O stributed Suspicious Response Code B ock 1
50.62.176.166 |Lnited Sates 147.237.76.42 |refuah.idf.il Uhaut hori zed LRL Access to refua. atal.idf.il/wp/wp-admin/ B ock 1
176.36.52. 108 |lkrai ne 147.237.72. 166 |aka. i df . i | Unknown Paraneter created i n v aka.idf.il/giyus/ None 1
109. 253. 192. 210]I srael 147.237.77.243|nobi [ e.i df . i | O stributed Suspicious Response Code B ock 1
40.77.167.6  |Uited Sates 147. 237.77. 176 |nat pash. i df . i | mmch; zed (L fgch_sesn/tfogat aspx gaza semanal es HBock |1
107. 150. 52. 114 |Uited Sates 147.237.77. 216 |dover.i df .i | Dstributed PHP At tenpt B ock 1
72.167.190.18 |United Sates 147.237.76.42 |refuah.idf.il e hor) zed UL vAuferep?ngf\Ap-a - HBock |1
141.212.122. 177 |Uited Sates 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237. 72. 166/ B ock 1
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