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02-26-2016-14:04:02 to 02-26-2016-15:04:02

|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address  |[Site |Signature |Device Action  |Count |
82. 145. 209. 100 Eur ope 147.237.77. 216 dover.idf.il ock | p Wb _In drop 13

120. 192. 250. 30 Chi na 147.237.8. 46 e.chinuch.idf.il ock_Udp All _Nets drop 1

179. 43. 141. 238 Sntzerl and 147.237.8. 45 e.eitanidf.il B ock Np Al Net dr op 1

98. 27. 225. 40 Lhited Sates 147.237. 76. 86 navy. i df.il Block Udp All Nets drop 1




02-26-2016-14:04:02 to 02-26-2016-15:04:02

|Top Attackers In IPS|

Attacker Addres tacker Qountry |Target Addr ess |Site |Sgna1 ure

213.57.130.46 |Israel 147.237.0.34  [ti kshuv. i df . i[C1000138: HITP. prefix 1.01 in the LR B ock 4
85. 65. 6. 241 I srael 147.237.0.34  |ti kshuv. i df . i[C1000138: HTTP. prefix 1.01 in the LRL B ock 4
77.243.189. 243 |Eur ope 147.237.77.216 |dover.idf.il |[12026: HITP. LA C DoS Tool (Q\WY enabl e when under DoS attack) |B ock 4
85. 64.201.143 |Israel 147.237.0.34  [ti kshuv. i df . i[C1000138: HITP. prefix 1.01 in the LR B ock 2
46.116. 4. 77 I srael 147.237.0.34  |ti kshuv. i df . i[{C1000138: HTTP. prefix 1.01 in the LRL B ock 2
80. 246. 133. 192 |[lIsrael 147.237.0.34 |ti kshuv. i df . i|CL000138: HITP. prefix 1.01 in the LR B ock 2
106. 38. 241. 106 |Chi na 147.237.77.216 |dover.idf.il [CL000071: HTTP: User Agent Sogou+web+spi der B ock 1
207.46.13.145 |Lhited Sates 147.237.0.34  |ti kshuv. i df . i[C1000138: HTTP. prefix 1.01 in the LRL B ock 1




02-26-2016-14:04:02 to 02-26-2016-15:04:02

|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |Sl'te |Signature |Count\
37.26.147.230 |147.237.0.19 |[Israel nadi matal.idf.il |ET SCAN Possible SSL Brute Force attack or Ste Gaw 7

195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent

84. 298, 6. 210 147 237.76.30 |1 srael HivushLi b il ET DO Large amount of TGP ZeroVWndow - Possible Nkiller2 DDos 5

attack

204. 101. 135. 203|147. 237. 76. 148 |Canada ggcenter. aka.idf .i[ET SCAN NVAP -sS w ndow 1024 1

146. 185.250. 2  |147.237. 72. 166 ?ézz;;nim aka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
107.6.130. 113  |147.237.76. 176 |Lhited Sates test.ncore.idf.il |ET SCAN Potential SSH Scan 1

218. 246. 0. 97 147. 237.76. 176 |Chi na test.ncore.idf.il |ET SCAN NMAP -sS wi ndow 1024 1

115. 28. 247. 220 |147.237.76.42 |China refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1




02-26-2016-14:04:02 to 02-26-2016-15:04:02

|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
2.52.179.12 I srael 147. 237. 77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 65
185. 3.147.140 |Israel 147.237.77. 234 |hal ag.i df .i | Bad TCP sequence I'nval i d AGK nunber noni tor |54
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
Sreanming Engine: TCP Invalid i i SSi
2.54.159.161  |Israel 147.237.76. 200 |ei tan. aka.i df . i 9 =g Invalid segnent retransmssion. | 21
Ret r ansni ssi on Packet dropped.
2.52.179.12 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid sequence nunber noni t or 18
68.180.228.109 |lhited Sates |147.237.0.34 |tikshuv.idf.il drop SAMrule drop 18
2.52.179.12 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence I'nval i d AGK nunber alert 18
2.52.179.12 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence I'nval i d AGK nunber nonitor |18
94.230.86.149 |lIsrael 147.237.72. 166 |aka.i of .il Bad TCP sequence I'nval i d AGK nunber nonitor |16
. . SYNretransmt wth different .
79.178.104.59 |lsrael 147.237.77.234 |halag.idf.il Bad TCP sequence wi ndow scal e noni t or 13
24.13.241. 54 Wited Sates |147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Tineout |reject 12
Sreanming Engine: TCP Invalid i i SSi
2.54.180. 6 I srael 147.237.77. 243 |robil e.i of .i 9 =g Invalid segnent retransmssion. | 12
Ret r ansni ssi on Packet dropped.
46. 19. 85. 136 I srael 147.237.77. 216 |dover.i df .il Bad TCP sequence I'nval i d AGK nunber nonitor |10
46. 19. 85. 136 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence I'nval i d AGK nunber alert 10
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
46.121. 106. 209 |l srael 147.237.72. 166 |aka.idf.il dr op First packet isn't SYN drop 6
reanming BEngine: TCP Invali i i ssi
46.19. 86. 38 I'sr ael 147.237.72. 167 |i shuri maka i i1 | €M NG Engine: TCP Inval id invalid segnent retransmssi on drop 6
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
79.176. 155. 137 | srael 147. 237.72. 166 |aka i of .11 9 =g Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.
reanming BEngine: TCP Invali i i ssi
79.176. 224. 148 | srael 147.237.77. 243 |robi L e. i of .1 Streamng Engi ne: TCP Inval id invalid segnent retransmissi on drop 6
Ret ransni ssi on Packet dropped.
s SWNretransmit wth different .
109. 253. 159. 114/l srael 147.237.77. 234 |hal ag.idf .il Bad TCP sequence wi ndow scal e monitor |6
185. 3.147. 140 |l srael 147.237.77. 234 |hal ag.i df .il Bad TCP sequence I'nval i d AGK nunber alert 6
Sreaning Engine: TCP Invalid i i ssi
149.78.63.210 |Israel 147. 237.72. 166 |aka. i of .11 9 =9 Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dropped.
46. 19. 85. 16 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d AGK nunber nonitor |6
109. 67.252.82 |Israel 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 5
31.168.115.88 |[lIsrael 147.237.72. 156 |anan.i df .il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
2.52.179.12 I srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
reanmn ine: TCP Invali i i ssi
213.151.35. 214 |Israel 147. 237. 76. 200 |ei tan. aka. i df .| Streamng Engi ne: TCP Inval id invalid segnent retransmissi on drop 4
Ret r ansni ssi on Packet dropped.
46.19.85.181  |Israel 147. 237.77. 226 "‘i‘"l”“ha"atz' aka. 1l oy At ack SYN -> SYN-ACK -> Tineout |reject 4
46. 19. 85. 236 | srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
Sreaning Engine: TCP Invalid i i ssi
87.71.63.56  |Israel 147.237.72. 166 |aka. i of . 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
2.54. 156. 127 I srael 147.237. 72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> RST rej ect 3
Sreaning Engine: TCP Invalid i i ssi
79.183.162.8  |Israel 147. 237.72. 166 |aka. i of .11 9 =9 Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
94.77.196. 82 Saudi Arabia  |147.237.77.216 |dover.idf.il B ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor |3
reanmn ine: TCP Invali i i ssi
192. 117. 168. 249|i srael 147, 237. 72. 166 |aka. i df .| Streamng Engi ne: TCP Inval id invalid segnent retransmissi on drop 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
46.19. 85. 18 I srael 147. 237. 77. 243 |nobi | e. i of . i 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i SSi
79.179. 148. 164 |l srael 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
66.249.93.164 |lited Sates |147.237.77.243|nobile.idf.il 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i SSi
79.183.231.14 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
109. 160. 253. 216 |l srael 147.237.0.19 |nadimatal .idf.il SYN Attack SYN -> SYN ACK -> Ti meout rej ect 3
195.34.150.18 |Austria 147.237.77. 216 |dover.idf .il B ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor |3
5.22.135.174 I srael 147.237.72. 166 |aka.i of .i | Bad TCP sequence I'nval i d ACK nunber monitor |3
Sreaming Engine: TCP Invalid i i ssi
79.181. 115. 176 |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Russi an o Streaming Engine: TCP Invalid |invalid segnent retransnission.
141. 8. 142. 84 erat i on 147. 237. 72. 166 |aka.i of .i Ret 1 ansmi ssi on Packet dr opped. drop 3
37.46.41. 53 I'srael 147.237.77. 226 '} chanatz.aka.1df |pag TGP sequence Inval i d ACGK number moni tor (3
Sreanming Engine: TCP Invalid i i SSi
84.110.33.80  |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
5.28.189.5 I srael 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i SSi
109. 66. 51. 204 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
Russi an Lo Sreaming Engine: TQP Invalid |invalid segnent retransnissi on.
93. 158. 152. 56 e ot on 147. 237. 72. 166 |aka.i of .i Ret r ansm ssi on Packet dr opped. drop 3
Sreanming Engine: TCP Invalid i i SSi
185. 27. 105. 121 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
46.19. 86. 4 | srael 147.237.77.233|ata .idf.il dr op First packet isn't SYN drop 3




02-26-2016-14:04:02 to 02-26-2016-15:04:02

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
37.26.147.230 |lIsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 225
. - - Unhaut hori zed URL Access to
2.54.180.6 I srael 147.237.77.243|nobi l e. i df . i | nobi | e, i o i 1/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1403 B ock 8
31.210. 186. 254 |l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock
104. 236. 207. 30 147.237.77. 216 |dover. i df . il Uhaut hori zed URL Access to www i df.il/894-ar B ock
. - Unaut hori zed URL Access to
46. 19. 86. 136 I srael 147.237.72. 156 |aman. i df . i | v anan. i df . i 1/ consol ef cor e/ doc._myr / undef i ned B ock 3
2.54.24.9 | srael 147.237.77.243|nobi | e. i df . i | Mil tiple Unaut hori zed LRL Access from2.54.24.9 B ock
2.54.180.6 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock
66. 249. 81. 215 RJF Sﬁ::ﬂ on 147.237.77.216|dover . i df . il Dstributed Waut hori zed URL Access on wwidf.il/error. htm B ock 2
66. 102. 8. 238 Lhited Sates |147.237.77.216|dover.idf.il D stributed Unaut horized LRL Access on www idf.il/error. htm B ock 2
. . Paraneter Read Qnly Molation in
109. 64. 105. 249 |l srael 147.237.72. 166 |aka. i df . i | wwv aka i of i |/ nai 1V sachar /  egi strati onvi zar i regi st er. aspx None 2
Unknown Paraneter docld in
46. 19. 85. 28 I srael 147.237.72. 166 |aka. i df . i | waw aka, i df . i |/ mai i/ gi yus/ mai i/ gi yus/ resour ces/ i mages/ mast er / f avi ¢ [None 1
on. gi f
149.88.157.11 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
2.54.180. 6 I srael 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Code B ock 1
89.138. 106. 195 |[Israel 147.237.72. 166 [aka. i df . i | Unknown Paraneter _ in ww aka.idf.il/main/giyus/ None 1
; . . O stributed Lhaut horized URL Access on
68.180.229.230 |Uhited Sates (147.237.0.15 |kosher-kravi.idf.il v kosher - kravi . i df . il /tenpl at es/ shar ed/ user cont r ol s/ header upper / Bl ock !
. . O stributed Whaut hori zed URL Access on
176.13.10. 100 | srael 147.237.77.234|hal ag. i df . i | 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f Bl ock 1
Unknown Par arret er
46.121.65.242 |Israel 147.237.72. 166 [aka. i df . i | ct100$ct | 00$cphMai n$TochenPl acetbl der $bt nAt udaPrint in None 1
wan aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
. - DO stributed Lhaut hori zed URL Access on
109. 253. 159. 114/l sr ael 147.237.77. 234 |hal ag. i df . i | 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. g f Bl ock 1
i - kosher - kravi . i df
5. 255. 253. 15 RJF Sls;;ni on 147.237.0. 16 niyl Uhaut hori zed URL Access to waw ny-kosher-kravi.idf.il/robots.txt |B ock 1
. - DO stributed Whaut hori zed URL Access on
79.178.104.59 |lsrael 147.237.77.234|hal ag. i df . i | 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. g f Bl ock 1
198.20.69.74  [lhited Sates |147.237.76.86 [navy.idf.il Uhaut hori zed URL Access to 147.237. 76. 86/ robot s. t xt B ock 1
waw. chamat z. aka. i |uaut hori zed LRL Access to
149.88.166.49 |l srael 147.237.77. 2261 46 1) v chamat z. aka. i df . i 1/1120- hel i df g. aspxv Bock |1
95. 35. 135. 15 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to dl . javaf x. cond j avaf x- cache. j nl p B ock 1
] . . Unaut hori zed URL Access to
68.180.230.224 |Uhited Sates  (147.237.76.31 |nakchal .idf.il v nakhal . i df . i |/tenpl at es/ shar ed/ user cont r ol s/ header upper/ Bl ock !
Russi an ny- kosher - kravi . i df , o
178. 154. 189. 17 . 147.237.0. 16 . Unaut hori zed URL Access to waw ny-kosher-kravi.idf.il/ B ock 1
Feder ati on il
46.121.67.71 | srael 147.237.77.216|dover. i df . il Unaut hori zed URL Access to waw idf.il/https:/wwnidf.il/ B ock 1
. . Unaut hori zed Met hod HEAD for
136. 243. 67. 234 |Ger many 147.237.72. 166 |aka. i df . i | ww aka. i o i1/ br ot her s/ ski ral def aul t. asp Bl ock 1
79.183.231. 14 | srael 147.237.72. 166 |aka. i df . i | llegal Byte Qode Character in URL /mai nfkapatz//1es#012 Bock |1
our ces/ i nages/ i nner page/ goback. gi f
198.20.69.74  [thited Sates |147.237.77.234|hal ag.idf.il Unaut hori zed URL Access to 147.237.77.234/ B ock 1
68.180.228.112 [nited Sates [147.237.77.216|dover.idf.il Par anet er Type M ol ati on PageNumin waw i df . il/1399-en/ dover . aspx [Bl ock 1
. . D stributed Uhauthori zed URL Access on
46. 19. 86. 161 I srael 147.237.77. 234 |hal ag. i df . i | 147. 237. 77, 234/ i nages/ shar ed/ bul | et 1. g f Bl ock 1
. . . Paraneter Type Molation | in
163.177.79.4 China 147.237.77. 216 [dover . i df . i | vy i df . i 1/ tenpl at es/ sendt of ri end/ sendt of ri end. aspx Bl ock !
5. 39. 222. 159 Net her | ands 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ rom 0 Bl ock 1
. . . Unknown Par arret er anp; pagenum i n
78. 154. 170. 2 krai ne 147.237.72. 166 |aka. i df . i | ww aka. i of i 1/i turi ndasp/ ci spl ayal | sol i ers. asp None 1
179. 8. 184. 28 Gile 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mde None
141.212.122. 177|Wnited Sates [147.237.77.74 [lawidf.il Unaut hori zed URL Access to 147.237.77.74/ B ock
37.26.146.237 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None
. . . Unaut hori zed URL Access to
2.54.24.9 | srael 147.237.77. 243|mobi | e. i df . i | nobi | e.idf.il/categorytenpl ates/|istchil ddocunent s/ 1431 Bl ock !
79.183.231.14 |[Israel 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Gode Character in URL from79.183.231. 14 B ock 1
68.180.228.112 [nited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to wawidf.il/international -training B ock 1
199. 30. 24. 167 |Uhited Sates |147.237.77.216|dover.idf .il D stributed Unaut horized LRL Access on www idf.il/error. htm Bl ock 1
46. 19. 86. 237 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1134-he/ at al . aspx B ock 1
173.252.79.117 |Uhited Sates [147.237.72.156|anan. i df.il Unt raceabl e SSL Sessi ons: (pen Mbde None 1
Unaut hori zed URL Access to
105. 104. 62. 197 |Ageria 147.237.77.216|dover . i df . il ww i df i |/ ar/ &t =7429&dat a_t ag=ht m &k=2kzzi ti Ol ni n2yt yr 9nb2 |B ock 1
kf yuszyp9ne2kf ys9i x2kf ypt nk2yt zi g==
5.39.222. 159 Net her | ands 147.237.77.19 |lawforumidf.il Unaut hori zed URL Access to 147.237.77.19/rom0 B ock 1
Unknown Par anet er
79.176.51.175 |lIsrael 147.237.72.166|aka. i df . i | ct | 00%$ct | 00$cphMai n$TochenPl acetbl der $bt nAt udaBack i n None 1
wan aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
. . O stributed Whaut hori zed URL Access on
185.3.147.140 |Israel 147.237.77.234|hal ag. i df . i | 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f Bl ock 1
66. 102. 8. 243 Lhited Sates |147.237.77.216|dover.idf.il D stributed Unaut horized LRL Access on waw idf.il/error. htm B ock 1
_ www. chanat z. aka. i ,
141.212.122. 177|lhited Sates |147.237.77.226 df il Unaut hori zed URL Access to 147.237.77.226/ B ock 1
. . D stributed Uhauthorized URL Access on
85. 65.19. 9 I srael 147.237.77. 234 |hal ag. i df . i | 147. 237. 77, 234/ i nages/ shar ed/ bul | et 1. g f Bl ock 1
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