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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action|Count]|
66. 249. 66. 33 | srael 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 3090
64.233.172. 155 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 40

82. 145. 222. 45 Eur ope 147.237.76. 42 refuah.idf.il B ock Ip Véb In drop 5
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 2

208. 100. 26. 228 Lhited Sates 147.237.8. 14 e.orchot.idf.il B ock Np Al Net drop 1

112. 98. 238. 6 Chi na 147.237.76. 39 nobi | e.neitav.idf.il|B ock Udp All _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgna1ure Devi ce Action |Oount
217.194. 206. 43 I srael 147.237.0. 34 ti kshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 10
77.125. 143. 63 I srael 147.237.0. 34 tikshuv.idf.il |CL000138: HITP. prefix 1.01 in the URL Bl ock 8
79.177.51. 172 I srael 147.237.0. 34 ti kshuv.idf.il| |Cl000138: HITP. prefix 1.01 in the URL B ock 7
199. 30. 24. 81 Lhited Sates 147.237.0. 34 ti kshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 2
85. 64. 201. 143 I srael 147.237.0. 34 tikshuv.idf.il |CL000138: HITP. prefix 1.01 in the URL Bl ock 2
85. 250. 204. 18 | srael 147.237.0. 34 tikshuv.idf.il |Cl000138: HTTP. prefix 1.01 in the URL B ock 2
62. 210. 148. 247 France 147.237.77.216 |dover.idf.il |ClL000074: HITP. najestic bot B ock 2
95. 86. 110. 66 I srael 147.237.0. 34 tikshuv.idf.il |CL000138: HITP. prefix 1.01 in the URL Bl ock 2
106. 38. 241. 106 Chi na 147.237.77. 216 dover.idf.il C1000071: HTTP. User Agent Sogou+web+spi der B ock 1
207. 46. 13. 145 Lhited Sates 147.237.0. 34 ti kshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

Potential Scan or Brute Force

41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 4
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 3
218. 246. 0. 97 147.237.76. 42 |China refuah.idf.il ET SCAN NVAP -sS w ndow 1024 1
23.92.218. 46 147.237.0.34 |Whited Sates |tikshuv.idf.il ET SCAN Potential SSH Scan 1
199 174, 111, 1631147 237 76.31 |india vekehal i df i1 ET SI:AN Behavi oral Lhusual Iy fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
108. 61. 228. 113 |147.237.0.33 |lhited Sates |idf.il ET SCAN NMAP -sS wi ndow 1024 1
93.174.93.144 |147.237.77.19 [Netherlands lavforumidf.il |ET SCAN Potential SSH Scan 1
93.174.93. 144 [147.237. 76. 196 |Net her | ands e svivaidf.il ET SCAN Potential SSH Scan 1
80. 82. 79. 104 147. 237. 76. 147 |Net her | ands chinuch.aka.idf.il [ET SCAN NMAP -sS wi ndow 1024 1
62.210. 142. 238 [147.237.0.35 |France akaws. i df i | ET SCAN NMAP -sS wi ndow 1024 1
198. 20. 69. 74 147.237.77.234|tnited Sates |halag.idf.il ET DRCP Dshi el d B ock Li sted Source 1
5. 58. 76. 88 147.237.0.15 |kraine kosher-kravi.idf.il |[ET SCAN Potential SSH Scan 1
187 160, 46.90 1147 237 76.34 i co yohal an.i df. i ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
108. 61. 228. 113 |147.237.0.35 |lhited Sates |akavs.idf.il ET SCAN NMAP -sS w ndow 1024 1
94.102.48.193 |147.237.76.39 [Netherlands nobi  e.nei tav.idf.i [ET SCAN NVAP -sS wi ndow 1024 1
93.174.93.144 [147.237. 76. 198 |Net her| ands e.yohalan.idf.il [ET SCAN Potential SSH Scan 1
91.228.126.61 |147.237.72.166 |l srael aka.idf.il Tehila - Perl LWP wth fake user agent 1
80. 82. 79. 104 147.237.76. 38 |Nether| ands eeneitav.id.il [ET SCAN NMAP -sS wi ndow 1024 1
61.244.101. 150 |147.237.8.27 |Hong Kong o nadimatal idf i ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address |Ste Signature
68.180. 228. 109 [Wnited Sates |147.237.0.34 [tikshuv.icf.il |drop SAMirul e drop 18
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 18
5.28. 167. 208 | srael 147.237.72. 166 |aka. i df .i | dr op Frst packet isn't SYN drop 18
reanmn ine: TCP Invali i i ssi
80.246.137.97 |Israel 147.237.77. 23 |rvi e i1 | €AM NG Engine: TCP Invalid - invalid segnent retransmissi on. drop 18
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
79.177.182. 145 |Israel 147. 237. 77. 243 |robi | e. i df . i | 9 =9 Invalid segnent retransmssion. drop 18
Ret r ansni ssi on Packet dropped.
reanmn ine: TCP Invali i i ssi
212.235.7.110 |Israel 147.237.72. 166 |aka. i df . Streamng Engine: TCP Invalid Jinvalid segnent retransnission drop 15
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
185.3.147.235 |israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmission drop 12
Ret r ansni ssi on Packet dropped.
2.54.18. 39 I srael 147.237.72. 167 |i shurimaka. i df . i |[SYN At t ack SYN -> SYN-ACK -> RST rej ect 11
Sreaning Engine: TCP Invalid i i ssi
149. 88. 177. 202 |Israel 147. 237.77. 243 |nubi l e.i df .i 9 =9 Invalid segnent retransnission drop 10
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TQP Invalid i i ssi
149.78.48.122 | srael 147.237.77. 243 |robi | e. i of .| 9 =g Invalid segnent retransmssion. drop 9
Ret r ansmi ssi on Packet dropped.
2.54.174. 176 I srael 147. 237.72. 156 |anan. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 9
185.120. 125. 3 147.237.76.86 |[navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 8
94.230.86. 149 |Israel 147. 237. 77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 8
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 7
2.54.18.39 I 'srael 147.237.72. 167 |ishurimaka.i of .i[Bad TCP sequence Invalid ACK nunber noni t or 6
reanmn ine: TCP Invali i i ssi
77.127.209. 155 |Israel 147.237.72. 166 |aka. i df . Streamng Engine: TCP Invalid invalid segnent retransnission drop 6
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
5.102.216.210 |Israel 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =9 Invalid segnent retransmission drop 6
Ret r ansni ssi on Packet dropped.
94.230.86. 149 |Israel 147.237.72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber noni t or
2.54.18.39 I srael 147.237.72.167 |ishurimaka.idf .i[Bad TCP sequence Inval i d sequence nunber noni t or
Sreaming Engine: TGP Invalid i i ssi
66.249.78.137 |lited Sates [147.237.76.86 |navy.icf.il 9 =g Invalid segnent retransmission. drop 6
Ret r ansni ssi on Packet dropped.
193.106.54.34 |l srael 147.237.77. 170 |mearachot .idf .il [Bad TCP sequence Invalid ACK nunber noni t or 6
Sreamng Engine: TCP Invalid i i ssi
109. 253. 128. 27 |israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmission drop 6
Ret r ansni ssi on Packet dropped.
reanmn ine: TCP Invali i i ssi
176.13.1.255  |israel 147.237.77. 243 |rvit e iop.i1 | AM NG Engine: TP Invalid invalid segnent retransmissi on. drop 6
Ret r ansni ssi on Packet dropped.
2.54.18.39 I 'srael 147.237.72. 167 |ishurimaka.idf .i|[Bad TCP sequence Invalid ACK nunber alert 6
188. 120. 154. 199l srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 5
64.233.172.155 |Wnited Sates |147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout alert 5
2.54.18.39 | srael 147.237.72. 167 |i shurimaka.idf . i |SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 5
64.233.172.155 |lhited Sates |147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 5
41.33.231.90 Egypt 147.237.77. 216 [dover.i df . il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 4
Sreamng Engine: TCP Invalid i i ssi
66.249. 78. 144 |Whited Sates [147.237.76.86 |navy.idf.il 9 =9 Invalid segnent retransmission drop 4
Ret r ansni ssi on Packet dropped.
79.182.15.252 |Israel 147.237.72. 166 |aka. i df .i| SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
77.125.143. 168 |l srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
Sreaming Engine: TGP Invalid i i ssi
2.54. 44,179 I srael 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
46.19.85.116  |israel 147. 237. 72. 166 |aka. i f . i 9 =9 Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
109. 66.181. 95 |Israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segment retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
94.77.196.82  |Sudi Arabia |147.237.77.216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fail ed to hand e connection data  |neni tor 3
Sreamng Engine: TCP Invalid i i ssi
84.229.35.59  |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
188. 120. 154. 182|I srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber noni t or 3
Sreaning Engine: TCP Invalid i i ssi
79.183. 203. 189 I srael 147.237.72. 166 |aka. i of .11 9 =9 Invalid segnent retransnission drop 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
37.26.147.162 |israel 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. drop 3
Ret r ansmi ssi on Packet dropped.
195. 34.150. 18  |Austria 147.237. 77. 216 |dover.i df . i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 3
Sreaming Engine: TGP Invalid i i ssi
2. 54. 46. 142 I srael 147. 237.72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
79.181.107. 116 | srael 147. 237. 72. 166 |aka. i o . i 9 =9 Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
109.67.21.94  |israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segnent retransmission. drop 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
109. 253. 207. 1241 sr ael 147. 237. 72. 166 |aka. i o . i 9 =9 Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
79.176. 151. 141 |Israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segnent retransmission. drop 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
109. 65. 202. 86 |l srael 147. 237. 72. 166 |aka. i o . i 9 =9 Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
185.120. 125. 3 147.237.76.86 |[navy.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 3
Sreanming Engine: TCP Invalid i i sSi
46.19.86.175  |Israel 147.237.72. 166 |aka. i df .| 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
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A tacker

Attacker Address count ry ‘Target Address |Ste Signature

Streaning Engine: TCP Invalid Inval i d segnent retransnission.

79.181. 187. 207 |l srael 147.237.72. 166 |aka. i df .i | ..
Ret ransm ssi on Packet dr opped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Action ‘Count
80. 246. 136. 185 |l srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock 20
80. 246. 137. 223 |l srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock 6
79.177.182.145 |[Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code B ock 6
46.19. 85. 32 I srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock 3
149. 88.177. 202 |l srael 147.237.77. 243 |nobi l e. i df . i | DO stributed Suspici ous Response CQode B ock 3
80.246.137.97 [Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code B ock 3
2.54.33.34 I srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock 3
109. 253. 130. 224 /1 sr ael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock 3
89. 138. 160. 241 |l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to waw aka. i df.il/main/ B ock 3
149.78.48.122 |Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 3
72.9.148.10  |Uited Sates [147.237.76.86 |navy.idf. il m“tnzs;' e e ) navy. aspx. aspx HBock |2
46. 19. 86. 208 I srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock
80. 246. 137. 129 |l srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock
176. 13. 1. 255 I srael 147.237.77.243|nobi | e. i df . i | O stributed Suspicious Response Code B ock
113.76.90.196 |Chi na 147.237.76. 39 Im)bl e neitav.idf.i Unaut hori zed URL Access to 147.237.76. 39/ Bl ock 1
37.26.146.138 |[Israel 147.237.72. 156 |anman. i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
84.95.208.154 [Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
66.249.84.166 |United Sates |147.237.77.216|dover.idf.il Distributed Lhaut horized URL Access on wwwvidf.il/error.htm B ock 1
40.77. 167. 90 Lhited Sates |147.237.72.166|aka.idf .il Uhknown Paraneter KEY in wwwaka. idf.il/ishurinicityofficers/ None 1
149.78.57.12  |israel 147. 237.72. 166 |aka. i df . i | m”;k“;i?ﬁ’;e;g;/gx]mfgmm in None 1
109. 65. 224. 178 |l srael 147.237.77.216|dover. i df .i | Unaut hori zed URL Access to wwwu i df.il/watch B ock 1
65. 55. 213. 31 Lhited Sates |147.237.77.216|dover.idf.il D stributed Lhauthori zed URL Access on www i df.il/error.htm B ock 1
169. 229. 3. 91 Lhited Sates [147.237.72.156|anan.idf.il Abnormal |y Long Request net hod B ock 1
131.253.25. 252 |Uited Sates [147.237.77.216|dover.idf.il O stributed Lhauthori zed URL Access on waw i df.il/error.htm B ock 1
37.26.146.164 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mode None 1
84.108. 169. 0 I srael 147.237.77. 216 |dover . i df . i | Untraceabl e SSL Sessions: (pen Mde None 1
109. 66.55. 122 |l srael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Code Bl ock 1
169. 229. 3. 91 Lhited Sates [147.237.72.156|anan.idf.il Illegal Byte Gode Character in Method B ock 1
66.249.66.72  |United Sates |147.237. 77. 176 |mat pash. i df . | ;’;f;t 22;;2;’8?1 Access to wmw cogat. i df. i1/1927-en/cogat. aspx g ooy 1
141.212.122. 177|Wnited Sates |[147.237.76.31 |nakchal .idf.il Unaut hor i zed URL Access to 147.237.76. 31/ B ock
37.26.146.166 [Israel 147.237.77. 216 |dover.idf . il Unt raceabl e SSL Sessi ons: (pen Mbde None
85. 64.170.233 |lIsrael 147.237.72. 166 |aka. i df . i | Lhaut hori zed LRL Access to aka.idf.il/giuys Bl ock
77.75.79.32 g;i;t:)n c 147.237.77.216|dover . i df . i | Unhaut hori zed URL Access to waw i df.il/page/ 31/ B ock 1
157.55.39. 171 |lhited Sates |[147.237.77.216|dover.idf.il D stributed Unauthorized URL Access on 147.237.77.216/robots.txt  |B ock
66.249.66.166 [Lnited Sates |147.237.72.156 |anman.idf.il Uhaut hori zed URL Access to list.ips.gov.il/list2005b. htm B ock
148.251. 21. 227 |Ger many 147.237.0.15  kosher-kravi . idf.il mmmx?vult(:sr:(lerz-ekc: at\jiq._iﬁ‘f:??f/st (tercr)pl at es/ shar ed/ user cont r ol s/ header upper/ Bl ock !
37.26.148.183 |lsrael 147.237.77.216 |dover. i df . i | Untraceabl e SSL Sessions: Qpen Mde None 1
77.125.128.218 [Israel 147.237.77.233atal .i df .il ot red Lo hor zed W _A:SS)S(‘S o Bl ock 1
Unknown Par anet er
46.117.179. 159 |l srael 147.237.72. 166 |aka. i df . i | ct1 00%$ct | 00$cphMai n$TochenPl acetol der $t xt Password in None 1
wwy aka. i df . il/nai n/ giyus/faqg. aspx
157.55.39.211 |Uhited Sates [147.237.77.216|dover.idf.il D stributed Lhauthori zed URL Access on ww i df.il/error.htm B ock 1
109. 253. 203. 67 |Israel 147.237.77. 234 |hal ag.i df .| i;t ;g?”;‘;dzglf‘ftngggsﬁiaﬁlfﬁ’iﬁ 1C,)Z;i . Bl ock 1
2.54.42.74 I srael 147.237.77.234|hal ag. i df . | i;t ;'35”;‘;‘1ziff;gzg'sfiiaﬁlﬁﬁi f;i . Bl ock 1
213.8.204. 37 I srael 147.237.76.42 |refuah.idf.il Redundant HTTP Headers Referer B ock 1
66. 249. 69. 32 Uhited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to 147.237.77.216/ robots. t xt B ock 1
37.26.148.244 |lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mde None 1
93. 160. 60. 22 Denmar k 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to waw i df . il/1503-en/ dover. aspx. B ock 1
54.68.135.194 |lnited Sates |147.237.0.34 |tikshuv.idf.il Paraneter Type Mol ation catld in watikshuv.idf.il/sitelfag. aspx B ock 1
157.55.39. 247 |Uited Sates |147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77. 233/ 1360- he/ at al . aspx Bl ock 1
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