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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |[Site |Signature |Device Action |Count |
217.26.171.188 Ml dova, Republic of 147.237.77.176 nat pash. i df . i | L4 Source or Dest Port Zero drop 4
212.179. 54. 237 | srael 147.237.72. 166 aka.idf.il Bl ock_Udp All _Nets dr op 3
109. 65. 49. 86 | srael 147.237.72. 166 aka.idf.il Bl ock Udp All Nets drop 3
183.2.172. 4 Chi na 147.237.76. 30 hi nush. i df .i | L4 Source or Dest Port Zero drop 1
192. 187. 120. 162 Lhited Sates 147.237.72. 217 eidf.il Block Udp Al Nets drop 1
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il Bl ock_Ulp Al _Nets drop 1




02-26-2016-11:04:03 to 02-26-2016-12:04:03

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site ‘Sgnature Devi ce Action |Count
46.120. 190. 202 I srael 147.237.0. 34 ti kshuv.idf.il |Cl1000138: HITP. prefix 1.01 in the URL B ock 13
109. 65. 49. 86 I srael 147.237.0. 34 tikshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 2
65. 55. 210. 222 Lhited Sates 147.237.0. 34 tikshuv.idf.il [Cl000138: HITP. prefix 1.01 in the LR Bl ock 2
94. 230. 93. 179 I srael 147.237.0. 34 ti kshuv.idf.il |Cl1000138: HITP. prefix 1.01 in the URL B ock 1
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il CL000071: HTTP: User Agent Sogou+web+spi der B ock 1
188. 120. 148. 150 | srael 147.237.0. 34 tikshuv.idf.il [Cl000138: HITP. prefix 1.01 in the LR Bl ock 1
207. 46. 13. 145 Lhited Sates 147.237.0. 34 ti kshuv.idf.il |Cl1000138: HITP. prefix 1.01 in the URL B ock 1
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|Top Attackers In |D|

Target Address

At acker
Count ry

‘Ste

‘Signature

41.33.231.90 |147.237.77. 216 |Egypt dover.idf.il |Tehila - Perl LWP with fake user agent 9
195. 34. 150. 18 |147.237.77. 216 |Austria dover.idf.il |Tehila - Perl LWP with fake user agent 2
37.142. 118. 230 (147. 237. 72. 166 || srael akaidf.il ET SCAN NVAP -sA (2) 2
176.13.15. 28 |147. 237 77 233 |1 51 sel atal idh il ET DCB5 Large anount of TCQP ZeroWndow - Possibl e Nkiller2 DDos 5
attack
183. 61. 109. 189 [147. 237. 77. 243 |Chi na nobi le.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
167.0.64.9 147 237.76. 30 0ol onbi hivmsh i df i ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
114. 108. 128. 65 |147. 237. 0. 200 Okfrea‘ Republic | guicr.il  |ET SOAN Potential SSH Scan 1
93.174.93. 144 |147.237.76. 200 [Net her | ands eitan. aka.idf. |[ET SCAN NVAP -sS w ndow 1024 1
183. 61. 109. 189 [147. 237. 77. 243|Chi na mobi le.idf.il |ET SCAN NVAP -sS wi ndow 4096 1
120. 55. 90. 163 [147.237. 77. 227 |Chi na e hanaz.idf.il [ET SCAN NVAP -sS w ndow 1024 1
95.86. 123. 213 [147. 237. 77. 216 |1 srael dover.idf.il ;rtgkg Large amount of TCP ZeroWndow - Possible Niller2 DDos 1




02-26-2016-11:04:03 to 02-26-2016-12:04:03

|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address |Jte Signature z\t/:(c:)i
reamn ine: TCP Invali i i Ssi
212.25.102.57 | srael 147, 237.76. 200 [ei tan. aka. i o 11 | SAM NG Engine: TP Invalid invalid segnent retransmission. |, 234
Ret r ansmi ssi on Packet dr opped.
141. 0. 14. 148 Eur ope 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 28
68. 180. 228. 109 |Lhited Sates 147.237.0.34 |tikshuv.icf.il [drop SAMrul e drop 24
Sreanming Engine: TCP Invalid i i ssi
87.68.243.30  |israel 147.237.76.31 |nakchal .idf il 9 =g Invalid segnent retransmssion. |, 24
Ret r ansni ssi on Packet dr opped.
84.228.72.199 | srael 147.237.76.42 |refuah.icf.il  |Bad TCP sequence SNretransmt with different oo |1g
W ndow scal e
2.54.161.98 I srael 147.237. 72. 167 |i shuri maka.i df . i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 13
Sreanming Engine: TCP Invalid i i ssi
82.80.52.100  |Israel 147.237.72. 166 |aka. i df . 9 =g Inval id segnent retransmssion. |, ., 12
Ret r ansmi ssi on Packet dr opped.
85. 65. 63. 187 I srael 147.237.72. 166 |aka.idf .il SYN Att ack SYN -> SYN-ACK -> Ti nmeout rej ect 11
54.173.113. 175 |Uited Sates 147.237.77.74 |lawidf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |[monitor |10
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor 10
reamn ine: TCP Invali i i Ssi
5.102. 222. 1 I srael 147.237.72. 166 |aka.i df . i1 Streamng Engi ne: TCP alid |invalid segnent retransnissi on drop 9
Ret r ansmi ssi on Packet dr opped.
2.52.19. 188 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 8
2.52.174. 211 I srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 8
185. 3. 144. 71 I srael 147.237. 72. 166 |aka.i of .i Bad TCP sequence Invalid AGK nunber nonitor |7
52.5.133. 46 Lhited Sates 147.237.77.74 |lawidf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor 7
reamng BEngine: TCP Invali i i sSi
157.55.39. 178 |Uited Sates 147.237.77. 243 |mobi e i1 | €AM NG Engine: TP Invalid invalid segnent retransnission drop 6
Ret ransm ssi on Packet dr opped.
s SWNretransnit wth different .
79.177.178.80 |lsrael 147.237. 72. 166 |aka.i of .i Bad TCP sequence i ndow scal nonitor |6
84.228.72.199 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 6
Sreaming Engine: TCP Invalid i i ssi

109. 66.173.20  |Israel 147. 237.72. 166 |aka i df . i 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.

212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf .il drop Frst packet isn't SYN drop 6

46. 19. 85. 2 I srael 147.237. 77. 216 |dover.i df .i | Bad TCP sequence I'nval i d ACK nunber alert 6

5.28.167. 208 | srael 147.237.72. 166 |aka. i df . i drop Frst packet isn't SN drop 6

46. 19. 85. 2 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence I'nval i d ACK nunber nonitor |6

79.181. 32. 69 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 5

176.13. 15. 28 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid AGK nunber aert 5

176.13.15. 28 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nval i d ACK nunber nonitor |5

185.24.206.51 |Israel 147.237.77. 216 |dover.idf.il  |Bad TCP sequence SYNACK retransmt wth monitor |5

different w ndow scal e

37.142.72. 86 | srael 147.237.0.19 |nadimatal .idf.il[SYN Attack SYN -> SYN-ACK -> RST rej ect 4

46.117.179. 188 |[lIsrael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 4

46. 19. 85. 45 I srael 147.237.72. 156 |anan.i df .i SYN Att ack SYN -> SYN-ACK -> RST rej ect 4

195.34.150.18 |Austria 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor 4

54,152.77.211 |[Wited Sates 147.237.77.74 |lawidf.il Bl ock HTTP Non Conpli ant Fai | ed to handl e connection data |nonitor |4
Sreaming Engine: TCP Invalid i i ssi

213.57.75.216 | srael 147. 237.72. 166 |aka i of .i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi

5.28.178.94 I srael 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. |, 3
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi

109.65.173.4  |Israel 147. 237.77. 243 |mobi l e. i o i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi

176.13.18.69  |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. |, 3
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi

31.168. 117. 176 | srael 147. 237.72. 166 |aka i df . i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.

64. 46. 23. 242 Canada 147.237.77. 216 |dover.idf .il drop Frst packet isn't SYN drop 3
Sreaning BEngine: TQP Invalid i i SSi

2.54.62.5 I srael 147.237.72. 166 |aka.i df . i1 9 =g Inval id segnent retransmssion. |, . 3
Ret r ansmi ssi on Packet dr opped.

94.77.196. 82 Saudi Arabia 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor 3
Sreaning Engine: TCP Invalid i i SSi

176.13. 5. 58 I'sr ael 147.237.72. 166 |aka.i df . g =g Invalid segnent retransmssion. |y, 3
Ret ransm ssi on Packet dr opped.

2.52.137.241 | srael 147.237.0.34 |[tikshuv.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect

46. 19. 86. 238 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence I'nval i d ACK nunber noni t or
Sreaning BEngine: TQP Invalid i i SSi

109. 65. 182. 146 |1 srael 147.237.72. 166 |aka.i df . i1 9 =g Inval id segnent retransmssion. |, . 3
Ret r ansmi ssi on Packet dr opped.

188. 120. 154. 241 |l srael 147.237.72. 166 |aka.i of .il Bad TCP sequence I'nval i d ACK nunber nonitor |3
Sreaning Engine: TQP Invalid i i SSi

109.65.49.86  |Israel 147.237.72. 166 |aka. i df .1 9 =g Inval id segnent retransmssion. |, ., 3
Ret ransm ssi on Packet dr opped.

213. 244, 118. 251 (F;ajcis;i';'ja” Tertitoryly 47 237. 77. 176 [matpash.idf il [SYN At t ack SYN -> SYN-ACK -> Tineout  |reject 3
Sreaning Engine: TQP Invalid i i SSi

46.19.86.254  |Israel 147.237.72. 166 |aka.i df . i g =g Invalid segnent retransmssion. |y, 3
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

82.80.96.166 | srael 147. 237.72. 166 |aka. i f .11 9 =9 Inval i d segnent retransmssion. |, ., 3
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i SSi

77.125.131. 195 |israel 147.237.72. 166 |aka.i df . i g =g Invalid segnent retransmssion. |y, 3
Ret ransm ssi on Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |[Site Sgnature Acti on ‘Count
85. 65. 106. 69 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 73
5. 29. 46. 63 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 36
176.13.5. 58 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 6
157.55.39.211 |Uited Sates [147.237.77.216|dover.idf.il D stributed Lhaut hori zed URL Access on www i df.il/error. htm B ock 6
104. 236. 207. 30 147.237.77. 216 |dover.i df .i | Ml tiple Unhauthorized URL Access from 104. 236. 207. 30 B ock 4
176. 13. 15. 28 I srael 147.237.77.243|nobi l e. i df . i | Uhaut hori zed URL Access to nobil e.idf.il/nekudot/index B ock 4
212.25.102.57 | srael 147.237.76.200 |ei tan. aka. i df .i | g;";it.h;ri zed URL /ccess to waweitan aka. idf.i1/1001-hefeitan/ a1y oy 1y
46.19. 85. 72 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 4
46.120.51.222 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
185. 32.179. 185 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
176.13.1. 198 I srael 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Code B ock 3
109. 253. 130. 67 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Gode B ock 2
80.246.137.95 |[lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
87.71.9.13 I srael 147.237.72. 166 |aka. i df . i | m;li(:ﬂtjﬁ ILII}"’:::] ':/’rgii iﬁg/ t’:r‘n fgf:f:l lj’(;‘a/ Bock |2
188. 29. 165. 213 E?i;;gom 147.237.77. 216 |dover.i df .i | Unt raceabl e SSL Sessi ons: (pen Mde None 2
176. 13. 15. 28 I srael 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Code B ock
85. 65. 63. 187 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mde None
54.152.77.211 |Uited Sates [147.237.77.74 [lawidf.il muaggii zed LR Aocess 0 om o ror - page- L est Bock |2
77.125.159. 105 |l srael 147.237.77. 170 |nmar achot . i df . i | Unaut hori zed HTTP Met hod B ock 2

Unknown HTTP Request Met hod
169. 229. 3. 91 Lhited Sates (147.237.76.39 |nobile. neitav.idf.il>—4chvhoé UABYVET+-AEA?hEB1@I1 %6™Pe[ [#25]] in URL +[[#21]]j600 |Block 1

G LT[ =" 1] #4 []] #4111 #01217e" ¢S [ [#22]] &k
79.177.178.80 [Israel 147.237.72. 166 [aka. i df . i | Il1egal Byte Gode Character in Header Val ue Bl ock 1
54.173.113.175 |lhited Sates [147.237.77.74 [lawidf.il Unaut hori zed URL Access to waw mag. i df.il/news B ock 1
199.119.139.3 |lhited Sates [147.237.77.216|dover.idf.il Unt raceabl e SSL Sessi ons: (pen Mde None 1
79.177.178.80 |lsrael 147.237.72. 166 [aka. i df . i | II1egal HITP \ersion Bl ock 1
169. 229. 3. 91 Lhited Sates [147.237.76. 147 |chi nuch. aka. i df.i| [Dstributed Milforned UR B ock 1
77.125.159. 105 |[Israel 147.237.77. 170 [maar achot . i df . i | Uhaut hori zed URL Access to naarachot.idf.il/sip_storagel/files/4/ B ock 1

Pal esti ni an
213. 244. 118. 245|Territory, 147.237.77. 216 |dover.i df .i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
Qcecupi ed

169. 229. 3. 91 Lhited Sates |147.237.76.39 |nobile. neitav.idf.ilfAbnormally Long Request nethod B ock 1
46.19.86.153  |Israel 147.237.77. 234 |hal ag. i df . i | ﬂ?_“tzg;’_r;;_e;mn:gg:fssh;oe &/ bul et 1. gi Bock |1
79.177.178.80 I srael 147.237.72. 166 |aka. i df . i | sl ?]ryﬁ[ﬁr] v'['E #%ﬁr% [ilr]',]r]‘il[l[ﬁs;f}%[]#gi[\?)[ 2‘#17'7] Al 0ALE g o |1
169. 229. 3. 91 Lhited Sates [147.237.77.176 |nat pash. i df . i | Mitiple Illegal Byte Qode Character in Method from169. 229. 3. 91 B ock 1
169. 229. 3. 91 Lhited Sates |147.237.76.147|chi nuch. aka.i df.i|l |DOstributed Il1egal Byte Qode Character in Header Nane Bl ock 1

Illegal Byte Gde Character in Mthod )

9@ [[#19]] Péros—aE( Z[ [ #5] | &f AR+ %[ [#25] 1 [[#29] ] OM [ #11] ] f
79.177.178.80 |Israel 147.237.72. 166 |aka. i df . i | ) XS| [ [ #28]] €5@1 cU[ [ #29] ] aQL9¥>| B-gH-~, AE&Uni ) det( [#18] ] | [[#6]] A* |B ock 1

L AQye h8" o [ [ #26] ] 1 3[ [ #6] ] $@B/ x0f 18X« R [ #25] ] 12[ [ #22] ] el %4 [ #19]

1[eeNad-t o [[#1]] aNet [ [#31]1[[#3]]. U [#5]]/! &ECEI & & +80' 8F
68.180.228.112 |lnited Sates |147.237.77.216|dover.idf.il Paranet er Type M ol ati on PageNumin waw i df.il/1393-en/dover.aspx |B ock 1
207.46.13.162 |Uited Sates |147.237.0.17 Tc?-iliosher— kr avi g‘ej:\térp'érﬁ:irs;egb' e S9. Sessions from207.46.13. 162 (Uhknown None |1
141.212.122.177|lhited Sates [147.237.72.167(i shurimaka. i df .i| |Unauthorized URL Access to 147.237.72. 167/ B ock 1
84.228.72.199 |lsrael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ styl e/ shar ed/ r eset . css B ock 1
79.177.178.80 |Israel 147.237.72. 166 |aka. i df . i | Mal for med HTTP Header Line 3 Bl ock 1
169. 229. 3. 91 Uhited Sates |147.237.76.147|chi nuch. aka. i df.i| |Distributed Unknown HTTP Request Met hod B ock 1
79.177.178.80 |lsrael 147.237.72.166|aka. i df . i | Abnornal |y Long Header Line request header nane B ock 1
216.218. 206. 68 |Lhited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to 147.237.77.216/ Bl ock 1
160.220.3.91  |Uited Sates [147.237.76.39 [nwbi | e mei tav.idf.il |5 Eﬁf;ﬂ?zgﬁtheg 8;8?;;%"”%[[ 42611 Bock |1
192.117. 138. 210|I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mvde None
173.208. 136. 114|lhited Sates [147.237.77.216|dover.idf .il PHP At t enpt B ock 1
79.177.178.80 | srael 147.237.72. 166 |aka. i df . i | (Sg‘sgtégfle,\l""_bggpﬁ”gﬁi g‘\LDZ‘T‘EC;)’!O‘_’;A?\'gE') on None |1
169. 229. 3. 91 Lhited Sates [147.237.76.147|chi nuch. aka.idf.i| |[Dstributed Il1legal Byte Gode Character in Mthod B ock 1
79.177.178.80 |Israel 147.237.72. 166 [aka. i df . i | '2'['[22?'] Cﬁ/t#g] ﬁf F) Sj#agrlath]?qe,l[?#ﬁrﬂaﬁt[ ?Lem[it[l?ﬁwﬁdﬁn[ MM lgosk  |n
74.82.47.2 Lhited Sates [147.237.72.166aka.idf.il Distributed Unaut hori zed URL Access on 147.237. 72. 166/ Bl ock 1
207. 46. 13. 162 Lhited Sates [147.237.0.17 n;;y_iITOSher -kravi SSL Uhtraceabl e Gonnection - Uhknown Server Certificate None 1
149.78.103.2  [Israel 147. 237. 72. 156 |aman. i df . i | m ;'nzl: ie(;f L?Tl;tcz?]rs'ozli‘j C?‘elpggfjfgro/nun S ned Bock |1
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