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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country |Target Address |Site |Signature |Device Action |Count |
212.179. 54. 237 | srael 147.237.77. 216 dover.idf.il ock Wp Al _Nets drop 3
185. 130. 5. 224 147.237.77. 226 W chanat z. aka. i df . i | Bl ock_Udp All _Nets drop 1
25.25.2.3 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il bl ock-sp-traf 1 forward 1
182. 253. 195. 139 | ndonesi a 147.237.77.216 dover.idf.il bl ock-sp-traf 1 drop 1
184. 105. 139. 94 Lhited Sates 147.237.77. 212 e.dover.idf.il Block Np All Nt drop 1




02-26-2016-10:04:06 to 02-26-2016-11:04:06

|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgna1ure Devi ce Action |Oount
213.57.160. 179 I srael 147.237.0. 34 ti kshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 32
46.19. 86. 241 I srael 147.237.0. 34 tikshuv.idf.il |CL000138: HITP. prefix 1.01 in the URL Bl ock 6
109. 66. 7. 192 | srael 147.237.0. 34 tikshuv.idf.il |Cl000138: HTTP. prefix 1.01 in the URL B ock 6
80. 178. 101. 40 I srael 147.237.0. 34 ti kshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 2
89. 139. 129. 100 I srael 147.237.0. 34 tikshuv.idf.il |CL000138: HITP. prefix 1.01 in the URL Bl ock 2
207. 46. 13. 145 Lhited Sates 147.237.0. 34 tikshuv.idf.il |Cl000138: HTTP. prefix 1.01 in the URL B ock 2
93.172.13. 40 I srael 147.237.0. 34 ti kshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 2
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il C1000071: HTTP: User Agent Sogou+web+spi der B ock 1
157. 55. 39. 92 Lhited Sates 147.237.0. 34 tikshuv.idf.il [C1000138: HTTP. prefix 1.01 in the LR B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 12
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 3
94.102.48.193 |147.237.72. 156 |Net her | ands aman. i df il ET SCAN NVAP -sS wi ndow 1024 1
80. 82. 79. 104 147.237.8.24  |Netherl ands elifestyleidf.il ET SCAN NMAP -sS wi ndow 1024 1
62.210. 142. 238 [147.237.8.50 |France e tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
L ET DO5 Large anount of TCP ZeroVindow - Possible Nkiller2
109. 253. 146. 50 |[147.237. 77. 233 |l srael atal.idf.il 1
DDos attack
. |ET SCAN Behavi oral Lhusual ly fast Termnal Server Traffic,
93.174. 95. 87 147.237.0.17 [Netherl ands mny- kosher-kravi .idf.il . . 1
Potential Scan or Infection
80. 82. 79. 104 147.237.0.15 |Netherl ands kosher-kravi .idf.il ET SCAN NVAP -sS wi ndow 1024 1
46.151.52.210 [147.237.0.19 [Wkraine madi matal .idf.il ET SCAN NVAP -sS w ndow 1024 1
204.101. 135. 203(147. 237. 76. 44 |Canada e.refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
185. 106. 92. 142 |147. 237. 76. 86 navy.idf.il ET SCAN Potential SSH Scan 1




02-26-2016-10:04:06 to 02-26-2016-11:04:06

|Top Attackers In FW |

At acker

Target Address

dte

Signature

Gountry

Ret r ansm ssi on

Packet dropped.

reamn ine: TCP Invali i i ssi
82.166.42.84 |Israel 147.237.72. 167 |i shurimaka i i || SN Engine: TP Invalid invalid segnent retransnissi on dr op 30
Ret ransni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
2.52.56.7 I srael 147.237.72. 166 |aka. i df . 9 =g nvalid segnent retransmssi on. drop 24
Ret r ansmi ssi on Packet dropped.
141.0. 15. 46 Eur ope 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 20
Sreamng Engine: TCP Invalid i i ssi
62.219.99. 130 |Israel 147.237.77. 176 |nat pash. i df .i 9 =g nvalid segnent retransmssi on. drop 18
Ret ransmi ssi on Packet dropped.
68.180. 228. 109 |Lhited Sates [147.237.0.34 |tikshwv.idf.il |drop SAMrule drop 17
Sreaming Engine: TCP Invalid i i ssi
85. 65. 204. 243 |l srael 147. 237.77. 243 |mobi l e i o . i 9 =g nval i d segnent retransmssi on. dr op 16
Ret ransni ssi on Packet dropped.
46.116.29.249 |Israel 147.237.77. 233 |atal i cf i Bad TCP sequence SNretransmt with i fferent monitor |16
wi ndow scal e
41.33.231.90 |Egypt 147.237.77. 216 |dover.idf il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 12
46. 19. 85. 67 I srael 147.237. 77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 11
reaming BEngine: TCP Invali i i ssi
2.54.132.89  [Israel 147.237.77. 243 | e i1 | SAMNg Bngine: TP Invalid invalid segnent retransnission dr op 9
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
109.65.0.69  |Israel 147. 237.72. 166 |aka. i of . | 9 =g nvalid segnent retransmssi on. drop 9
Ret ransmi ssi on Packet dropped.
reaming BEngine: TCP Invali i i ssi
176.13.1.207 |israel 147.237.77. 243 |moi e i1 | SAMNg Engine: TP Invalid invalid segnent retransnission drop 9
Ret ransm ssi on Packet dropped.
85. 65. 63.187  |Israel 147.237.72. 166 |aka.idf .il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 7
212.143. 142. 56 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 7
reamn ine: TCP Invali i i ssi
109. 65. 201. 18 |l srael 147.237.72. 166 |aka.i df . i1 Streamng Engi ne: TCP alid  invalid segnent retransnission, drop 6
Ret ransni ssi on Packet dropped.
46.19.85.193  [Israel 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d AGK nunber alert 6
46.19.85.146  [Israel 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d AGK nunber alert 6
46.19.85.193  |[Israel 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d AGK nunber noni t or 6
Sreanming Engine: TCP Invalid i i ssi
46.19.86.102 |israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssi on. drop 6
Ret r ansmi ssi on Packet dropped.
46.19.85.146  [Israel 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d AGK nunber noni t or 6
62.0.247. 1 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
Sreaning Engine: TGP Invalid i i ssi
176.13.0.28  |Israel 147.237. 77. 243 |nobi l e.i df . i1 9 =g Invalid segnent retransmssion. dr op 6
Ret ransmi ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
5.102.222.1  |Israel 147. 237.72. 166 |aka i df . i 9 =g nvalid segnent retransmssi on. dr op 6
Ret ransni ssi on Packet dropped.
46.19.85.193  [Israel 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d AGK nunber alert 6
109. 253. 146. 50 |l srael 147.237. 77. 233 |atal .idf il Bad TCP sequence I'nvalid ACK nunber aert 6
Sreamng Engine: TCP Invalid i i ssi
37.26.149.231 |Israel 147.237.77. 243 |mbile.i o i1 9 =g nvalid segnent retransmssi on. drop 6
Ret ransmi ssi on Packet dropped.
reamng BEngine: TCP Invali i i ssi
46.19.86.171 [Israel 147.237.72. 167 |i shurimaka i i || SN Engine: TP Invalid —invalid segnent retransnissi on drop 6
Ret ransm ssi on Packet dropped.
46.19.85.146  |Israel 147.237.77. 216 |dover.i df .i | Bad TCP sequence I'nval i d AGK nunber aert 6
46.19.85.193  [Israel 147.237.77. 216 |dover.idf .il Bad TCP sequence I'nval i d AGK nunber noni t or 6
109. 253. 146. 50 |l srael 147.237. 77. 233 |atal .idf il Bad TCP sequence I'nvalid ACK nunber noni t or 6
46.19.85.146 |Israel 147.237.77. 216 |dover.i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or 6
80. 246. 138. 141 |I srael 147.237.72. 166 |aka. i of .| Bad TCP sequence SIHAK retransmt with different | oonor o
wi ndow scal e
Sreaming Engine: TCP Invalid i i ssi
148, 251. 21. 227 |Ger many 147.237.77. 234 |hal ag. i f . 9 =g nvalid segnent retransmssi on. dr op 4
Ret ransni ssi on Packet dropped.
85. 64. 13. 40 I srael 147. 237. 72. 166 |aka.i of .i SYN Att ack SYN -> SYN-ACK -> RST rej ect
46. 19. 85. 67 | srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
139. 162. 212. 10 |Net her | ands 147.237.72. 156 |anan.idf . il drop First packet isn't SN drop
Sreaning Engine: TGP Invalid i i ssi
31. 168. 183. 145 I srael 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
79.180. 139. 103 |l sr ael 147. 237.72. 166 |aka i df .i 9 =g nvalid segnent retransmssi on. dr op 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
2.54.178.151 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
2.54.41.17 I'srael 147. 237.72. 166 |aka i df . i 9 =g nval i d segnent retransmssi on. dr op 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
185.3.144. 114 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
94.77.196.82 |Sudi Aabia |147.237.77.216|dover.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 3
195. 34. 150. 18 |Austria 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fai | ed to handl e connection data noni t or 3
Sreaning Engine: TQP Invalid i i ssi
77.127.135.86 |Israel 147.237.72. 166 |aka. i df . i g =g nvalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
66.249.78.230 |Wited Sates |147.237.77. 243 |nobile.idf .i| 9 =g nvalid segnent retransmssi on. drop 3
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i ssi
2.52.53.106  |Israel 147.237.72. 166 |aka.i df . i g =g nvalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
62.219.148.71 |Israel 147. 237.72. 166 |aka. i of . | 9 =g nvalid segnent retransmssi on. drop 3
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
109. 253. 139. 36 |I srael 147. 237. 72. 166 |aka. i df .| 9 =g Invalid segnent retransmssi on. drop 3
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At acker .
count ry Target Address |Ste Signature
Sreaning BEngine: TCP Invalid i i SSi
37.26.146.193 |Israel 147. 237.77. 243 |nobi l e i i | 9 =g nval i d segnent retransmssi on. dr op 3
Ret ransni ssi on Packet dropped.
84.228.61.2 I srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |[Site dgnature Action ‘Count
109. 67.11. 152  |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 29
79.177.193.16 |[Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 4
37.26.149.231 [Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
109. 66. 51. 92 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
185.32.179.73 |lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
109. 253. 201. 29 |l srael 147.237.72. 156 |aman. i df . i | Ml ti pl e Uhaut horized LRL Access from 109. 253. 201. 29 B ock 3
176.13. 1. 207 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response CGode B ock 3
46.119.117.85 |Wkraine 147.237.77. 216 |dover.i df .i | Lhaut hori zed URL Access to wwuidf.il/mazi/ B ock 3
195. 154. 173. 103|France 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to waw i df.il/nazi B ock 3
37.26.147.149 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
125. 209. 150. 50 |Australia 147.237.77. 216 |dover.i df .i | Untraceabl e SSL Sessi ons: Qpen Mvde None 2
85. 65. 63. 187 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
2.54.132.89 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Gode B ock 2
107.72.96.128 |lhited Sates [147.237.77. 216 |dover.idf.i | Untraceabl e SSL Sessi ons: Qpen Mvde None 2
89.138.191. 169 |[Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed Method PCST for ww aka. i df.il/mai n/ gi yus/ B ock 2
176.13.0.28 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Gode B ock 2
157.55.39.108 |Uhited Sates |147.237.77. 216 |dover.i df . i | Dstributed Waut hori zed URL Access on waw idf.il/error.htm B ock 2
64.71.32.19 Lhited Sates |147.237.72. 166 |aka. i df . i | Ml tiple Unaut horized URL Access from64.71.32. 19 B ock 2
84.112.185. 114 |Austria 147.237.77. 216 |dover.i df .i | Lhaut hori zed URL Access to wawu i df.il/newsite/ hebrew nain. asp Bl ock 2
37.157.143.2 Bul garia 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 2
67.193.132.126 [Canada 147.237.77. 216 |dover.i df .i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
85. 64. 49. 39 I srael 147.237.77. 170 maar achot . i df . i | |Unhaut hori zed LR Access to naarachot.idf.il/pdf/files/8/112928. pdf Bl ock 1
199. 59. 148. 211 |lhited Sates [147. 237. 77. 216 |dover. i df .i | Mil tipl e Uhauthorized URL Access from 199.59. 148. 211 B ock 1
169. 229. 3. 91 Uhited Sates |147.237.76.42 |refuah.idf.il Illegal Byte Qode Character in Mthod B ock 1
66. 249. 69. 26 Lhited Sates |147.237.77. 216 |dover.i df . il Unaut hori zed URL Access to v idf.il/error.htm B ock 1
46.33.228.217 |Wkraine 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to waw aka.idf.il/sip storagel/files/6/60996.jpg |B ock 1
105. 107. 12. 106 |A geria 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to wawidf.il/arr/ B ock 1
68.180.228. 112 |Wited Sates [147.237.77.216|dover.i df .i | Paraneter Type M ol ati on PageNumin vww i df .il/1381-he/ dover . aspx B ock 1
182. 239. 101. 220|Hong Kong [147.237.77.216|dover.idf.il SSL Wntraceabl e Connection - Qpen Mde None 1
46.121. 210. 163 |Israel 147.237.72. 166 |aka. i df . i | mkmak?ri Zf"ef f/rn;jtélog?fﬂ;/g?ﬁgglha'\f;;;?;‘_’gzgs acetbl der $bt nA udaBack |, o 1
157.55.39. 8 Lhited Sates |147.237.76.86 |navy.idf.il Lhaut hori zed URL Access to navy.idf.il/nain/giyus/ giyus/ general . aspx Bl ock 1
109. 253. 138. 135|I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Gode B ock 1
199.59. 148. 211 |United Sates [147. 237. 77. 216 |dover. i df . i | m“itgfo_ri'lzli? pL_j:t_of‘;;Z/sfsi Itgs/ 6/ i 2622080/ 16838, pg Bl ock 1
169. 229. 3. 91 Lhited Sates |147.237.76.42 |refuah.idf.il NLLL Character in Method Bl ock 1
66.249.78.137 |lhited Sates [147.237.76.86 |navy.idf.il m“:]g\?;.'izd?‘iﬁeﬁcpf;szs/tsohare 4 user cont ol header upper Bl ock 1
46.116.29.249 |Israel 147.237.77.233|atal .i df .i o 230 19, 239 1194 et at ol - et Bock |1
148.251.21. 227 |Ger many 147.237.72. 156 |aman. i df . i | mugzz: izzfd_ ﬁcgﬁggf; égre/ doe. gt/ unde ned B ock 1
68.180.230. 224 |Uited Sates [147.237.76.31 [nakehal . idf.il [Mran® er Tpe Mo fé;;_”hgarﬁ’:k'\ﬁ;”'gspx Bock |1
182. 239. 101. 220|Hong Kong [147.237.77.216|dover.idf.il SSL Untraceabl e Gonnection - Protocol violation (SSL_GONN QLI ENT_HELLOQ [None 1
157. 55. 39. 39 Lhited Sates [147.237. 72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
46.121.210. 163 |Israel 147.237.72. 166 |aka. i df . i | Hgkmakfrizfmﬁ Tr/ n;f LIOS?;L;O;T d‘;'}“gﬁ’;ﬁ?‘;hzgg(“em' der $bt nAtudaPrint 1\ o 1
109. 253. 146. 50 |l srael 147.237.77.233|atal .idf.il Paraneter Type Mol ation search in ww atal .idf.il/1440-he/ atal . aspx B ock 1
37.26.149.231 [Israel 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock 1
207.46.13.108 |[thited Sates |147.237.76.31 |nakchal .idf.il |Wauthorized URL Access to 147.237.76.31/robots. txt B ock 1
66.249.78.236 |Wnited Sates |147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ styl e/ shar ed/ | ayout 2. css B ock 1
46.117. 123. 149 |israel 147.237.72. 166 |aka. i df . i | mngkm:.??ﬁ;g nlclgg?;‘jtgangfgzﬁgfcphsaChar$°t' 7Sin None 1
148.251. 21. 227 |Ger many 147.237.77. 233 (atal .1 df .| mu;tha?r.lizd?.ji Ilﬂ_er;":):lcaetsess/ts?lar ed/ user cont r ol s/ header upper / Bl ock !
31. 168. 23. 60 I srael 147.237.77.216|dover. i df . i | Mil tipl e Unaut horized URL Access from 31. 168. 23. 60 B ock 1
37.46.42.52 | srael 147.237.72.166|aka. i df . i | Uhaut hori zed URL Access to waw aka. i df.il/mai n/ sachar/undefined B ock 1
Unknown Par anet er
212.76.102. 163 |[Israel 147.237.72. 166 [aka. i df . i | ct 1 00$ct | 00$cphMvai n$TochenP! aceHol der $quest i onUpdat e$t xt @ her Quest i on |None 1
in ww aka.idf.il/nain/giyus/fag. aspx
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