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|Top Attackers | n DDoS- Def ence |
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Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action |Count |
184. 105. 139. 78 Lhited Sates 147.237.77. 74 lawidf.il Block Np All Net drop 1
222.223.122. 86 Chi na 147.237. 0. 200 mu. i df . i | Invalid TGP H ags dr op 1
184. 105. 139. 106 Lhited Sates 147.237.0. 16 ny- kosher-kravi .idf.il B ock Np All Net drop 1
123. 203. 72. 247 Hong Kong 147.237.77. 233 atal.idf.il Block Udp All Nets drop 1
198. 23. 165. 141 Lhited Sates 147.237.72. 14 dover.idf.il (ol d) B ock Np Al Net drop 1
123. 203. 72. 247 Hong Kong 147.237.77. 234 hal ag.idf.il Bl ock_Ulp Al _Nets drop 1
216. 218. 206. 105 Lhited Sates 147. 237. 72. 166 aka.idf.il ock Wip Al Nets drop 1
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|Top Attackers In IPS|

|Attacker Qount ry

Attacker Address

Target Address

|Site

|Sgnature

Devi ce Action |Count

2.54.174. 214 I srael 147.237.0. 34 ti kshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 2
46.117.234.33 I srael 147.237.0. 34 tikshuv.idf.il |CL000138: HITP. prefix 1.01 in the URL Bl ock 1
106. 38. 241. 106 Chi na 147.237.77. 216 dover.idf.il C1000071: HTTP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry |Signature

46.60.30.111  |147.237.77.176 ?Cis;iig;a” Territory, | et pash.idf . il ET SCAN NVAP -SA (2) 4
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent

109. 253. 202. 131|147. 237. 77. 233 |l sr ael atal.idf.il EI' DOS Large amount of TCP ZeroWndow - Possi bl e 2

Nki |l er2 DDos attack
93.174.93.144 |147.237.76.38 |Netherlands eeneitav.idf.il ET SCAN NVAP -sS w ndow 1024 1
59. 45. 79. 117 147. 237. 77. 233 |Chi na atal.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237. 76. 147 [Chi na chi nuch. aka. i df .i | ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237. 72. 167 [Chi na i shurimaka.idf.il ET SCAN Potential SSH Scan 1
218. 246. 0. 97 147. 237. 76. 177 |Chi na ncore.idf.il ET SCAN NVAP -sS wi ndow 1024 1
5.17.146. 226 147.237.0. 34 Russi an Federation tikshuv.idf.il ET SOAN Behavi oral Lhusual | y fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force

198. 180. 198. 185|147. 237.0. 15 |Lhited Sates kosher -kravi .idf.il ET SCAN NMAP -sS wi ndow 3072 1
104.215.89.20 |147.237.77.170|thited Sates maar achot . i df . i | ET SCAN NVAP -sS wi ndow 1024 1
93.174.93.144 |147.237.77. 226 |Net her| ands ww chanat z. aka. i df.i | |ET SCAN NVAP -sS w ndow 1024 1
59. 45. 79. 117 147.237. 77. 234 |Chi na hal ag.idf . il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.77.61 |China e.cogat.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.72. 217 |Chi na eidf.il ET SCAN Potential SSH Scan 1
198. 180. 198. 185|147. 237.0. 15 |Lhited Sates kosher -kravi .idf.il ET SCAN NMAP -sS wi ndow 4096 1
104.215.89. 20 |147.237.77.170|thited Sates maar achot . i df . i | ET SCAN NVAP -sS wi ndow 3072 1
93.174.93.144 |147.237.77. 235 |Net her| ands sviva.idf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Addr ess ‘Ste ‘Signature
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 31
Sreamng Engine: TCP Invalid i i ssi
109, 253. 138. 1351 sr ael 147. 237.77. 243 |nubi l e.i df .i 9 =g Inval id segnent retransmssion. |y, 30
Ret r ansni ssi on Packet dr opped.
80.246.133.3  |Israel 147.237.77. 234 |ndl ag.icf.il  |Bad TOP sequence S retransnt wth different monitor |28
W ndow scal e
Sreamng Engine: TCP Invalid i i ssi
185. 120. 126. 24 147. 237.77. 243 |nubi l e.i df .i 9 =g Inval id segnent retransmssion. |y, 24
Ret r ansni ssi on Packet dr opped.
68.180. 228. 109 |ULhited Sates 147.237.0.34 |tikshuv.idf.il [drop SAMrul e drop 16
24.5.191. 130 Lhited Sates 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout aert 12
24.5.191. 130 Lhited Sates 147.237.77.216|dover.idf.il |SYN At tack SYN -> SYN ACK -> Ti meout rej ect 12
reanming BEngine: TCP Invali i i sSi
2.52.137.76 I'sr ael 147. 237, 76. 200 [ei tan aka i of .| | SAM NG Engine: TCP Invalid - finvalid segnent retransmssion drop 12
Ret ransm ssi on Packet dr opped.
} . . SYNWACKK retransmt with .
24.5.191. 130 Lhited Sates 147.237.77. 216 |dover.idf.il |Bad TCP sequence different w ndow scal e noni t or 12
109. 253. 202. 131 |l srael 147.237.77.233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 9
46.60.30. 111  |Aestinan Territory.l, 47 37 77,176 |natpash. i cf. i1 |dr op Frst packet isn't SN drop 8
Qccupi ed
109. 253. 202. 131 |l srael 147.237.77.233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber alert 8
176.13.20.254  |Israel 147.237.77. 234 |ndl ag.iof .11 [Bad TOP sequence SWretransmt with different monitor 6
w ndow scal e
46. 19. 85. 196 I srael 147.237.76.86 |navy.idf.il |Bad TCP sequence I'nval i d ACK nunber alert
46. 19. 85. 196 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invali d ACK nunber noni t or
Sreamng Engine: TCP Invalid i i ssi
109. 253. 205. 1581 sr ael 147. 237.77. 243 |mwbi l e, i f . 9 =g Invalid segnent retransmssion. |, 6
Ret r ansn ssi on Packet dr opped.
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 6
2.54.38.218 I srael 147.237.77.216|dover.idf.il |SYN At tack SYN -> SYN-ACK -> RST rej ect 5
195. 34.150. 18  |Austria 147.237.77. 216 |dover.idf.il |Bl ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor |4
37.26.149.158 |Israel 147.237.0.34 |tikshuv.idf.il |SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
reamn ine: TCP Invali i i ssi
79. 176. 209. 166 |Israel 147, 237.72. 166 |aka a1 | €AM NG Engine: TCP Invalid finvalid segnent retransmssion drop 3
Ret r ansn ssi on Packet dr opped.
94.77.196. 82 Saudi Arabia 147.237.77. 216 |dover.idf.il |Bl ock HTTP Non Conpl i ant Fai | ed to handl e connection data |nonitor 3
reanming BEngine: TCP Invali i i sSi
37.26.149.167 |israel 147.237.72. 166 |aka i i1 | €AM NG Engine: TCP Invalid finvalid segnent retransnssion drop 3
Ret ransnm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
2.54.7.25 I'srael 147.237.72. 166 |aka i df .i 9 =g Inval id segnent retransmssion. |y, 3
Ret r ansni ssi on Packet dr opped.
85. 65. 54. 114 I srael 147.237.76.86 |navy.idf.il |Bad TCP sequence I'nval i d ACK nunber aert 3
Sreamng Engine: TCP Invalid i i ssi
79.179.53.226 | srael 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansn ssi on Packet dr opped.
94.230. 86. 246 |l srael 147.237.77. 176 |matpash.idf .il |Bad TCP sequence Inval i d ACK nunber moni t or 3
Sreanming Engine: TGP Invalid i i ssi
2.54.10. 147 I srael 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. |, 3
Ret r ansn ssi on Packet dr opped.
85. 65. 54. 114 I srael 147.237.76.86 |navy.idf.il |Bad TCP sequence I'nval i d ACK nunber noni t or
79.182.53.99 | srael 147.237.72. 166 |aka.idf .il dr op First packet isn't SN drop
Sreamng Engine: TCP Invalid i i ssi
2.52.46. 107 I'srael 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansn ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i sSi
84.228.252.26 |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. |, 3
Ret ransni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
77.125.143. 168 | srael 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansn ssi on Packet dr opped.
84.94. 66. 175 I srael 147.237.76.86 |navy.idf.il |Bad TCP sequence I'nval i d ACK nunber alert 3
Sreanming Engine: TGP Invalid i i ssi
79.182.115.89 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. | o 3
Ret r ansn ssi on Packet dr opped.
77.127.65.210 |lsrael 147.237.72. 166 |aka. i df il SYN Attack SYN -> SYN ACK -> Ti meout rej ect 3
Sreanming Engine: TGP Invalid i i ssi
62.219. 130. 208 |israel 147.237. 72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. | o 3
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
87.68.156.69  |Israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TGP Invalid i i ssi
176.13.18.244 | srael 147. 237. 72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. | o 3
Ret ransm ssi on Packet dr opped.
84.94. 66. 175 I srael 147.237.76.86 |navy.idf.il |Bad TCP sequence Invalid AGK nunber nonitor |3
Sreaming Engine: TGP Invalid i i sSi
79.183. 149. 199 |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. |, 3
Ret ransn ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
2.52.173.255  |israel 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansn ssi on Packet dr opped.
5.22.131.85 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or
109. 186. 190. 138! srael 147.237.72.156 |anan.idf.il  |Bad TCP sequence Invalid AGK nunber alert
s SYNretransmt wth different .
46.19. 85. 157 I srael 147.237.77.233|atal .idf.il  |Bad TCP sequence i ndow scal nonitor |2
46. 19. 86. 106 I srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 2
31.210.188.28 |[Israel 147.237.72. 166 |aka. i df .i Bad TCP sequence Invalid AGK nunber nonitor |2
109. 186. 190. 138|l srael 147.237.72.156 |anan.idf.il  |Bad TCP sequence I'nval i d ACK nunber nonitor |2
46.117.60.216 [l srael 147.237.72. 166 |aka. i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 2
185. 89. 217. 234 147.237.76.86 [navy.idf.il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data [nonitor 2
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Action ‘Count
46. 19. 85. 93 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Gode Bl ock 156
80. 246. 137. 239 |[lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 96
2.54.142. 74 I srael 147.237.0.19 |[madi matal .idf.il D stributed Suspici ous Response Code B ock 27
46. 19. 85. 176 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Gode Bl ock 20
185. 120. 126. 24 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Code B ock 8
109. 253. 138. 135]I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 7
46.119. 123. 238 |lkraine 147.237.77. 216 |dover.i df . i | Uhaut hori zed URL Access to v idf.il/nazi/ B ock 5
64.71.32.19 Lhited Sates [147.237.72.166|aka.idf.il Mil ti pl e Unaut hori zed URL Access from 64. 71.32. 19 B ock 3
128.177. 161. 186|United Sates |147.237.77. 216 |dover. i df . | | PorareLer Type o ot Joz’;rc_t;sogf&m ent P acetbl der 19txt Enai | in Bock |2
2.54.145. 179 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Cpen Mde None
31.168.21. 77 I srael 147.237.77. 216 |dover.idf . il Dstributed Waut hori zed URL Access on waw idf.il/error.htm B ock
31.168. 21. 80 I srael 147.237.77.216|dover.idf .il Distributed Whaut hori zed URL Access on waw idf.il/error.htm Bl ock
176.13.20.254  |Israel 147.237.77. 234 |hal ag.i df . i | i;t r2i3l;l.n7$(.j2?217?;:3257(;?1‘3%/@?5?3; fgi . Bock |1
103. 14. 60. 219  |Phili ppi nes 147.237.77.74 [lawidf.il PHP Att enpt B ock 1
66. 249. 69. 89 Lhited Sates [147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/robot s. t xt B ock 1
199. 30. 25. 107 [nited Sates [147.237.77.216|dover. i df.i | Uhaut hori zed LRL Access to wawidf.il/error. htm B ock 1
109. 253. 205. 158]I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 1
37.26.147.247 |lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
184.105. 247. 195|thited Sates |147.237.72.167(i shurimaka.idf.il |Wauthorized URL Access to 147.237.72. 167/ B ock 1
103. 14. 60. 219  |Phili ppi nes 147.237.77.74 [lawidf.il Unaut hori zed URL Access to wuw | aw i df.il/xmrpc. php B ock 1
66. 249. 69. 97 Lhited Sates [147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237. 77. 233/ 1486- he/ at al . aspx Bl ock 1
Uhaut hori zed URL Access to
213.151. 49. 238 [Israel 147.237.72. 166 [aka. i df . i | wan aka. i df . i | / &sa=u&ved=0ahukew srp- 1 -j t| ahw gj okhudcc_wgf ggnm|Bl ock 1
aa&usg=af gj cnh4ucr 3bgpnkvh4yz9t 7j scut sl oq
46.19. 85. 157 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ at al . aspx B ock 1
84.112.185.114 |Austria 147.237.77. 216 |dover.idf .il Uhaut hori zed LRL Access to waw i df .il/newsitel hebrew main. asp B ock 1
64.71.32.19 Lhited Sates [147.237.72.166|aka.idf.il Uhaut hori zed URL Access to aka.idf.il/wp-adnin/ B ock 1
37.26.149.252 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mode None 1
185. 89, 217. 224 147.237.76.31 |nakchal .idf.il mhikﬁi?vf d??tl /E.j.r/eicrtr;’égs/share 4 hone. prg Bock |1
109. 65. 141. 167 |l srael 147.237.0.19 |nadimatal .idf.il SSL Wntraceabl e Connection - Qpen Mde None
69.197.169.202 [nited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df.il/english/nain. htni B ock 1
Unhaut hori zed URL Access to
213.151. 49. 238 |l srael 147.237.77. 216 |dover . i df . i | ww i df . i |/ 1361- 10625- he/ dover . aspx&a=u&ed=0ahukew srp-|-jtla|B ock 1
hwi gj okhudcc_wagf ggynai &usg=af gj cnf _b016r nndj af ppgl xngf | i 8dubw
148. 251. 21. 227 |Ger many 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to www aka. i df.il/main/gi yus/ MK B ock 1
85. 64. 68. 83 I srael 147.237.76. 42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ styl e/ shared/ text . css B ock 1
66. 249. 66. 69 Uited Sates 147.237.77. 176 |nat paSh' idf.il vh;\:\tu(tzzggtl .Zie(;:‘ .L{'?;tizcn(;)Ierets?shar ed/ user cont r ol s/ pronot i oncube/ Bl ock !
38.111.147.88 |lhited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw i df.il/894-he B ock 1
185. 89. 217. 230 147.237.76.86 |navy.idf.il o L]Zvcb?‘;ef oot _?irrf;;g;}’shar ed home. png Bock |1
74.82.47.2 Wited Sates [147.237.0.16 ?yl lkosher—kr AV T thori zed URL Access to 147. 237. 0. 16/ Bock |1
46.117.30.165 | srael 147.237.77. 234 |hal ag.i df . | ﬂ?_“tzgg_r;;e;zﬁ‘n:gg;sssh;oe &/ bul et 1. i Bock |1
157.55.39. 164 |Uited Sates [147.237.72. 156 [anan. i df.il Uhaut hori zed URL Access to list.ips.gov.il/robots. txt B ock 1
93. 158. 152. 52 gs::;”i on 147.237.77. 216 |dover. i df . i| Distributed Whauthorized URL Access on www i df . il/894-he B ock 1
66. 249. 69. 81 Lhited Sates [147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1321- he/ at al . aspx B ock 1
40.77.167.3 Lhited Sates [147.237.77.216|dover.idf.il Dstributed Lhauthori zed URL Access on wwwvidf.il/error. htm B ock 1
109. 253. 202. 1311 srael 147.237.77. 233 atal . i df . | e Jhaut horized WL et Bock |1
80.246.133.3 | srael 147.237.77. 234 |hal ag.i df . i | i;t r2i3l;l.n7$(.j2?217?;:3257(;?1‘3%/@?5?3; fgi . Bock |1
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