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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

Target Address

Site

|Signature

Device Action

Count

184. 105. 139. 120 Lhited Sates 147.237.77.61 e.cogat.idf.il B ock Np Al Net dr op 1
123.193. 230. 197 Tai wan 147.237.77.179 e nazi.idf.il B ock_Udp All _Nets dr op 1
184. 105. 139. 120 Lhited Sates 147.237.77.179 e nazi.idf.il Bock Np Al Net drop 1
184. 105. 139. 76 Lhited Sates 147.237.72. 14 dover.idf.il (ol d) B ock Np Al Net drop 1
185. 35. 62. 160 Sii t zer| and 147.237.77.170 naar achot . i df .i | B ock_Udp Al Nets drop 1
184. 105. 139. 96 Lhited Sates 147.237.77.121 e navy.idf.il B ock Np Al _Net drop 1
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|Top Attackers In IPS|

Attacker Address
68. 180. 228. 109

‘ Attacker Qountry

Lhited Sates

Target Address
147.237.0.34

\Site
tikshuv.idf.il

| Sgnature
C1000138:

Devi ce Action

‘Count

HITP. prefix 1.01 in the URL B ock 18
62.23.151. 215 Lhi ted Ki ngdom 147.237.72. 166 aka.idf.il C1000016: HTTP. adnministrator in LR B ock 1
66. 249. 65. 248 | srael 147.237.0. 34 tikshuv.idf.il |CL000138: HITP. prefix 1.01 in the LR Bl ock 1
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|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature
195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
59.27.101.108 |147.237.0,17 |KOrea Republic| o\ cher kravi.idh.il ET SI‘AN Behavi oral Uusual |y fast inbound Tel net Gonnecti ons, 1
of Potential Scan or Brute Force
187,16, 253. 2 147 237 76.30 |mrasil hivmsh i df i ET SCAN Behavi oral Uhusual Iy fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
185.130.5.179 |147.237.77.178 e. mat pash. i df . i ET SCAN Potential SSH Scan 1
185.130.5.179  |[147.237.8.27 e.nadimatal .idf.il ET SCAN Potential SSH Scan 1
180.97.81. 71 147.237.77.61 |China e.cogat.idf.il ET SCAN Potential SSH Scan 1
138, 121 90. 227 |147. 237 76. 30 Himsh i df | ET SI‘AN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
93.174.93.144 [147.237. 72. 156 |Net her| ands anan. i df.il ET SCAN NMAP -sS wi ndow 1024 1
66.249. 78.165 |147.237.72.166 |Uhited Sates |aka idf.il SERVER APAO_E Apac-he mod_ss|non- S connection to SS 1
port denial of service attenpt
62.23.151.215 |147.237.72.166 E?ir:;gom aka.idf.il Tehila - Perl LWP with fake user agent 1
193. 105. 134. 220|147. 237. 72. 166 |Sweden aka idf.il ET SCAN NVAP -sS wi ndow 1024 1
185.130.5.179 |147.237.77. 205 prisha.idf.il ET SCAN Potential SSH Scan 1
185.130.5.179 |147.237. 76. 197 e. hinush.idf.il ET SCAN Potential SSH Scan 1
180. 150. 177. 188|147. 237. 76. 44 |Chi na e.refuah.idf.il ET SCAN NVAP -sS wi ndow 1024 1
161.53.9.178 147.237.72. 166 |Qoatia aka.idf.il Tehila - Perl LWP wth fake user agent 1
108. 61. 228. 113 |147.237.76.30 |lhited Sates |hirmush.idf.il ET SCAN NMAP -sS wi ndow 1024 1
93.174.93.144 [147.237.8.14 |Netherlands e.orchot.idf.il ET SCAN Potential SSH Scan 1
62.210.189. 248 |(147.237.77.74 |France lawidf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |[Ste Signature
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
68.180.228.109 |Lhited Sates  |147.237.0.34 |[tikshuv.idf.il dr op SAMrul e drop 18
119. 139. 136.87 |china 147. 237. 77. 216 |dover i df i Bad TCP sequence S retransmt wth different monitor  [7
w ndow scal e
5.102. 254.176 |Israel 147.237.72. 166 |aka i df .| Bad TCP sequence Invalid ACK nunber noni t or
212. 143.142.56 |lsrael 147.237. 77. 216 |dover.idf.il drop First packet isn't SYN drop
195.34.150.18 |Austria 147.237.77. 216 |dover.idf i | B ock HTTP Non Conpli ant Fai l ed to handl e connection data  [ronitor
Sreaning Engine: TGP Invalid ' i ssi
109. 67. 209. 145 |Israel 147. 237. 72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
2.54. 59, 232 I srael 147. 237.72. 166 |aka i df . i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid ' i ssi
2.54.136. 31 I'srael 147. 237. 72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
94.77.196. 82 Saudi Arabia 147.237.77. 216 |dover.idf.i | Bl ock HTTP Non Conpl i ant Failed to handl e connection data [monitor 3
Sreanming Engine: TCP Invalid i i sSi
46. 19. 86. 69 I srael 147. 237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
46.19. 86. 71 I srael 147.237.72. 166 |aka i df . 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i sSi
109.67.12.37  |Israel 147. 237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
79.176.57.202 |Israel 147.237.72. 166 |aka i df . 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i sSi
172.98. 67. 17 147. 237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
s SN retransmit wth different
78.40.177.35  |Lebanon 147. 237. 77. 216 |dover . i df .| Bad TCP sequence i ndow senl 6 alert 2
78.40.177.35  |Lebanon 147. 237.77. 216 |dover. i df .i | Bad TCP sequence S retransmt with different monitor |2
w ndow scal e
Sreamng Engine: TCP Invalid i i ssi
204.12.251.37 |Wited Sates |147.237.72. 166 |aka idf.il 9 =9 Invalid segnent retransmssion. g 2
Ret r ansni ssi on Packet dropped.
184.105.139.92 |wnited Sates [147.237.8.27 |e.nadimatal.idf.i|Geo-1 ocation enf or cenent Sﬁ?o'rggi'n?n  nbound drop 1
141.212. 122. 154|Wnited Sates  |147.237. 77. 121 |e. navy. i of . | Geo- | ocati on enf or cenment gﬁ;’;ggi'mon I nbound drop 1
80. 178. 195. 212 |Israel 147. 237. 77. 216 |dover . i df .| SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
184.168.152.7 |Wited Sates |147.237.76.86 |navy.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  [ronitor
176.13.16.174 |lIsrael 147.237.72.166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber noni t or
141.212. 122. 148|wnited Sates  |147.237.77.227|e.hanaz.idf.i1  |[Geo-1 ocati on enf or cement Sﬁ?o'rggi'n?n  nbound drop 1
95.67. 249, 243  [WSSIan 147.237.76.44 |erefuah.idf.il  |[Geo-1 ocation enf or cenent Geo- ocati on i nbound dro 1
U ) Federati on ) T ) o enf or cenent P
74.82.47.35 Lited Sates  [147.237.76.202|e.halag.idf.il  |Geo- | ocati on enf or cement Geo-| ocati on i nbound drop 1
enf or cenent
184.105.139. 92 |Wiited Sates |147.237.72.217|e.idf.il Geo- | ocati on enf or cement Geo-I ocat i on i nbound drop 1
enf or cenent
141.212. 122, 155|Wnited Sates  |147.237.77. 121 |e. navy. i df .l Geo- | ocati on enf or cenment Sﬁ?o'rggi'n?n  nbound drop 1
185. 106. 92. 164 147.237.77.74 |lawidf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 1
84.108. 106. 152 [lIsrael 147.237.77. 233 |atal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
46. 19. 86. 20 | srael 147.237.72. 156 |anan.i df .i | Bad TCP sequence Inval id ACK nunber noni t or 1
178.32.97.184 |France 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  |ronitor 1
141.212.122. 149|Wnited Sates  |147.237.77.227|e.hanaz.idf.i1  |[Geo-1 ocation enf or cement Sﬁ?olrgf}i:]?”  nbound drop 1
106. 38. 241. 106 |Chi na 147.237.72. 166 |aka. i df .i dr op SAMrul e drop 1
216.218. 206. 110|tited Sates  [147.237. 77. 121 |e. navy.i of i | Geo- | ocati on enf or cenent Sﬁ?olrgzi'n?” i nbound drop 1
184.105. 139. 110|Wnited Sates  |147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 155|hited Sates  |147.237.77. 234 |hal ag.idf. il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
119. 139. 136. 87 [China 147.237.77. 216 |dover.idf.i| D rectory Traversal directory traversal overflow noni t or 1
184.105.139. 71 |Wnited Sates |147.237.77.19 |lawforumidf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 152|hited Sates  |147.237. 72. 167 |i shuri maka. i of . i1|SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
106. 38. 241. 106 |Chi na 147.237.77. 216 |dover.idf.il drop SAMrul e drop 1
216. 218. 206. 116|tnited Sates  [|147.237.8.28 |e.nobile-ks.idf.il|Geo-1 ocation enf or cenent gﬁ?:r(cjgilmon I nbound drop 1
184. 105. 247. 215|Wnited Sates  |147.237.8.27 |e.nadimatal .idf.i|Geo-1 ocation enf or cenent Sﬁ?;}:g;i'r]to” i nbound drop 1
141.212. 122. 156|Wnited Sates  [147.237.77. 234 |hal ag.i df . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122.73 |Wited Sates  |147.237.72.217 e idf.il Geo- | ocati on enf or cenent Geo-I ocat i on i nbound drop 1
enf or cenent
95. 67. 249. 243 R‘SIS::I”im 147.237.76.38 |e.e.meitav.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
105.62.53. 168  |USSI &N 147.237.77. 121 e navy. i df .1 Geo-1 ocati on enf or cenent Geo- ocati on i nbound dro 1
T Federation ) o Sy 1 at. enf or cenent P
184.105. 139. 80 |Wnited Sates [147.237.0.33 |idf.il drop drop 1
141.212.122. 153|Uhited Sates  |147.237. 72. 167 |i shuri maka. i of . i1|SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
218.22.211.69 |China 147.237.76.30 |himush.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
46.19. 85. 45 I srael 147.237.0.19 [nadimatal .idf.il [Suspicious Response Code B ock 13
. . Unaut hori zed URL Access to
5.28. 156. 213 | sr ael 147.237.77.234|hal ag. i df . i | ww | ogi sti cs. atal i df .1 1/ si ze100x0/ si p st or age Bl ock 2
107.167.83.61 |lhited Sates 147.237.77.216|dover.i df . il D stributed Lhauthori zed URL Access on v idf.il/error. htm B ock 2
107.178.104.83 |Uited Sates  |147.237.77.216|dover.idf .il D stributed Uhaut hori zed URL Access on wawidf.il/error.htm Bl ock 2
62.23.151.215 |United Ki ngdom|147.237.72.166|aka.idf.il Uhaut hori zed URL Access to aka.idf.il/wp-1ogin. php B ock 1
157.55.39.105 |uited Sates 147.237.77.216|dover.i df . il D stributed Lhauthori zed URL Access on v i df.il/error. htm B ock 1
. . Unknown Paraneter _ M EWSTATEENCRYPTED i n
82.81.18.114 | sr ael 147.237.72. 166 aka. i df . i | ww aka. i df . i | / mai n/ sachar/ decl ar at i onexpl anat i on. aspx None !
66. 249. 69. 26 Uhited Sates  |147.237.77.216|dover.idf .il Uhaut hori zed URL Access to waw i df.il/geut/english/index. htm&gt  [B ock
207.46.13.104 |lhited Sates |147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77. 233/ Bl ock
107.178. 104. 104|United Sates  [147.237.77.216|dover.idf .il D stributed Uhaut hori zed URL Access on waidf.il/error. htm Bl ock 1
] . . S Uhtraceabl e Gonnection - Protocol violation
66.249.78.165 |Lhited Sates  |147.237.72.166(aka. i df.i | (SSL CONN LI ENT FELLO None 1
66. 249. 64. 48 Lhited Sates 147.237.77. 170 |naar achot . i df . i | Unaut hori zed URL Access to 147.237.77.170/ pdf/fil es/ 4/ 106304. pdf |B ock 1
157.55.39.107 |Uhited Sates 147.237.77.216|dover. i df . il D stributed Lhauthori zed URL Access on www i df.il/error. htm B ock 1
84.94.63.157  |Israel 147. 237.72. 166 |aka. i df . i | Wnknown Paramet er _\ BASTATEENCRYPTED | n None 1
v aka. i df . i | / mai n/ sachar/ pi r suneynof et . aspx
: . . Unaut hori zed URL Access to
66.249.69.32  |wnited Sates  |147.237.77.216|dover. i df.il 147. 237,77, 216/ 1133. 20063 he/ i df gdover . aspx Bl ock 1
38.111.147.88 |Wnited Sates  [147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df.il/894-he B ock 1
107.189. 166. 21 |Uited Sates  |147.237.77.216|dover.idf.il Lhaut hori zed URL Access to waw idf.il/error. htm Bl ock 1
68.180.228.112 [wnited Sates  [147.237.77.216|dover.idf .i | Ml ti pl e Uhaut horized URL Access from 68. 180. 228. 112 B ock 1
66. 249. 64. 53 Lhited Sates 147.237.77. 170 [naar achot . i df . i | Unhaut hori zed URL Access to 147.237.77.170/ pdf/fil es/ 5/ 105975. pdf |B ock 1
157.55.39.108 |Uhited Sates 147.237.77.216|dover.i df . il D stributed Lhaut hori zed URL Access on www i df.il/error. htm B ock 1
. . Unaut hori zed URL Access to
84.108. 106. 152 |l srael 147.237.77.234|hal ag. i df . i | 147. 237. 77. 2341 i nages/ shar ed/ bul | et 1. gi f Bl ock 1
66. 249. 78. 51 Lhited Sates 147.237.77. 170 |naar achot . i df . i | Unaut hori zed URL Access to 147.237.77.170/ pdf/fil es/ 5/ 106865. pdf |B ock 1
. . . URL is Above Root Drectory
119. 139. 136. 87 |Chi na 147.237.77.216|dover.i df.il v df i1/ ../ shar ecl user cont rol s/ header upper/ Bl ock 1
68.180.228.112 |lhited Sates |147.237.77.216|dover.idf.il Uhaut hori zed LRL Access to ww i df .il/newsite/ hebrew mai n. asp Bl ock 1
66. 249. 66. 59 Lhited Sates  |147.237.77.176 |nat pash. i df . i | Unaut hori zed URL Access to 147.237.77. 176/ 901- ar/ cogat . aspx Bl ock 1
185. 25. 148. 240 |Pol and 147.237.0.15 |kosher-kravi . i df . i|Unhaut hori zed URL Access to testp4. pospr.waw pl / t est proxy. php B ock 1
66. 249. 78. 58 Lhited Sates 147.237.77. 170 [naar achot . i df . i | Uhaut hori zed URL Access to 147.237.77.170/ pdf/fil es/ 6/ 112126. pdf |B ock 1
62.23.151.215 |United Kingdom|147.237.72.166|aka.idf.il PHP At t enpt B ock 1
128. 69. 109. 102 F“Sf;;”i on 147.237.77. 216 |dover . i df . i | Unaut hor i zed URL Access to i idf.il/mazi' a=0 B ock 1
} . . Lhaut hori zed URL Access to
68.180.228.175 |lhited Sates [147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 994- 9696- he/ r ef uah. aspx B ock 1
66.249.66.169 |Lnited Sates  [147.237.72. 156 |anan. i df . il Uhaut hori zed URL Access to list.ips.gov.il/robots. txt B ock 1
199.30. 24.154 |thited Sates 147.237.77.216|dover.i df . il D stributed Lhauthori zed URL Access on v i df.il/error. htm B ock 1
66. 249. 78. 65 Lhited Sates 147.237.77. 170 |naar achot . i df . i | Unaut hori zed URL Access to 147.237.77.170/ pdf/fil es/ 4/ 112354. pdf |B ock 1
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