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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address  |Site

|Signature |Device Action  |Count |
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il ock Wp Al _Nets drop 2
208. 100. 26. 228 Lhited Sates 147.237.72. 156 anan.idf.il B ock Np Al Net drop 1
208. 100. 26. 228 Lhited Sates 147.237. 72. 167 ishurimaka.idf.il B ock Np All Net drop 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry Target Address |Site |S gnat ure Devi ce Action |Oount
62. 210. 143. 245 France 147.237.77. 216 dover.idf.il |CLO00074: HTTP. majestic bot B ock 2
176.9. 131. 69 Ger many 147.237.77. 216 dover.idf.il |CL000074: HTTP. najestic bot B ock 2
188. 165. 15. 44 France 147.237.72. 156 aman.idf.il C1000146: HITP.  AnrefBot craw er Bl ock 1
188. 165. 15. 59 France 147.237. 76. 86 navy.idf.il C1000146: HITP. AhrefBot craw er B ock 1
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|Top Attackers In |D|

‘ Target Address

A tacker
Count ry

Signature

195. 34. 150. 18 [147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4

185.130.5.173 [147.237.0.33 idf.il ET SCAN Potential VNC Scan 5900- 5920 1

146.185. 250, 2 |147. 237, 77. 216 |SS AN dover. i df il ET SCAN Potential SSH Scan 1
Feder at i on

120. 55. 90. 163 |147. 237. 76. 198 [Chi na e.yohalan.idf.il [ET SCAN NMVAP -sS wi ndow 1024 1

91. 230. 110. 131 [147. 237. 72. 166 gzz:;”ion aka idf.il ET DROP Spanhaus DRCP Listed Traffic | nbound 1

62.210. 142. 238 |147. 237. 76. 34 |France yohal an. i df .il ET SCAN NVAP -sS w ndow 1024 1

185.130.5.173 [147.237.0.35 akavs. i df . il ET SCAN Potential VNC Scan 5900- 5920 1

185.130. 5. 173 [147.237.0.19 madi matal .idf.il |ET SCAN Potential VNC Scan 5900- 5920 1

146.185.250. 2 |147. 237, 77. 121 |¥SS' & e navy.idf.il ET SCAN Potential SSH Scan 1
Feder at i on

108. 61. 228. 113 [147.237.0.15 |thited Sates kosher-kravi.idf.il |ET SCAN NVAP -sS wi ndow 1024 1

62. 210. 142. 238 |147. 237. 76. 39 |France nobi | e. nei tav.idf.i|ET SCAN NVAP -sS w ndow 1024 1

. .. |ET SCAN Behavi oral ULhusual Iy fast inbound Tel net Gonnecti ons,
186. 47.214. 66 |147.237.8.28 |Ecuador e.nobil e-ks.idf.il . 1
Potential Scan or Brute Force
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |[Ste Signature
41.33.231.90  |Egypt 147. 237. 77. 216 |dover. i df . il drop SAMrul e drop 29
107.167.98.43 |Uited Sates [147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 27
210.117. 199, 102[K" > PO 147 937 77 216 |dover.idf i1 Bad TCP sequence Inval i d AGK nunber moni tor |27
210. 117. 199. 102 ?re& Republ i 11 47 237.77. 216 |dover. i of i1 Bad TCP sequence Inval i d ACK nunber aert 14
114.38.65.89  |Tai ven 147.237. 77. 216 |dover . i df . i Bad TCP sequence S retransmt wth different oo g
w ndow scal e
195.34.150.18  |Austria 147. 237. 77. 216 |dover.idf .i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |monitor
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
Sreaning Engine: TQP Invalid i i sSi
79.179.109.90 |israel 147.237.72. 166 |aka. i df . i g =g Invalid segnent retransmssion. | o 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
2.54.31.105  |Israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i sSi
37.160. 135. 130 |France 147.237.72. 166 |aka. i df . i g =g Invalid segnent retransmssion. | o 3
Ret r ansmi ssi on Packet dropped.
94.77.196. 82 Saudi Arabia  |147.237.77. 216 |dover.idf. il Bl ock HTTP Non Conpli ant Failed to handl e connection data [nonitor 3
46. 165. 197. 141 |Ger nany 147.237.76.86 |navy.idf.il dr op SAMrul e drop 2
46. 165. 197. 141 |Ger many 147. 237. 77. 176 |mat pash. i of . i | drop SAMrul e drop 2
46. 165. 197. 141 |Ger many 147.237.77. 216 |dover.idf.il drop SAMrul e drop 2
188.50.196.90 |Saudi Arsbia  [147.237.77. 176 |nat pash.idf.il SYN Attack SYN -> SYN-ACK -> Timeout |reject 2
Sreanming Engine: TCP Invalid i i SSi
66.249.78.160 |Uhited Sates [147.237.72. 166 |aka i df.il 9 =g Invalid segnent retransmssion. |, 2
Ret r ansni ssi on Packet dropped.
89.138.72.137 |Israel 147.237.0.17 ;"I”Iy kosher-kravi.1d oy At t ack SYN -> SYN-ACK -> RST rej ect 1
74.82.47. 40 Lhited Sates |[147.237.0.19 |nadi matal.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
184.105.139. 72 |Uhited Sates [147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212. 122, 144|tited Sates [147.237.76.31 |nakchal .idf.il SYN Attack SYN - > SYN-ACK -> RST rej ect 1
188.48.218.166 |Saudi Arsbia  [147.237.77. 216 |dover.idf. il drop First packet isn't SN drop 1
69. 167.168. 241 |Uhited Sates |147.237.77. 216 |dover.idf. il Bl ock HTTP Non Conpli ant Failed to handl e connection data [monitor |1
141.212.122. 148|Wnited Sates |147.237.8.50 |e.tikshuv.idf.il Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
37.160. 135. 130 |France 147. 237.72. 166 |aka. i df . | Bad TCP sequence I'nval i d ACK nunber monitor |1
141.212.122.73 |Wited Sates |147.237.76. 201 [e. atal .idf . il Geo- | ocati on enf or cement Geo-I ocat i on i nbound drop 1
enf or cenent
91. 230. 110. 131 RJSIS:;”ion 147. 237.72. 166 |aka. i f . B ock HTTP Non Conpl i ant Failed to handl e connection data [menitor |1
Russi an R . Geo- | ocati on i nbound
195. 62. 53. 168 ot on 147. 237. 77. 212 |e. dover. i of . i1 Geo-| ocat i on enf or cerent onf or conent drop 1
74.82.47. 44 Lhited Sates |147.237.77. 121 |e. navy.idf. il Geo- | ocati on enf or cenment Geo-l ocati on i nbound drop 1
enf or cenent
184, 105. 139. 111|thited Sates [147.237. 77. 235 |sviva.idf .| SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212. 122, 145|tited Sates [147.237.0.16  |ny-kosher-kravi.idf.il |SYN Attack SYN - > SYN-ACK -> RST rej ect 1
216.218.206.98 |Wnited Sates |147.237.76.201|e. atal .idf.il Geo- | ocati on enf or cenent Geo-I ocati on i nbound drop 1
enf or cenent
85.65.3.7 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber alert 1
188. 48.218. 166 |[Saudi Arabia 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |reject 1
71.6.135.131 Lhited Sates |[147.237.77.61 |e.cogat.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |reject 1
141.212.122. 157|Wited Sates |147.237.76.44 |e.refuah.idf.il Geo- | ocati on enf or cenent ;?olr Sgi'mo” I nbound drop 1
141.212.122.74 |Wited Sates |147.237.76. 201 [e. atal .idf. il Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
199.30.24.150 |Wited Sates [147.237.77.233|atal.idf.il Bad TCP sequence I'nval i d ACK nunber nonitor |1
74.82.47.52 Lhited Sates |[147.237.77.235|sviva. idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 247. 219|Uhited Sates |147.237.72. 156 |anman. i df . il SYN At ack SYN -> SYN-ACK -> RST rej ect 1
141.212. 122, 145|tited Sates [147.237.76.31 |nakchal .idf.il SYN Attack SYN - > SYN-ACK -> RST rej ect 1
5. 39. 222. 159 Net her | ands 147.237.0.33 |idf.il drop drop 1
114.38.65.89  |Taiwan 147.237.77. 216 |dover.i df . i | Drectory Traversal directory traversa overflow monitor |1
216.218.206.98 |lhited Sates |147.237.77.227 |e hanaz.idf. il Geo- | ocati on enf or cenent ;?O'r Sgii'm(’” I nbound drop 1
85.65.3.7 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACGK nunber noni t or
188.50.196.90 |Saudi Arabia 147.237.77. 176 |nat pash. i df .i | drop First packet isn't SYN drop 1
74.82.47.38 Lhited Sates |[147.237.77.61 |e.cogat.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 158|Wited Sates |147.237.76.44 |e.refuah.idf.il Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
141.212.122. 74 |Uited Sates [147.237.77.234|halag.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
106. 38. 241. 106 |Chi na 147. 237. 72. 166 |aka.i df . i | drop SAMrul e drop 1
74.82.47.60 Lhited Sates |147.237.76.34 |yohalan.idf.il drop drop 1
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|Top Attackers In V\AF|

Devi ce

At acker .
‘Country Target Address |Site Sgnature Acti on ‘Count
Russi an . .
195. 91. 212. 123 . 147.237.72. 166 [aka. i df . i | PHP At t enpt Bl ock 6
Federation
134. 249. 54. 139 |kr ai ne 147.237.77.216|dover. i df . il Uhaut hori zed LRL Access to www idf.il/nazi/ B ock 6
195. 91. 212. 123 g;;:t”l o 147.237.72. 166 |aka. i df . i | Mul tipl e Unaut hori zed URL Access from 195.91.212. 123 B ock 5
46.118. 155. 216 |krai ne 147.237.77.216|dover . i df . i Mil ti pl e Unaut hori zed URL Access from 46, 118. 155. 216 Bl ock 3
78.40.177.35 |Lebanon 147.237.77.216|dover.idf .il Unhaut hori zed URL Access to 147.237.77. 216/ favi con. i co Bl ock 1
46. 118. 155. 216 |krai ne 147.237.77. 216 |dover.i df . il Unaut hori zed URL Access to waw i df.il/xnirpc. php Bl ock 1
i - kosher - kravi . i df
178. 255. 87. 242 E?';;gom 147.237.0.16 niyl naut hor i zed URL Access to 147.237.0. 16/ robots. t xt B ock 1
. . - Uhaut hori zed URL Access to
66.249.78.51 |Wnited Sates |147.237.77.170 |mmar achot . i df .i | 147, 237.77. 1701 pdf /1 | es/ 3/ 111543, pdf B ock 1
91. 230. 110. 131 :3:;; on 147.237.72. 166 |aka. i df . i | Unaut hori zed Method HEAD for www aka.idf.il/mai n/ gi yus/ B ock 1
50. 162. 186. 231 |Lhited Sates [147.237.77.216|dover.idf .il SSL Untraceabl e Connection - Qpen Mde None 1
] ] . Uhaut hori zed URL Access to
178.255. 215. 87 | France 147.237.76. 147 chi nuch. aka. i df . i ww chi nuch. aka. i df . i1/tenpl at es/ shar ed/ user cont r ol s/ header upper/ Bl ock !
66.249.78.58 |lhited Sates |147.237.77.170|mamar achot . i df . i | Unaut hori zed URL Access to 147.237.77. 170/ robot s. t xt Bl ock 1
5.29.33.173  |Israel 147.237.72. 166 |aka. i df . i | Wnknown Pararet er ct|00Sct| 003cphii n$cphSachar $ct1 13 in None 1
ww aka. i df . i | / nai n/ sachar/ paysl i ps. aspx
195.91. 212. 123 ?g;:;;“l o 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to ww aka. i df . il/nain/giyus/index. php  |B ock 1
. . . URL is Above Root Drectory
114.38.65.89 [Tai wan 147.237.77.216|dover.idf .l v df i1/ ./ shar e user cont rol s/ header upper/ B ock 1
66.249.64.51 |thited Sates |[147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ styl e/ shared/reset.css  |B ock 1
184.157.12. 211 |Lhited Sates |147.237.77.216|dover.idf.il Lht raceabl e SSL Sessi ons: (pen Mbde None
Uhaut hori zed URL Access to
66.249.78.236 |Lhited Sates |[147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ shared/ cl i ent scri pt s/ i magevi deogal | eryl obby/ i nagevi d Bl ock 1
eogal | eryl obby. j s
198.20.69.74 |[Lhited Sates [147.237.76.86 [navy.idf.il Uhaut hori zed URL Access to 147.237. 76. 86/ robot s. txt B ock 1
Russi an . . Uhaut hori zed URL Access to
130.193. 50. 33 Feder ati on 147.237.77.74 [lawidf. il vwwy | aw i df . i | /tenpl at es/ t enpl at econt r ol s/ news/ NXONN NANDY Bl ock !
66.249.64.56 |lLhited Sates [147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237. 76. 42/ webr esour ce. axd B ock 1
185. 118. 27. 15 147.237.77.216|dover.idf .l Unhaut hori zed URL Access to 147.237.77. 216/ Bl ock 1
66.249.78.242 |thited Sates |[147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ styl e/ 1. he/ | angstyl e. css |B ock 1
46.118. 155. 216 |krai ne 147.237.77.216|dover. i df . il PHP Att enpt B ock 1
. . . Uhaut hori zed URL Access to
66.249.64.58 |Lhited Sates |[147.237.77.170|mamar achot . i df . i | 147. 237.77. 1701 pdf /1 | es/ 6/ 109176, pdf B ock 1
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