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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address Site Signature Device Action |Count
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il Bl ock_UWp Al _Nets drop 1
120.212. 163. 253 Chi na 147.237. 8. 45 e.eitan.idf.il B ock_Udp Al _Nets dr op 1
198. 23. 165. 141 Lhited Sates 147.237.77.212 e.dover.idf.il Bock Np Al Net drop 1
104. 245. 97. 224 147.237.0. 35 akavs. i df i Block Np All Nt drop 1
175. 214. 95. 78 Korea, Republic of 147.237.76. 177 ncore.idf.il Bl ock Wp Al Nets drop 1
198. 23. 190. 39 Lhited Sates 147. 237. 0. 200 rdu. i of i | Bock Np Al Net drop 1
104. 245, 97. 224 147. 237. 8. 50 e.tikshuv.idf.il Block Np Al Net drop 1
185. 56. 28. 67 Net her | ands 147.237.76. 177 ncore.idf.il B ock Np Al Net dr op 1
208. 100. 26. 228 Lhited Sates 147.237.0. 34 tikshuv.idf.il Bock Np Al Net drop 1
104. 245, 97. 224 147.237.77. 243 nobi | e.idf.il Block Np Al Net drop 1
192. 99. 63. 194 Canada 147.237.0. 17 mny-kosher-kravi .idf.il B ock_Udp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address tacker Qountry Target Address |Site |Sgna1ure Devi ce Action |Oount
51. 255. 65. 5 Lhited Ki ngdom 147.237.77. 170 naar achot . i df . i | C1000146: HTTP.  AhrefBot craw er B ock 1
188. 165. 15. 183 France 147.237.0.15 kosher-kravi .idf.il C1000146: HTTP.  AhrefBot craw er B ock 1
51. 255. 65. 20 Uhi ted Ki ngdom 147.237.77.170 maar achot . i df . i | C1000146: HITP.  AhrefBot craw er B ock 1
51. 255. 65. 50 Lhited Ki ngdom 147.237.77. 170 naar achot . i df . i | C1000146: HTTP.  AhrefBot craw er B ock 1
51. 255. 65. 86 Uni ted Ki ngdom 147.237.77. 170 nmaar achot . i df . il C1000146: HTTP.  AhrefBot craw er B ock 1
123. 26. 251. 210 M et nam 147.237.72. 166 aka.idf.il C1000008: HTTP: Xenu User Agent B ock 1
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195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
66.249. 66. 127 |147.237.77.74 |Wited Sates  [lawidf.il ET SCAN NVAP -sA (2) 2
118. 165. 7. 106  |147. 237. 76. 200 |Tai wan eitan. aka.idf.il ET SCAN Potential SSH Scan 1
94.102. 48.193 |147.237. 76. 199 [Net her | ands e.nakchal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
38.105.146.70 [147.237.0.17 |Wiited Sates  |mny-kosher-kravi.idf.il |[ET SCAN NVAP -sS w ndow 1024 1
146.185.250.2  |147.237.76. 198 23::21'}0” e.yohal an. i df .l ET SCAN NVAP -sS wi ndow 1024 1
94.102.48.193  [147.237. 76. 201 [Net her | ands e.ata.idf.il ET SCAN NMAP -sS wi ndow 1024 1
89. 255. 21. 58 147.237.0.17 |Netherl ands mny-kosher-kravi.idf.il [ET SCAN Potential SSH Scan 1
38.105.146.70 [147.237.0.17 |thited Sates  |mny-kosher-kravi.idf.il |[ET SCAN NMAP -sS wi ndow 4096 1
1.34.91. 104 147.237.0.16 |Taiwan ny- kosher -kravi . i df .i ET SCAN Behavi oral .Lhusual 'y fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
159. 203. 250. 214|147.237.8.46 |lUited Sates e chinuch.idf.il ET SCAN NMAP -sS wi ndow 1024 1




02-26-2016-04:04:05 to 02-26-2016-05:04:05

|Top Attackers In FW |

Attacker Address

A tacker

Target Address

Ste

Signature

Country

SWNretransmt wth different

70.114.238.87 |lhited States |147.237.77.233|atal.idf.il Bad TCP sequence . monitor  [36
w ndow scal e
41. 33.231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 30
195.34.150.18 |Austria 147.237.77. 216 |dover.idf .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor
94.77.196. 82 Saudi Arabia |147.237.77.216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor
Sreaming Engine: TCP Invalid i i ssi
46.19. 85. 18 I srael 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. |, 3
Ret r ansn ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i SSi
40.77.167.12  |wited Sates |147.237.77. 243 |nobile.idf. il 9 =g Invalid segnent retransmssion. | 3
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
79.178.11.200 |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansn ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i SSi
79.181.112.90 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Inval id segnent retransmssion. |, 3
Ret ransm ssi on Packet dr opped.
5.144.58.71 I srael 147.237.77. 216 |dover. i df .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 2
5.144.58. 71 I sr el 147. 237. 77. 216 |dover i of . i Bad TCP sequence SYNACK retransmt with monitor  [2
different wndow scal e
172.58.152.222 |Uited Sates |147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop
41. 33.232. 66 Egypt 147.237. 77. 216 [dover.i df . i Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data [nonitor
5.39.222.159  |Netherlands |147.237.8.27 |enadimatal.idf.il  |Geo-1ocation enfor cenent Sﬁf;}igzixn I nbound drop 1
136. 243. 67. 234 |Ger many 147.237.77. 176 |nat pash.i df .i| Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor 1
159. 253. 147. 227|Netherl ands ~ [147.237.8.27 |e.radimatal.idf.il  |Geo-1ocation enfor cenent gﬁ?;}iggi;ﬁn I nbound drop 1
88.198. 44. 46 Ger many 147.237.77. 216 |dover.idf.i | Bl ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor |1
141. 212. 122. 200|hited Sates |147.237.72. 156 |anan.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
65. 55. 218. 51 Lhited Sates |147.237.76.86 [navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
141.212.122. 147|Wnited Sates [147.237.0.34 |tikshuv.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
37.49.226.54  [Netherlands |147.237.77. 216 |dover.idf. il Header Rejection :‘ﬁg;tre’emon pattern found in | oivor [
141.212.122. 71 |wited sates [147.237. 76. 198 e. yohal an.idf .1 Geo- | ocati on enf or cement Sﬁ?olr gzi'n?n I nbound drop 1
184. 105. 247. 208|lhited Sates [147.237.72.166 |aka. idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
106. 38. 241. 106 |Chi na 147.237.77. 216 |dover.idf.il drop SAMrul e drop
141.212. 122. 205|Whited Sates |147.237.0.17 ;"I"Iy kosher-kravi.id gy At ack SYN -> SYN-ACK -> RST rej ect 1
74.82.47.55 Lhited Sates [147.237.77.176 |matpash.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 152|wnited Sates [147.237.76.38 |e.e.neitav.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
45, 32. 236. 207 147.237.77. 216 |dover. i df .i | Drectory Traversal directory traversa overflow noni t or 1
141.212.122. 77 |Wited Sates |147.237.72. 156 |anan.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
198. 20. 69. 74 Lhited Sates |147.237.76.86 [navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 65 |Uited Sates |147.237.76. 177 |ncore.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
171.25.193.77 [Sweden 147.237.77. 216 |dover.idf.il Drectory Traversal directory traversal overflow noni t or 1
141. 212. 122. 200|Wited Sates [147.237.76.44 e refuanidf.il Geo- | ocati on enf or cement Sﬁ?olr gzi'n?n I nbound drop 1
65. 55. 218. 57 Lhited Sates |147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
141.212. 122. 148|Uhited Sates |147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
37.187.119.59 |France 147.237.77. 216 |dover. i df .i Orectory Traversal directory traversal overflow noni t or
141.212.122.72 |wited Sates [147.237.8.24 |elifestyleidf.il Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
184. 105. 247. 216|Wnited Sates [147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
110. 168. 229. 161 |Thai | and 147.237. 77. 216 [dover.i df il SYN At tack SYN -> SYN-ACK -> Ti nmeout rej ect 1
141. 212. 122. 205|hited Sates [147.237.76. 176 |test.ncore.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
77.247.181.162 |Netherlands [147.237.77.216 |dover.idf.il Orectory Traversal directory traversal overflow noni t or 1
141.212.122. 156|nited Sates [147.237.77.235|sviva idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
141.212.122.78 |lhited Sates [147.237.8.46 [e.chinuch.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
212. 7. 200. 15 Net herl ands  |147.237. 77. 216 |dover. i df .i Orectory Traversal directory traversal overflow noni t or 1
141.212.122.66 |Uited Sates |147.237.76. 177 |ncore.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
95.130.11. 147  |Fance 147.237.77. 216 |dover.idf.il Drectory Traversal directory traversal overflow noni t or 1
141.212.122. 201 |Uhited Sates |147.237.72. 156 |aman.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
66. 240, 192. 138 |Uhited Sates |147.237.76. 196 |e. sviva.idf.il Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
141.212.122. 149|lhited Sates |147.237.76. 148 |ggcenter. aka.idf.il drop drop
141.212.122. 72 |wited Sates [147.237.76.39 |nobile.neitav.idf.il [SYN Attack SYN -> SYN-ACK -> RST rej ect 1
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Devi ce

ountry Target Address |Site Sgnature Acti on ‘Count
70.114.238.87 |Uited Sates [147.237.77.216|dover.idf.il SSL Uhtraceabl e Connection - (pen Mde None 1
. . URL is Above Root Drectory
46.20.13.195 [Turkey 147.237.77.216|dover.i df . i | wwvi o i1/ ./ shared/cl i entscri pts/j query/j query-1 4.2, min. | s Bl ock 1
. . . Unhaut hori zed URL Access to
66.249.78.236 |[lLhited Sates |147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p. st or agel i | es/ O/ 3470. | pg B ock 1
70.114.238.87 |Wnited Sates |147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1400- he/ at al . aspx B ock 1
' . . Unaut hori zed URL Access to o
66.249.64.51 |[lLnited Sates |147.237.76.42 |refuah.idf.il 147, 237.76. 42/ shar edl cl | ent scri pt s/ si debar/ si debar .| s ock 1
) . . Unaut hori zed URL Access to
66.249.78.242 |lhited Sates |147.237.76.42 |refuah.idf.il 147. 237.76. 42/ shar edl ¢l i ent scri pts/j query/ ol obal | s B ock 1
157.7.105. 138 |Japan 147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to www idf.il/english/ </ p> B ock
66.249.66.56 |Lhited Sates |147.237.77.176 |nat pash.idf.il Unaut hori zed URL Access to 147.237.77. 176/ 901-ar/ cogat . aspx Bl ock
) . . Unaut hori zed URL Access to
66.249.78.248 |Uhited Sates [147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p. st or agel i | es/ 9/ 2669. | pg B ock 1
. . . Unhaut hori zed URL Access to
180.76.15. 34 China 147.237.76.42 [refuah.idf il wwv refua atal.idf.il/tenpl at es/ shared/ user control s/ header upper/ B ock !
66.249.66.62 |lnited Sates |[147.237.77.176|nat pash.idf.il Unhaut hori zed URL Access to 147.237.77. 176/ robot s. txt B ock 1
68.180.228. 175 |Lhited Sates |147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147.237.76. 42/ robot s. t xt B ock 1
40.77.167.10 |Wited Sates |147.237.72.166|aka.idf.il Lhaut hori zed LRL Access to waw aka. i df.il/klali.aspx B ock 1
-kosher-kravi . i df .
207. 46. 13. 27 Lhited Sates |147.237.0.16 Inly Uhaut hori zed URL Access to v ny- kosher-kravi.idf.il/robots.txt |B ock 1
66.249.69.32 |lhited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to 147.237.77. 216/ B ock 1
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