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|Top Attackers | n DDoS- Def ence |

Attacker Attacker ‘Target

Signature

Address Country Address

46. 135. 154. 20 Czech Republ i ¢ 147.237.77.216  |dover.idf.il Z;]; handshake viol ation, first packet mot |, 9
31. 206. 69. 70 Tur key 147.237.72. 166 aka.idf.il JLM Under Attack Con Tcp drop 2
204. 42. 253. 2 Lhited Sates 147. 237.76. 34 yohal an. i of .i | Block Np Al Net drop 2
81. 215. 199. 30 Tur key 147.237.76. 39 nobi | e. neitav.idf.il Bl ock Udp All _Nets drop 1
208. 100. 26. 228 Lhited Sates 147.237.76. 42 refuah.idf.il Bl ock_Ulp Al _Nets drop 1
198. 23. 190. 39 Wited Sates 147.237.0.17 mm- kosher-kravi. Tdf.i 1o o np AL Net drop 1
208. 100. 26. 228 Lhited Sates 147.237.76. 34 yohal an.idf.il Bl ock Udp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address

| Attacker Qountry

rget Address

|Site

Devi ce Action |Count

107. 150. 56. 254 Lhited Sates 147.237.77.216 |dover.idf.il CL000074: HTTP. maj estic bot B ock 4
69. 30. 215. 130 Lhited Sates 147.237.77.216 |dover.idf.il C1000074: HTTP. naj estic bot B ock 2
107. 150. 56. 254 Lhited Sates 147.237.72.166 |aka.idf.il C1000074: HTTP. maj estic bot B ock 2
107. 150. 56. 254  [Wited Sates 147.237.77.176  |matpash.idf.il |Cl000074: HTTP: najestic bot B ock 2
2.54.52.135 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the LRL B ock 2
61. 135. 189. 103 Chi na 147.237.77.216 |dover.idf.il C1000071: HTTP: User Agent Sogou+web+spi der Bl ock 2
151. 80. 31. 151 Italy 147.237.72.166 |aka.idf.il Cl000146: HTTP. AnrefBot craw er B ock 2
51. 255. 65. 61 Lhi ted Ki ngdom 147.237.77.233 |atal .idf.il C1000146: HTTP. AhrefBot craw er B ock 1
51. 255. 65. 77 United Ki ngdom 147.237.77.233 |atal .idf.il C1000146: HITP. AhrefBot craw er Bl ock 1
51. 255. 65. 15 United Ki ngdom 147.237.77.233 |atal .idf.il Cl000146: HTTP. AnrefBot craw er B ock 1
65. 55. 210. 158 Lhited Sates 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the LRL B ock 1
51. 255. 65. 32 United Ki ngdom 147.237.77.233 |atal .idf.il C1000146: HITP. AnrefBot craw er Bl ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
80. 246. 133. 214 |147.237.76.30 |[Israel hi nush. i df i ET D05 Large amount of TQP ZeroWndow - Possible N ller2 [Dos 7
attack
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
218. 246. 0. 97 147.237.76. 44 |China e.refuah.idf.il ET SCAN NVAP -sS wi ndow 1024 1
193. 105. 134. 220|147. 237. 77. 178 [Sweden ematpash.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
108. 61. 228. 113 [147.237.76.86 |Lhited Sates navy.idf.il ET SCAN NVAP -sS wi ndow 1024 1
64.53.35. 15 147.237.0.34 |hited Sates  |tikshuv.idf.il ET SCAN NVAP -sS wi ndow 1024 1
208. 109. 252. 167|147.237.76.86 |lhited Sates  |navy.idf.il LOCAL RLES - Request with the string install.phpinit 1
193. 105. 134. 220|147. 237. 77. 234 |Sneden hal ag.idf.il ET SCAN NVAP -sS wi ndow 1024 1
108. 61. 228. 113 |147.237.76. 148 |lhited Sates  [gqcenter.aka.idf.i|[ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker . Devi ce
Attacker Address count ry Target Address |Ste Signature Acti on
41.33.231.90  |Egypt 147. 237. 77. 216 |dover . i of . i drop SAMrule drop 36
Russi an C e L
79.175. 3. 64 Feder at i on 147.237.72. 166 |aka. i df .i | drop Frst packet isn't SN drop 7
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 7
193. 202. 110. 189|Net her | ands 147.237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor 6
195.34.150.18 |Austria 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fai | ed to handl e connection data |nonitor 4
54.241.198.78 |lhited Sates |147.237.77.216 |dover.idf.il B ock HTTP Non Conpli ant Failed to handl e connection data |nonitor |4
Sreaning Engine: TGP Invalid i i ssi
82.81.26.101  |Israel 147. 237.72. 166 |aka. i of . i1 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
94.77.196. 82 Saudi Arabia  |147.237.77.216 |dover.idf.il B ock HTTP Non Conpli ant Failed to handl e connection data |nonitor |3
Sreanming Engine: TCP Invalid i i SSi
79.180.214.53 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
5.28.187.3 I'srael 147.237.72. 166 |aka.i df .l 9 =9 Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dr opped.
50. 18. 94. 121 Lhited Sates |147.237.77. 216 [dover.idf.il Bl ock HTTP Non Conpl i ant Failed to hand e connection data |nonitor |2
148.251.13.51  |Ger many 147.237.77.74 |lawidf.il B ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor |2
192.0.113.82  |[lhited Sates |147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 2
106. 38.241. 106 |chi na 147. 237. 77. 216 |dover . i of . i drop SAMrule drop 1
66.240.192. 138 |lLhited Sates |147.237.76.39 |mobile.neitav.idf.il |SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 1
141.212.122. 201 |thited Sates |147.237.77.61 |e.cogat.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122.68 |Wited Sates |147.237.77. 227 |e. hanaz.i df .i | Geo- | ocati on enf or cenment Sﬁ?o'rzgﬁg'nf”  nbound drop 1
41.33.232.66 Egypt 147.237. 77. 216 |dover. i df .i Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor
141.212.122. 206|thited Sates  |147.237.76. 177 |ncore. i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect
141.212.122. 195|thited Sates |147.237.76.39 |[nobile neitav.idf.il |SYN Attack SYN - > SYN-ACK -> RST rej ect
130. 193. 50. 33 RJSf;:I”ion 147.237.77.74 |lawidf.il SYN At tack SYN -> SYN-ACK -> Tineout [reject 1
74.82. 47.59 Whited Sates |[147.237.77.205|prisha.idf.il SYN Att ack SYN - > SYN-ACK -> RST rej ect 1
141.212.122. 202|thited Sates |147.237.77.61 |e. cogat.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 148|thited Sates |147.237.0.35 |akaws.idf.il drop drop 1
87.67.241. 14 Bel gi um 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
141.212.122. 196|Wnited Sates  |147.237.0.200 |rdu.idf.il Geo- | ocati on enf or cenment gﬁ?;)'rggﬁ:nfn I nbound drop 1
Russi an . . SYNtAXK retransmit with .
130. 193. 50. 33 r ati on 147.237.77.74 [lawidf.il Bad TCP sequence di fferent v ndow scal e noni t or 1
195. 62. 53. 168 RJSf;;”ion 147.237.76.42 |refuah.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
5.22.129. 234 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber nonitor |1
141.212.122. 205|thited Sates |147.237.0.33  [idf.il drop drop 1
141.212.122. 149|thited Sates |147.237.0.35 |akaws.idf.il drop drop
184. 105. 247. 215|wnited Sates  |147.237.77. 226 "‘f"l"“ chanatz. aka. 1df ey At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 196|Uhited Sates [147.237.76.39 |mobilemeitav.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
136. 243. 16. 208 |Ger many 147.237.77. 216 |dover.idf. il B ock HTTP Non Conpli ant Failed to handl e connection data |nonitor |1
208. 109. 252. 167|lhited Sates |147.237.76.86 |navy.idf.il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |monitor 1
141.212.122. 205|Uhited Sates [147.237.76. 177 |ncore.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 157|Wited Sates |147.237.8.28 |e nobile-ks.idf.il Geo- | ocati on enf or cenent (effolrg‘e:ﬁ;'nto” i nbound drop 1
106. 38.241. 106 |chi na 147.237.72. 166 |aka. i df .i | drop SAMrul e drop
61.135. 189. 103 |Chi na 147.237. 77. 216 |dover. i df .i SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
141.212.122. 197|Wited Sates  |147.237.0.200 |mdu.idf. il Geo- | ocati on enf or cenment Geo-| ocati on i nbound drop 1
enf or cenent
141.212.122.67 |Whited Sates |147.237.77. 227 |e. hanaz. i df . Geo- | ocati on enf or cenent gﬁ?;)'rggﬁ:nfn I nbound drop 1
80. 246. 133. 214 |l srael 147.237.76.30 |hinush.idf.il Bad TCP sequence Invalid ACK nunber noni t or
141.212.122. 206|thited Sates |147.237.0.33  [idf.il drop drop
141.212.122. 158|Wited Sates |147.237.8.28 |e nobile-ks.idf.il Geo- | ocati on enf or cenent Geo-I ocat i on i nbound drop 1

enf or cenent
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Oount
72.9.148.10  |[United Sates  [147.237.76.86 [navy.idf.il mu:;s;/l B e a0/ navy. aspx. aspx Bl ock 2
116. 66. 197. 233 [Nepal 147.237.72. 166 |aka. i df . i | N'wb'dt;)p' e Wntraceabl e SS9 Sessions from 116. 66. 197. 233 ((Cpen None 1
207.46.13.21  |lited Sates  |147.237.77.233|atal .idf.il ;2?”;2?'7;8;3;% E)A_Cscteosrsag;e(; i esd 5 2475, pa Bl ock 1
134. 249. 54. 139 |krai ne 147.237.77. 216 |dover.idf .il Uhaut hori zed URL Access to waw idf.il/nazi/ B ock 1
208.109. 252. 167|thited Sates  |147.237.76.86 |navy.idf.il Unaut hori zed URL Access to vwwu navy.idf.il/install/index. php.bak [B ock 1
54. 85.55. 6 Uhited Sates |147.237.77.216|dover.idf.il D stributed Unaut horized LRL Access on waw idf.il/error. htm B ock 1
157.55.39. 107 |Uited Sates  |147.237.77.216|dover.idf.i | D stributed Unaut hori zed LRL Access on waw idf.il/error. htm B ock 1
60. 209. 5. 30 Chi na 147.237.77.74 [lawidf.il Mal formed URL http-req B ock 1
178. 216. 202. 190|Pol and 147.237.0.15 |kosher-kravi . i df . i|uhaut hori zed URL Access to testp4. pospr.waw pl /t est pr oxy. php B ock 1
193. 252. 118. 176|France 147.237.72. 156 [anan. i df . i | Uhaut hori zed URL Access to list.ips.gov.il/robots.txt B ock 1
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