02-26-2016-02:04:01 to 02-26-2016-03:04:01

([
1"PT SwNn L )
gov IDF Under Attack
www.gov.il Da|ly RepOrt
[Top Targets |
1204
’ M dover.idf.il
90 M aka.idf.il
T W anan.idf.il
601" M halag.idf.il
N”gber l M i tan. aka. i df .
Attacks 304 [ | t! kshuv_. i df: il
I hinush.idf.il
M navy. i df il
nakchal .idf.il
$ $ $ & § § :
S S 3 O > N 3 N N > Watal.idf.il
& ¥ & 2 P A
3 & RSN R < S
2 ~ A N
Top Tar get

[Top Attackers |

Il 128. 199. 233. 32
41. 33.231. 90
I 80. 246. 136. 190

185. 3. 147. 140

N”'éber Il 31. 168. 149. 92
Attacks M 195. 34. 150. 18

[ 212. 143.142. 56
Il 185. 120. 126. 128
208. 115. 113. 88
M 185.32.179. 195

Top Attackers



02-26-2016-02:04:01 to 02-26-2016-03:04:01

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address [Site Signature Device Action |Count|
66. 249. 66. 36 | srael 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 115
42.112.10. 89 \i et nam 147.237.77.216 dover.idf.il Invalid TGP H ags drop 1
59. 29. 207. 55 Korea, Republic of 147.237.76. 177 ncore.idf.il B ock Udp Al Nets drop 1
42.112.10. 85 Vi et nam 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
42.112.10. 92 Vi et nam 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
42.112. 10. 66 Vi et nam 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
42.112.10. 87 Vi et nam 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
42.112.10. 93 \i et nam 147.237.77.216 dover.idf.il Invalid TGP H ags drop 1
42.112.10. 75 Vi et nam 147.237.77. 216 dover.idf.il Invalid TP H ags drop 1
185. 130. 5. 179 147.237.8. 50 e tikshuv.idf.il|B ock Udp All Nets drop 1
42.112.10. 88 Vi et nam 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il Bl ock_Up Al _Nets drop 1
42.112.10. 84 Vi et nam 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgna1ure Devi ce Action |Oount
61.135. 189. 103 Chi na 147.237.77.216  |dover.idf.il CLl000071: HTTP: User Agent Sogou+web+spi der B ock 3
162. 210. 196. 98 Lhited Sates 147.237.77.216  |dover.idf.il C1000074: HITP. maj estic bot Bl ock 2
51. 255. 51. 70 United Ki ngdom 147.237.77.216  |dover.idf.il |ClL000074: HITP. najestic bot B ock 2
157. 55. 39. 92 Lhited Sates 147.237.0. 34 ti kshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 1
151. 80. 31. 151 Italy 147. 237.76. 42 refuah.idf.il |[Cl000146: HITP. AhrefBot craw er Bl ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

att ack

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
. - ET DC5 Large anount of TCP ZeroWndow - Possi bl e Niller2 DDos

80. 246. 133. 214 |147.237.76.30 |lsrael hi nush. i df . i | 4

attack

128.199. 233. 32 |147. 237. 72. 166 |S ngapore aka.idf.il ET DRCP Sparhaus DRCP Listed Traffic | nbound 1

81.27.85.27 147.237.76.39 |United K ngdom|nobile. neitav.idf.i|ET SCAN Potential SSH Scan 1

50. 204. 188. 142 [147.237.77.234|thited Sates hal ag.idf.il ET SCAN NVAP -sS w ndow 3072 1

204. 101. 135. 203|147. 237. 76. 201 [Canada e.atal.idf.il ET SCAN NVAP -sS w ndow 1024 1

115.182.17.13  |147.237. 76. 147 [Chi na chinuch. aka.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
, L ET DO5 Large amount of TCP ZeroWndow - Possi bl e Nkiller2 DDos

202. 169. 54. 2 147. 237. 77. 233 |I ndonesi a atal.idf.il 1
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|Top Attackers In FW |

A tacker . Devi ce
Attacker Address count ry Target Address |Ste Signature Acti on
41.33.231.90 Egypt 147.237.77. 216 |dover . i df .i | drop SAMrule drop 30
128.199. 233. 32 |9 ngapore 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 30
185.3.147.140 |l srael 147.237.77. 234 |hal ag.idf il Bad TCP sequence Invalid ACK nunber nonitor |13
80. 246. 136. 190 |l srael 147. 237. 72. 156 |anan.i df .i Bad TCP sequence Inval i d ACK nunber noni tor |10
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop
80. 246. 136. 190 |l srael 147. 237. 72. 156 |anan. i df .i SYN At t ack SYN -> SYN-ACK -> Tineout [reject
31.168.149.92 |Israel 147.237.0.34  [tikshuv.idf.il Bad TCP sequence Invali d sequence nunier noni t or
Sreaning Engine: TGP Invalid ' i ssi
185. 120. 126. 128 147. 237.72. 166 |aka. i f .11 9 =9 Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dropped.
80. 246. 136. 190 |l srael 147.237. 72. 156 |anan. i df . il dr op Frst packet isn't SN drop
80. 246. 136. 190 |l srael 147. 237. 72. 156 |anan. i df .i Bad TCP sequence Inval i d ACK nunber aert
o SYN+tACXK retransmt wth .
185. 32, 179. 195 |l srael 147.237. 72. 166 |aka.i df .i | Bad TCP sequence different v ndow scal e nonitor |5
58. 8. 120. 133 Thai | and 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
31.168.149.92 |Israel 147.237.77. 216 |dover.i df .i Bad TCP sequence Invali d sequence nunier noni t or
e SYN+ACXK retransnmit wth .
109. 65. 56. 174 |l srael 147.237.77. 216 |dover.idf .i | Bad TCP sequence different vindow scal & nonitor |4
Sreaning Engine: TGP Invalid i i ssi
199.30.24.167 |Wited Sates |147.237.76. 200 |ei tan. aka i df il 9 =9 Invalid segnent retransmssion. |, 4
Ret r ansni ssi on Packet dropped.
195.34.150.18 |Austria 147.237.77. 216 |dover.idf il B ock HTTP Non Conpli ant Fai l ed to handl e connection data |nonitor
94.77.196. 82 Saudi Arabia  |147.237.77.216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor
Sreaning Engine: TGP Invalid ' i ssi
79.176.55.222 |Israel 147. 237.72. 166 |aka. i of . i 9 =9 Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i ssi
79.180.190.23 | srael 147.237.72. 166 |aka.i df . i g =g Invalid segnent retransmssion. | 3
Ret r ansmi ssi on Packet dropped.
. . SYNWAXK retransnmit with .
80. 246. 136. 190 |l srael 147. 237. 72. 156 |anan.i df .i Bad TCP sequence different vi ndow scal e nonitor |3
61. 135. 189. 103 [China 147.237. 77. 216 [dover. i df il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 2
Sreaning Engine: TGP Invalid i i ssi
40.77.167.10  |Wited Sates |147.237.76. 200 |ei tan aka i of . i1 9 =9 Invalid segnent retransmssion. |, 2
Ret r ansni ssi on Packet dropped.
172.58.216.30 [Lnited Sates |147.237.77.216 |dover.idf.il SYN At ack SYN -> SYN-ACK -> RST rej ect 2
Sreanming Engine: TCP Invalid i i SSi
40.77.167.83  |wited Sates |147.237.72. 166 |aka idf.il 9 =g Invalid segnent retransmssion. | 2
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i
41.33.26.226  |Egypt 147. 237. 77. 216 |dover. i df . i | 9 =g Inval id checksum Packet drop 2
Checksum dr opped.
141.212.122. 203|United Sates |147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 136|hited Sates |147.237.76. 200 |ei tan. aka i df .i SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
Russi an . R . Geo- | ocati on i nbound
195. 62. 53. 168 Federat i on 147.237.8.24 |e.lifestyle.idf.il Geo-| ocati on enf or cenent enf or cenent drop 1
141.212.122. 195|thited Sates [147.237.76.38 |e.e.nmeitav.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
141.212.122.70 |Uhited Sates |[147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
85. 130. 249. 230 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber noni t or
188.120. 154. 49 |Israel 147.237.77. 226 | "} " chamatz.aka.1df |pad TGP sequence Inval i d ACK number moni tor |1
159. 253. 147. 227 |Net her | ands 147.237.76.30 |hinush.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
37.26.149.138 |Israel 147.237. 72. 166 |aka.i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 137|Wnited Sates |147.237.76. 200 |ei tan. aka i df .i SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
109. 66. 43. 110 |l srael 147.237.77. 216 |dover.i df i SYN At tack SYN -> SYN-ACK -> RST rej ect 1
185.3.147.221 |Israel 147.237.72. 166 |aka. i df . i Bad TCP sequence Inval i d ACK nunber noni t or 1
41. 33.232. 66 Egypt 147.237.77. 216 [dover.i df il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor 1
141.212.122. 201 |Wnited Sates [147.237.8.45 |e.eitan.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
5.22.134.216 | srael 147.237.77.233|atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
141.212.122. 71 |Uhited Sates |[147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
190. 93. 249. 134 |Qosta R ca 147.237.76.38 |e.e.nmeitav.idf.il dr op Frst packet isn't SYN drop 1
159. 253. 147. 227|Netherlands ~ |147. 237. 76. 196 |e. sviva.i df . i Geo- | ocati on enf or cenment Geo-| ocati on i nbound drop 1
enf or cenent
141.212.122. 138|Wited Sates  |147.237.76.202 e hal ag.idf.il Geo- | ocati on enf or cenent gﬁ?;'rgzi'nfn i nbound drop 1
123.125.71.74 |China 147.237.72. 156 |anan. i df .il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
45.79. 168. 168 147.237. 77. 176 |nat pash. i df . i | B ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor |1
141.212.122. 202|wnited Sates [147.237.8.45 |e.eitan.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
5.39. 222. 159 Net her | ands 147.237.77. 205 |prisha.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212. 122. 130|Wnited Sates [147.237.8.50 |e.tikshuv.idf.il Geo- | ocati on enf or cenment gﬁ?;)'rggﬁ:nfn I nbound drop 1
106. 38. 241. 106 |Chi na 147.237. 72. 166 |aka.i df .i | drop SAMrule drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
208.115.113.88 [Uited Qates  [147.237.76.86 |navy.idf.il thaut hori zed LR Access to B ock 5
navy. i df .il/giyus/forun asp/ showf or um asp
66. 249. 81. 215 F“Sf;;”i on 147.237.77. 216 |dover. i df . i | O stributed Lhaut horized URL Access on wawidf.il/error.htm |8 ock 3
186. 202. 150. 247 |Brazil 147.237.72. 166 |aka. i df . i | Mil tipl e Wauthori zed URL Access from 186. 202. 150. 247 Bl ock 3
66. 102. 8. 243 Lhited Sates 147.237.77. 216 |dover.i df .i | D stributed Lhaut hori zed UR. Access on waw idf.il/error.htm |B ock 2
66.249.81.212 |lnited Sates 147.237.77.216|dover . i df . i | Dstributed Lhauthori zed UR. Access on waw idf.il/error.htm |B ock 1
204.79.180. 252 |lhited Sates 147.237.77.216|dover . i df . i | Dstributed Whaut hori zed URL Access on waw idf.il/error.htm |B ock 1
. m ny- kosher-kravi .id . o
178. 255. 87. 242 |United Kingdom |147.237.0. 17 fil Uhtraceabl e SSL Sessi ons: Uhknown Server Certificate None 1
91.196.50.33  |Pol and 147.237.76.31 |nakchal .idf.i | Wnaut hori zed URL Access to Bl ock 1
t est p4. pospr . waw pl / t est pr oxy. php
66. 102. 8. 233 Lhited Sates 147.237.77. 216 |dover.i df .i | D stributed Lhaut hori zed UR. Access on waw idf.il/error.htm |B ock 1
199.30.25.178 |thited Sates 147.237.77.216|dover . i df . i | Dstributed Lhauthori zed UR. Access on waw idf.il/error.htm |B ock 1
125. 209. 235. 185 Ok‘f’rea’ RepubliC 1147 237.77.233|atal .idf il Unaut hori zed URL Access to 147.237.77.233/robots. t xt B ock 1
207.46.13.180 [lnited Sates 147.237.76.31 |nakchal .idf.il Distributed Unhaut hori zed LRL Access on 147.237.76. 31/ B ock 1
38.111.147.88 |[lhited Sates 147.237.77.216|dover. i df . i | Uhaut hori zed URL Access to waw i df.il/894-he B ock 1
. . O stributed Uhaut hori zed URL Access on
185.3.147.140 [Israel 147.237.77.234|hal ag. i df . il 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f Bl ock 1
98.27.229.138 [lnited Sates 147.237.77. 216 |dover.idf .il SSL Untraceabl e Connection - Qpen Mde None 1
66.102. 8. 238 Lhited Sates 147.237.77. 216 |dover.i df .i | D stributed Lhauthori zed URL Access on waww idf.il/error.htm |B ock 1
204.79.180.162 [lhited Sates 147.237.77. 216 |dover.i df .i | D stributed Lhaut hori zed UR. Access on waw idf.il/error.htm |B ock 1
. . Uhaut hori zed URL Access to
148. 251. 21. 227 |Ger many 147.237.77. 216 |dover.i df .i | ww i i1/ engl i S news/ | eni nki || ed/ stn Bl ock 1
66.249.81.218 [lLnited Sates 147.237.77.216|dover. i df .i | Ostributed Uhaut hori zed URL Access on waw idf.il/error.htm [B ock 1
: . . Uhaut hori zed URL Access to
40.77.167. 29 Lhited Sates 147.237.76.31 |nakchal .idf.il vaww nakhal i df . |/ consol e/ cor e/ doc_ngr/ doc._ngr . asp B ock 1
185.49.14.190  |Pol and 147.237.76.39 |nobile. neitay.idf.j| |Wauthorized LR Access to B ock 1
test p2. czar. bi el ana. pl / t est pr oxy. php
. . Uhaut hori zed URL Access to
109. 67. 146. 3 I srael 147.237.77. 216 |dover . i df . i | Wi df i1/ resourcel userf ol | ow esour cel cr eat ef B ock 1
204.79.180.192 |lhited Sates 147.237.77.216|dover . i df . i | Dstributed Whaut hori zed URL Access on waw idf.il/error.htm |B ock 1
157.55.39.107 |Uited Sates 147.237.77. 216 |dover . i df .i | Uhaut hori zed URL Access to v idf.il/error. htm B ock 1
89.248.174. 4 Net her | ands 147.237.0.15 |kosher-kravi .idf.il Unhaut hori zed URL Access to 147.237.0. 15/ B ock 1
40.77.167.37  |Wited Sates  [147.237.72. 166 |aka. i df .i | Uhknown Par aneter ¢ in . None 1
vwwv aka. i df .il/ml ui nitenpl at es/i nner. asp
185.49.14.190  [Pol and 147.237.76.86 |navy.idf.il Ostributed haut horized LR Access on Bl ock 1
t est p2. czar. bi el ana. pl / t est pr oxy. php
116. 66. 197. 233 |Nepal 147.237.72.166 |aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
66. 249. 69. 26 Lhited Sates 147.237.77. 216 |dover.idf .i | D stributed Lhaut hori zed UR. Access on waw idf.il/error.htm |B ock
204.79.180. 244 |lnited Sates 147.237.77.216|dover . i df . i | Dstributed Lhauthori zed UR. Access on waw idf.il/error.htm |B ock
174.129.237. 157|Wited Sates  |147.237. 77. 216 |dover. i df .i | Lhauthori zed LRL Access to B ock 1
ww i df . i | /tenpl at es/ shar ed/ user cont r ol s/ header upper /
89.248.174. 4 Net her | ands 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237.76. 31/ B ock
65. 55. 212. 72 Lhited Sates 147.237.72. 166 [aka. i df . i | Unknown Paraneter catid in aka.idf.il/main/snalinismalimaspx |[None
125. 209. 235. 184 ?re& RepUbliC 1147 237.77. 233 |atal .idf i Uhaut hor i zed URL Access to 147.237.77. 233/ B ock 1
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