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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country |Target Address |Site |Signature |Device Action |Count |
41.234. 68. 31 Egypt 147.237.77. 216 dover.idf.il TAP Scan (vertical) drop 2147
41. 234. 68. 31 Egypt 147.237.77.216 dover.idf.il Invalid TGP H ags drop 5
217.26.171.188 Ml dova, Republic of 147.237.76.176 test.ncore.idf.il |L4 Source or Dest Port Zero drop 4
217.26.171.188 Ml dova, Republic of 147.237.77.176 nat pash. i df . i | L4 Source or Dest Port Zero drop 3
163.44.112. 118 Japan 147.237.76. 176 test.ncore.idf.il |Block Np Al Net drop 1
208. 100. 26. 228 Lhited Sates 147.237.77. 205 prisha.idf.il B ock Np Al Net drop 1
185.94.111. 1 147.237.76. 42 refuah.idf.il ock Wp Al _Nets drop 1
208. 100. 26. 228 Lhited Sates 147.237.77. 235 sviva.idf.il B ock Np Al Net drop 1
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il Bl ock Wp Al Nets drop 1
208. 100. 26. 228 Lhited Sates 147.237.77.61 e.cogat.idf.il Block Np All Net drop 1
208. 100. 26. 228 Lhited Sates 147. 237.77. 243 nobi l e. i df il Block Np Al Net drop 1

59. 29. 207. 55 Korea, Republic of 147.237.76. 177 ncore.idf.il ock Wp Al _Nets drop 1
208. 100. 26. 228 Lhited Sates 147.237.77. 74 lawidf.il Block Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry  [Target Address |Site |Sgnature Devi ce Action |Count |
61.135.189.103 [China 147.237.77.216 |dover.idf.il Cl000071: HTTP. User Agent Sogou+web+spi der B ock 4
108. 59. 8. 80 Lhited Sates 147.237.77.216 |dover.idf.il C1000074: HTTP. naj estic bot B ock 2
51. 255. 65. 31 United Ki ngdom 147.237.77.170 |maarachot.idf.il [Cl000146: HITP. AhrefBot craw er Bl ock 1
151. 80. 31. 151 Italy 147.237.72.166 |aka.idf.il Cl000146: HITP. AnrefBot craw er B ock 1
51. 255. 65. 43 United Kingdom  |147.237.77.170 |maarachot.idf.il |Cl000146: HTTP. AhrefBot craw er B ock 1
151. 80. 31. 151 Italy 147.237.76. 42 refuah.idf.il Cl000146: HITP. AnrefBot craw er Bl ock 1
51. 255. 65. 47 United Kingdom |147.237.77.170 |mmarachot.idf.il |Cl000146: HTTP. AhrefBot crawl er B ock 1
157. 55. 39. 92 Lhited Sates 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the URL B ock 1
207. 46. 13. 145 Lhited Sates 147.237.0. 34 tikshuv.idf.il C1000138: HTTP. prefix 1.01 in the URL Bl ock 1
51. 255. 65. 27 United Kingdom |147.237.77.170 |mmarachot.idf.il |Cl000146: HTTP. AhrefBot crawl er B ock 1




02-26-2016-01:09:42 to 02-26-2016-02:09:42

|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry |Ste |Signature |Count |
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
218. 246. 0. 97 147. 237.72. 217 Chi na eidf.il ET SCAN NVAP -sS wi ndow 1024 1
50. 204. 188. 142 147. 237.76. 34 Lhited Sates yohal an. i df .i | ET SCAN NVAP -sS wi ndow 3072 1
204. 101. 135. 203 147.237.0. 16 Canada ny- kosher -kravi .i df . i ET SCAN NVAP -sS wi ndow 1024 1
38. 105. 146. 70 147. 237. 76. 201 Lhited Sates eatal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
118. 165. 7. 106 147.237.76. 38 Tai wan eeneitav.idf.il ET SCAN Potential SSH Scan 1
118. 165. 7. 106 147. 237.76. 30 Tai wan hi nush. i df . i | ET SCAN Potential SSH Scan 1
118. 165. 7. 106 147.237.0.19 Tai wan madi matal .idf.il ET SCAN Potential SSH Scan 1
104. 44. 133. 108 147.237.77. 227 Lhited Sates e. hanaz. i df .i| ET SCAN NMAP -sS wi ndow 4096 1
104. 44. 133. 108 147.237.77. 227 Lhited Sates e. hanaz. i df .il ET SCAN NVAP -f -sS 1
50. 204. 188. 142 147.237.76. 34 Lhited Sates yohal an. i df .| ET SCAN NMAP -sS wi ndow 4096 1
204.101. 135. 203 147. 237. 76. 201 Canada eatal.idf.il ET SCAN NMAP -sS wi ndow 1024 1
41.234.68. 31 147.237.77. 216 Egypt dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
195. 82. 164. 152 147.237.0.33 Pol and idf.il ET SCAN Potential SSH Scan 1
5. 58. 76. 88 147.237.0. 33 krai ne idf.il ET SCAN Potential SSH Scan 1
118. 165. 7. 106 147. 237.76. 177 Tai wan ncore.idf.il ET SCAN Potential SSH Scan 1
118. 165. 7. 106 147.237.76. 31 Tai wan nakchal .idf.il ET SCAN Potential SSH Scan 1
118. 165. 7. 106 147.237.0. 34 Tai wan ti kshuv. i df.il ET SCAN Potential SSH Scan 1
115.182. 17. 13 147. 237.76. 147 Chi na chi nuch. aka. i df . il ET SCAN NMAP -sS wi ndow 1024 1
104. 44. 133. 108 147.237.77. 227 Lhited Sates e. hanaz. i df .i | ET SCAN NMAP -sS wi ndow 2048 1
88. 249. 106. 23 147.237.72. 167 Turkey i shuri maka. i df.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

Attacker Address

Attacker Qountry

Target Address

dte

Signature

SYWNretransmt wth different

41.234.68.31 Egypt 147. 237.77. 216 |dover.idf .il Bad TCP sequence . monitor |34
w ndow scal e
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
212.143.142.56 |lsrael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 7
S reamng Engi ne: TCP i i ssi
204.12.251.37 |wited Sates 147. 237. 72. 166 |aka i of . i | mng Engine: 1 Invalid segnent retransmssion. |, . 6
Inval i d Retransmnission Packet dr opped.
St reani ng Engi ne: TCP i i ssi
46.19.86.251  |Israel 147. 237.77. 243 |nobi l e.i df .i1 mng tngihe. Invalid segnent retransmssion. |, . 6
Inval i d Retransnission Packet dropped.
Pal esti ni an R ) .
31.223.176. 114 |10 7oy roupi ed |47 237 77216 dover.idf.il SYN At t ack SYN -> SYN-ACK -> Timeout [reject 5
103. 239. 103. 231 |Hong Kong 147. 237. 76. 200 [ei tan. aka. i of .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect
41.234.68.31 Egypt 147.237.77. 216 |dover.idf .il SYN Att ack SYN -> SYN-ACK -> Tineout [reject
195.34.150.18 |Austria 147. 237. 77. 216 |dover i of .1 B ock HTTP Non Conpl i ant g;;ed to handie connection oo a4
Sreamng Engi ne: TCP i i ssi
79.176.55.222  |Israel 147. 237. 72. 166 |aka i of . i | mng Engine: 1 Invalid segnent retransmssion. |, . 3
Inval i d Retransmission Packet dr opped.
St reaning Engi ne: TCP i i ssi
87.68.240.57  |Israel 147. 237. 72. 166 |aka i of . i | mng tngihe. Invalid segnent retransmssion. |, . 3
Inval i d Retransnission Packet dropped.
S reaning Engi ne: TCP i i ssi
37.26.146.190 |israel 147.237. 72. 166 |aka. i df . i mng tngine. 1 Invalid segnent retransmssion. | ., 3
Inval i d Retransnission Packet dropped.
S reanming Engi ne: TCP i i ssi
217.132.20.139 |Israel 147. 237. 72. 166 |aka. i of . i | mng Enhgine: 1 Invalid segnent retransmssion. | . 3
Inval i d Retransnission Packet dropped.
S reani ng Engi ne: TCP ' i ssi
109. 66. 107. 113 |l srael 147. 237. 72. 166 |aka. i f . i mng tngine- 1 Invalid segnent retransmssion. | . 3
Inval i d Retransm ssion Packet dropped.
S reaning Engi ne: TCP i i ssi
5.102.222.1  |israel 147.237.72. 166 |aka i df .i M Nng Engine: 1 Invalid segnent retransmssion. |, . 3
Inval i d Retransm ssion Packet dropped.
S reamng Engi ne: TCP i i ssi
109. 253.137.9  |Israel 147. 237. 72. 166 |aka i of . i | mng Engine: 1 Invalid segnent retransmssion. |, . 3
Inval i d Retransmission Packet dr opped.
St reanmi ng Engi ne: TCP i i ssi
66.249.78.216 |Uited Sates 147. 237.77. 243 |nobi le.i df .i1 mng tngihe. Invalid segnent retransmssion. |, . 3
Inval i d Retransnission Packet dropped.
S reaning Engi ne: TCP i i ssi
84.228.168. 178 | srael 147.237. 72. 166 |aka. i df . i mng gl ne. 1 Invalid segnent retransmssion. | ., 3
Inval i d Retransnission Packet dropped.
31.223.176. 114 _Fr’glrfis::):‘;a”&wpi o |147-237.77. 216 [dover i o i drop First packet isn't SIN drop 3
5.22.129. 82 | srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or 2
188.120. 154. 49 |Israel 147. 237.77. 226 ;’T””Cha”atz' aka.1df. |gad TOP sequence Invalid ACK nunber moni tor |2
94.77.196.82  [Sawdi Arabia 147. 237. 77. 216 |dover. i df . i1 Bl ock HTTP Non Conpl i ant E:'t;ed to handie connection oo |2
S reaning Engi ne: TCP i i ssi
204.79.180. 103 |United Sates 147.237. 76. 200 |ei tan. aka.i of . il mng gl ne. 1 Invalid segnent retransmssion. | ., 2
Inval i d Retransnission Packet dropped.
165. 215.209. 15 |Whited Sates 147. 237. 77. 216 |dover . i df .i| dr op SAMrul e drop
84.228.146.70 |lsrael 147.237.76.86 |navy.idf.il SYN Att ack SYN -> SYN-ACK -> Tineout [reject
106. 38. 241. 106 |Chi na 147.237.72. 166 |aka. i df . il drop SAMrul e drop
93.174.91.29  |Netherl ands 147.237.76. 44 |e.refuah.idf.il Geo- | ocation enforcement  |C0;! ocation inbound drop 1
enf or cenent
141.212. 122. 199|Uhited Sates 147.237.77. 234 |hal ag.i df .i | SYN At ack SYN -> SYN-ACK -> RST rej ect 1
141.212. 122. 146|Wnited Sates 147.237.0. 17 ;nlnly kosher-kravi. 1d fevn At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122.65 |Uited Sates 147.237.76. 176 |test.ncore.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
} . . . SYNtAXK retransnmit with .
204.79.180.126 |nited Sates 147. 237. 76. 200 [ei tan. aka. i of .i | Bad TCP sequence d fferent vi ndow scal 6 monitor |1
106. 38. 241. 106 |Chi na 147. 237. 77. 176 |nat pash. i of . | dr op SAMrul e drop 1
141.212. 122. 194|wnited Sates 147. 237. 76. 198 |e. yohal an.i df .| Geo- 1 ocati on enf or cenent Eﬁ?;)'rggi'mo” I nbound drop 1
52.53.253.180 |lhited Sates 147. 237. 77. 176 |rat pash. i df . i | Bl ock HTTP Non Conpl i ant g;;ed to handie comnection | oo [g
141.212. 122. 128|Uhited Sates 147.237.0.16  |ny-kosher-kravi.idf.il |SYN At tack SYN -> SYN-ACK -> RST rej ect 1
118.98.92.109 |l ndonesia 147.237.72.166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |1
198. 20. 69. 74 Lhited Sates 147.237.0.15 |kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> Tineout [reject 1
159. 226. 95.66  |Chi na 147. 237. 76. 147 |chi nuch. aka. i of .i | SYN At ack SYN -> SYN-ACK -> RST rej ect 1
79.176.232. 127 |lsrael 147. 237.72. 156 |anan. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141. 212. 122. 147|Wited Sates 147.237.0.17 ;“lnly kosher-kravi.id |\ At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122.72 |wited Sates 147.237.0.200 |rdu.idf. il Geo-1 ocation enforcenent |0! ocation inbound drop 1
enf or cenent
106. 38. 241. 106 |Chi na 147.237.77. 216 |dover.idf.il drop SAMrul e drop 1
188. 165. 15. 148 |France 147.237.0.19 |nadimatal .idf.il SYN At ack SYN -> SYN-ACK -> Timeout |reject 1
5.22.129. 82 I srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence Inval i d ACK nunber nonitor |1
89.138.182. 231 [Israel 147. 237. 77. 216 [dover.i df .i SYN Attack SYN -> SYN-ACK -> Tineout [reject 1
141.212. 122. 195|Uhited Sates 147.237.76.38 |e.e.neitav.idf.il SYN At ack SYN -> SYN-ACK -> RST rej ect 1
54.183.204.102 |Uhited Sates 147.237. 77. 216 |dover. i df . i1 Bl ock HTTP Non Conpl i ant Z:'I;ed to handie comnection oo |1
141. 212. 122. 128|UWhited Sates 147.237.76.31 |nakchal .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect
123.125.71.108 |Chi na 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 1
100. 127. 132. 39 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
186. 202. 150. 247 |Brazil 147.237.72. 166 |aka. i df . i | Mil tipl e Uaut hori zed URL Access from 186. 202. 150. 247 B ock 3
186. 202. 150. 247|Brazi | 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to aka.idf.il/wp-admn/ B ock
. . Unaut hori zed URL Access to
91. 196. 50. 33 Pol and 147.237.77. 216 |dover . i df . i | test p5. ni el no. | ubi n. pl /t est proxy. php Bl ock 1
46. 19. 86. 251 I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code B ock 1
. . Unaut hori zed URL Access to
148. 251. 21. 227 |Ger many 147.237.77.216|dover. i df .i | vw i o i1/ engl i shi nevs/j eni nki || ed/ stn Bl ock 1
89.248.174. 4 Net her | ands 147.237.77.19 |lawforumidf.il Uhaut hori zed URL Access to 147.237.77.19/ B ock 1
5.29. 95, 197 I srael 147.237.77. 216 |dover . i df . i | Unhaut hori zed LRL Access to wawidf.il/https:/wanidf.il/ B ock 1
189. 144. 206. 93 |Mexi co 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
ww. chanat z. aka. i df . )
91. 196. 50. 33 Pol and 147.237.77. 226 il Uhaut hori zed URL Access to testpd. pospr.waw pl /test proxy. php |B ock 1
66. 249. 69. 81 Uhited Sates |147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 925-he/ atal . aspx |B ock
157. 55. 39. 37 Lhited Sates [147.237.72.166|aka.idf.il Uhaut hori zed URL Access to 147.237.72. 166/ B ock
89.248.174. 4 Net her | ands 147.237.77.74 |lawidf.il Lhaut hori zed URL Access to 147.237.77.74/ B ock 1
. . . Unaut hori zed URL Access to
40.77. 167. 29 Lhited Sates |[147.237.76.31 [nakchal .idf.il vanw nakhal i df .i 1/ consol e/ cor e/ doc_ngr/ doc.ngr . asp Bl ock 1
207.46.13.143 |tited Sates |[147.237.0.34 |tikshuv.idf.il Wnaut hori zed LRL Access to 8 ock 1
tikshuv.idf.il/nain/giyus/ general . aspx
. . Unaut hori zed URL Access to
109. 65. 152. 145 |Israel 147.237.72. 166 |aka. i df . i | wan aka i o i1/ i v sachar / undefi ned B ock 1
66. 249. 69. 89 Lhited Sates |147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77. 233/ 927-he/ atal . aspx |B ock 1
. . Parameter Type Mol ati on SearchText in
185. 82. 203. 241 147.237.77.216|dover. i df . i | v i df i 1/ 1129- he/ dover . aspx B ock 1
wawy, chamat z. aka. i df . )
89.248.174. 4 Net her | ands 147.237.77. 226 i Unhaut hori zed URL Access to 147.237.77. 226/ Bl ock 1
} . . Unknown Paraneter c in
40.77. 167. 37 Lhited Sates |[147.237.72.166|aka.idf.il voww aka, i of i |/ il Ui ndt enpl at es/ i nner . asp None 1
113.76.90.196 |China 147.237.72. 166 |aka. i df . i | D stributed Waut hori zed UR. Access on 147.237.72. 166/ B ock
66. 249. 69. 97 Lhited Sates |[147.237.77.233|atal .idf.il Lhaut hori zed URL Access to 147.237.77. 233/ 926- he/ atal . aspx |B ock
. . D stributed Whaut hori zed URL Access on
2.54.11.30 I sr ael 147.237.77.234|hal ag. i df . il 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f B ock 1
91. 196. 50. 33 Pol and 147.237.77.19 |lawforumidf.il Lhaut hori zed URL Access to testp3. pospr.waw pl /t est proxy. php |B ock 1
41.234.68. 31 Egypt 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to / B ock 1
_ m ny- kosher - kr avi . i df _ o
141. 212. 122. 145|lhited Sates |147.237.0. 17 i SIS Whtraceabl e Gonnection - Uhknown Server Certificate None 1
) . . Unaut hori zed URL Access to
84.112.185. 114 |Austria 147.237.77. 216 |dover.i df .i | v i df i |/ nevsi t ef hebr ew i n. asp B ock 1
. . DO stributed Whaut hori zed URL Access on
2.54.187. 96 I srael 147.237.77.234|hal ag. i df . il 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f B ock 1
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