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02-25-2016-21:04:00 to 02-25-2016-22:04:00

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action Count
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page Fl ood Attack drop 2
195. 211. 223. 3 Russi an Federati on 147.237. 76. 202 e.halag.idf.il B ock Np Al Net dr op 1
195. 211. 223. 3 Russi an Federation 147.237.76. 197 e. hinush.idf.il B ock Np All Net drop 1
198. 23. 190. 39 Lhited Sates 147.237.72. 217 e.idf.il Bock Np Al _Net dr op 1
195. 211. 223. 3 Russi an Federation 147.237.76. 198 e.yohalan.idf.il |Bock Np Al Net drop 1
208. 100. 26. 228 Lhited Sates 147. 237. 0. 200 rdu. i of .| Block Np All Net drop 1
195. 211. 223. 3 Russi an Federation 147.237.76. 199 e.nakchal .idf.il |B ock Np Al _Net drop 1
218. 95. 228. 109 Chi na 147.237.77.212 e.dover.idf.il ock_Udp All _Nets dr op 1




02-25-2016-21:04:00 to 02-25-2016-22:04:00

|Top Attackers In IPS|

Attacker Address |Attacker Qountry | Target Address |Site Devi ce Action |C0unt |
217.132.13.193  |[Israel 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the LR B ock 8
82. 80. 56. 34 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the URL B ock 6
62.219.137.5 | srael 147.237.0. 34 tikshuv.idf.il C1000138: HTTP. prefix 1.01 in the URL Bl ock 5
87. 69. 89. 35 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the LR B ock 4
61.135.189.103  |China 147.237.77.216 |dover.idf.il CL000071: HTTP: User Agent Sogou+web+spi der B ock 4
79. 180. 149. 131 | srael 147.237.0. 34 tikshuv.idf.il C1000138: HTTP. prefix 1.01 in the URL Bl ock 2
207. 46. 13. 145 Lhited Sates 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the LR B ock 2
51. 255. 65. 52 United Kingdom  |147.237.77.170 |maarachot.idf.il |Cl000146: HTTP. AhrefBot craw er B ock 1
51. 255. 65. 85 United Ki ngdom 147.237.77.233 |atal .idf.il Cl000146: HITP. AnrefBot craw er Bl ock 1
51. 255. 65. 68 Lnited Kingdom |147.237.77.233 |atal.idf.il Cl000146: HITP. AnrefBot craw er B ock 1
51. 255. 65. 94 United Kingdom  |147.237.77.170 |maarachot.idf.il |Cl000146: HTTP. AhrefBot craw er B ock 1
51. 255. 65. 71 United Ki ngdom 147.237.77.170 |maarachot.idf.il [Cl000146: HITP. AhrefBot craw er Bl ock 1
157. 55. 39. 92 Lhited Sates 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the LR B ock 1
51. 255. 65. 77 Lhited Kingdom |147.237.77.233 |atal .idf.il C1000146: HTTP. AhrefBot craw er B ock 1
51. 255. 65. 38 United Ki ngdom 147.237.77.170 |maarachot.idf.il [Cl000146: HITP. AhrefBot craw er Bl ock 1
51. 255. 65. 81 Lnited Kingdom |147.237.77.233 |atal.idf.il Cl000146: HITP. AnrefBot craw er B ock 1




02-25-2016-21:04:00 to 02-25-2016-22:04:00

|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
. .. |ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
182.77.3.115 147.237.76.38 |India e.eneitav.idf.il . 1
Potential Scan or Brute Force
198. 180. 198. 185|147.237.8.46 [lhited Sates |e.chinuch.idf.il |ET SCAN NVAP -sS wi ndow 4096 1
193. 105. 134. 220|147. 237. 72. 166 |Sweden akaidf.il ET SCAN NMAP -sS wi ndow 1024 1
180. 97. 106. 37  |147.237. 77. 178 |Chi na enatpash.idf.il |ET SCAN Potential SSH Scan 1
_ _ . |ET SCAN Behavi oral Uhusual Iy fast inbound Tel net Gonnecti ons,
200. 207. 232. 133|147.237.8.28 |Bazil e.nobi | e-ks.idf.il ) 1
Potential Scan or Brute Force




02-25-2016-21:04:00 to 02-25-2016-22:04:00

|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Addr ess ‘Ste ‘Slgnature
77.125.142.5  |Israel 147.237.77. 234 |ndl ag.iof .11 [Bad TOP sequence SWretransmt with different monitor  [o1
W ndow scal e
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 32
100. 118. 147. 236 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 16
. . SWNretransmit wth different .
213. 8. 204. 40 I srael 147.237.77.234|hal ag.idf.il |Bad TCP sequence wi ndow scal e noni t or 16
87.68.245.230 |[lsrael 147.237.72. 156 |aman.idf.il  |SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 13
77.125.142.5  |Israel 147.237.77.233atal .idf.il  [Bad TOP sequence SWretransmt with different monitor  [11
W ndow scal e
s SYNWACK retransmit with different .
87.68.245.230 |Israel 147.237.72. 156 [amn.idf.il  [Bad TCP sequence i ndow scal 6 noni t or 10
209. 89.131.60 |Canada 147.237.77. 233 |atal .idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 10
37.59. 62. 43 France 147.237.77. 216 |dover.idf.il |Bl ock HTTP Non Conpl i ant Fai |l ed to handl e connection data noni t or 10
Sreaming Engine: TGP Invalid i i sSi
176.13.12.218 |Israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segent retransmssion. drop 9
Ret ransni ssi on Packet dr opped.
79.182. 29. 238 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop
46. 19. 85. 97 I srael 147.237.72.166 |aka.i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or
Sreamng Engine: TCP Invalid ' i ssi
109. 65. 205. 251 |l sr ael 147. 237. 72. 166 |aka. i f . i 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
85.130.139.99 |lsrael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 5
94.197.120. 109 |United Ki ngdom|147.237.72.166 |aka.idf.il dr op Frst packet isn't SN drop 5
79.176.180.75 |lsrael 147.237.77.234|nal ag.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 5
2.52.137.22 I srael 147.237.72. 166 |aka. i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 4
149.78.98.213 |Israel 147.237.77.216|dover.idf.il |SYN At tack SYN -> SYN-ACK -> RST rej ect 4
195. 34.150. 18  |Austria 147.237.77. 216 |dover.idf.il |Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 4
2.54.170. 83 I srael 147.237.72. 166 |aka. i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 4
46.19. 85. 118 I srael 147.237.77. 216 |dover.idf.il [Bad TCP sequence Invalid AGK nunber alert 4
Sreamng Engine: TCP Invalid i i ssi
149.88.251.52 |Israel 147.237.76. 200 |6 tan. aka. i of . | 9 =g nval i d segnent retransmssi on. drop 4
Ret r ansn ssi on Packet dr opped.
2.54.41.196 I srael 147. 237. 72. 166 |aka.i df . i1 SYN At tack SYN -> SYN-ACK -> RST rej ect 4
46.19. 85. 118 | srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 4
87. 69. 151. 47 I srael 147.237.72. 156 |aman.idf.il  |SYN At tack SYN -> SYN-ACK -> RST rej ect 4
87.68.245.230 |l srael 147.237.72. 156 [anan.idf.il  [Bad TCP sequence noni t or 4
46.19. 85. 111 I srael 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 4
o SYNWACK retransmit with different .
79.176.180.75 |Israel 147.237.77.234|hd ag.idf.il |Bad TCP sequence wi ndow scal 6 noni t or 4
79.176.180.75 |Israel 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 3
Russi an . .. .. |Streaning Engine: TCP Invalid Invalid segnent retransnission.
130. 193. 51. 47 ration 147.237.0.34  |tikshuv.idf.il Ret 1 ansni ssi on Packet dr opped. drop 3
reanming BEngine: TCP Invali i i sSi
84.228.201.32 | srael 147.237.72. 166 |aka i i1 | €AM NG Engine: TCP Invalid —Jinvalid segnent retransnission drop 3
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TP Invalid i i ssi
109. 64.57. 241 |Israel 147. 237.72. 166 |aka. i f .11 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansn ssi on Packet dropped.
reanming BEngine: TCP Invali i i sSi
5.28.144.196  |israel 147.237.72. 166 |aka i i1 | €AM NG Engine: TCP Invalid —Jinvalid segnent retransnission drop 3
Ret ransm ssi on Packet dr opped.
94.77.196. 82 Saudi Arabi a 147.237.77. 216 |dover.idf.il |Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 3
Sreaming Engine: TGP Invalid i i sSi
79.177.209.24 |israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid ' i ssi
77.125.249.38  |israel 147. 237. 72. 166 |aka. i f . i 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i sSi
79.183.55.48  |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
. . SYNFAK retransmit with different .
79.176.180.75 |lsrael 147.237.77. 216 |dover.idf.il |Bad TCP sequence wi ndow scal e noni t or 3
Russi an o Sreamng Engine: TCP Invalid Inval i d segnent retransnission.
141.8.132. 112 er ot on 147.237.72. 166 |aka.i df .i | Ret r ansmi ssi on Packet dr opped. drop 3
Sreamng Engine: TCP Invalid ' i ssi
31.168. 186. 169 || srael 147. 237. 72. 166 |aka. i f . i 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i sSi
77.125.120.39 |israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segent retransmssion. drop 3
Ret ransni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid ' i ssi
2.54.6. 167 I'srael 147. 237. 72. 166 |aka. i f . i 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i sSi
79.178.10.227 |israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segent retransmssion. drop 3
Ret ransni ssi on Packet dr opped.
Sreamng Engine: TQP Invalid ' i ssi
87.68.255.11  |Israel 147. 237. 72. 166 |aka. i f . i 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i sSi
77.126.164.57 |israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segent retransmssion. drop 3
Ret ransni ssi on Packet dr opped.
79.176.180.75 |Israel 147.237.77. 234 |halag.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout alert 3
87.68.245.230 |l srael 147.237.72.156 |anan.idf.il  |Bad TCP sequence I'nval i d ACK nunber noni t or 3
Sreanming Engine: TCP Invalid i i Ssi
109.66.99.41  |israel 147.237.72. 166 |aka. i f .11 9 =g nvalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dr opped.
185.3.147.185 |Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber noni t or 3
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|Top Attackers In V\AF|

At acker

Devi ce

f

ount ry Target Address |[Site S gnature Action ‘Count
46.19.86.105 |Israel 147.237.0.19 |[madimatal .idf.il |Dstributed Suspicious Response Code B ock 116
93. 172. 249. 236 || srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock 32
77.125.241.82 |Israel 147. 237. 76. 39 Irru)b| le.neitav. idf.i D stributed Suspicious Response Code B ock 20
37.59. 62. 43 France 147.237.77. 216 |dover. i df . i | Unaut hori zed HTTP Met hod Bl ock 10
37.142.64.68 |lsrael 147.237.77. 216 |dover.idf . il Unaut hori zed URL Access to waw i df.il/anan B ock 5
46.116. 24. 234 |Israel 147.237.72. 156 [anan. i df . i | D stributed Suspici ous Response Code B ock 5
31.168.82.80 |lsrael 147.237.72. 156 |anan. i df . i | D stributed Suspici ous Response Code B ock 4
5.28.131.173 |[Israel 147.237.72. 156 [anan. i df . i | D stributed Suspici ous Response Code B ock 4
85. 65. 169. 166 |l srael 147.237.72. 156 [anan. i df . i | D stributed Suspici ous Response Code B ock 4
87.68. 245. 230 |lsrael 147.237.72. 156 |anan. i df . i | D stributed Suspici ous Response Code B ock 3
83.243.118. 254 |Germany  |147. 237. 77. 216 |dover. i df .i | maﬁfri IT/yfggg_ Zlnfudio‘\)/';rc_t;sogfmm ent A acetbl der 18t xtEnai | in B ock 3
46. 19. 85. 64 I srael 147.237.76. 39 ImeI le.neitay. idf.i D stributed Suspici ous Response Code B ock 3
85. 130. 251. 207 |l srael 147.237.72. 156 [anan. i df . i | D stributed Suspici ous Response Code B ock 3
5.29.136.126 |[Israel 147.237.72. 156 [anan. i df . i | D stributed Suspici ous Response Code B ock 3
77.126.164.57 |lsrael 147.237.72. 156 |anan. i df . i | D stributed Suspici ous Response Code B ock 2
37.142.64.109 |[Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod PCST for vww aka. i df.il/nai n/ sachar/fag. aspx B ock 2
199. 30. 24. 123 |lhited Sates|147.237. 77. 216 |dover. i df .il Oistributed Uhauthori zed URL Access on waw idf.il/error.htm B ock 2
94. 159. 153. 136 |l srael 147.237.72. 156 [anan. i df . i | D stributed Suspi ci ous Response Code Bl ock 2
85.65.191. 119 |l srael 147.237.72. 156 [anan. i df . i | D stributed Suspici ous Response Code B ock 2
113.67.190.31 |China 147.237.77. 176 |nat pash. i df . i | PHP At t enpt B ock 2
37.59. 62. 43 France 147.237.77. 216 |dover . i df . i | Mil tiple Unauthorized URL Access from 37.59. 62. 43 B ock 2
79.178.16.59 |[Israel 147.237.72. 156 [anan. i df . i | Suspi ci ous Response Code B ock 2
185. 27. 105. 124 | srael 147.237.72. 156 [anan. i df . i | D stributed Suspicious Response Code B ock 2
46.19. 85. 79 I srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response (ode B ock 2
77.125. 245. 244 || sr ael 147. 237.72. 156 |anan. i df . i | m :ﬁg‘rj‘t ?‘éf u:?b’tc';%rs'ozli‘j C?;fggffsgro/”un def i ned B ock 2
2.54.158.118 |[lsrael 147.237.0.19 |[madimatal .idf.il |Dstributed Suspicious Response Code B ock 2
79.178.32.13 |Israel 147.237.72. 156 |anman. i df . i | DO stributed Suspici ous Response Code B ock 2
46.19.85.118 |Israel 147.237.77.243|nobi | e. i df . i | Dstributed Suspicious Response Code B ock 1
209. 89. 131. 60 |Canada 147.237.72.167|i shuri maka. i df . i | |Untraceabl e SSL Sessions: Cpen Mde None 1
2.137.87.152 |Sain 147.237.72. 156 |anman. i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
157.55.12.65 |Lnited Sates|147.237.77. 216 [dover.idf.il Ostributed Unhaut hori zed URL Access on waw i df.il/error.htm B ock 1
46.121.194.52 |lsrael 147.237.77. 243 |nobi l e. i df . i | Uhaut hori zed URL Access to nobile.idf.il/nekudot/i ndex Bl ock 1
85.64.109. 66 |l srael 147.237.77. 234 |hal ag.i df . i | i,;t ;'32“;3‘1zﬁﬁfﬂggsfiiaﬁlﬁﬁi lc_’r;i . Bock |1
Unknown Par arret er
5.29.202.197 |[lsrael 147.237.72. 166 |aka. i df . i | ct 1 00%$ct | 00$cphMai n$TochenP acetbl der $ct | 13$ct | 01$ct | 03%chbl Questi on$ [None 1
35 in ww aka.idf.il/main/giyus/ questionnaire. aspx
195. 138. 85. 250 |krai ne 147. 237.77. 216 |dover . i df . i | muitgﬁr; Izﬁdenﬁ;tf;is;dttgm endl sendi of i end. aspx28anp Bl ock 1
79.178.57.124 |israel 147.237.77. 234 |hal ag. i df . i | ?4? ;'33‘“7‘;‘12;2‘;"?;:3:;‘;?};‘:&/@?’??2 l‘_”;i . Bock |1
2.54.14.235  |[Israel 147.237.77. 234 |hal ag. i df . i | ?4? ;'sgmﬁd2;27?‘;:32572?]61%/@%7?? fr;i . Bock |1
109. 67. 16. 137 | srael 147.237.72.166 |aka. i df . i | m”;;:i ?Tﬁﬁaﬁw/gxmﬁfmm in None 1
66.249.78.213 |lhited Sates|147. 237. 72. 166 |aka. i df . i | Lhaut hori zed URL Access to aka.idf.il/default.asp Bl ock 1
46.19.85.173 |Israel 147.237.77. 243 |nobi l e. i df . i | DO stributed Suspici ous Response Code B ock 1
87.69. 163. 230 |[Israel 147.237.72. 156 [anan. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
84.109. 144. 169 || srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1136- he/ atal . aspx Bl ock 1
37.26.146.219 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mde None 1
213.8.204.40 |israel 147.237.77. 234 |hal ag. i df .i | o ;'32‘“73‘1Zg??ggzsfiia%/ﬁfﬁf T Bock |1
79.176.180.75 |Israel 147.237.77. 234 |hal ag. i df . i | o rzlsl;ugsd2;27?;232572?151%/&??3; fgi . Bock |1
157.55.39. 106 |lhited Sates|147.237. 77. 216 |dover.idf .i | Uhaut hori zed URL Access to wn i df . il/newsite/english/nain. asp/ B ock 1
Unknown Par arret er
93. 173. 204. 247 || srael 147.237.72. 166 |aka. i df . i | ct100$ct | 00$cphMai n$TochenPl aceHol der $bt nAt udaBack i n None 1
v aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
54.167. 183. 116 |Wi ted Sates|147. 237. 7. 216 |dover . i df . i | D e o el dover aspx Bock |1
Unknown Par anet er
5.29.202.197 |[Israel 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$TochenPl aceHbl der $ct | 13$ct | 01$ct | 03$chl Questi on$  [None 1
42 in ww aka. i df.il/main/giyus/questionnai re. aspx
Uhknown Paraneter catld in
79.179.24.79 |Israel 147.237.72. 166 |aka. i df . i | vy aka. i df . i |/ mai n/ gi yus/ mai n/ gi yus/ resour ces/ i mages/ nast er/ f avi con. gi |None 1

02-25-2016-21:04:00 to 02-25-2016-22:04:00




