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Top Attackers

M dover.idf.il

M aka.idf.il

M tikshuv.idf.il

B chinuch. aka. i df . i
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M nobi le.idf.il

I hinush.idf.il

M refuah.idf.il

lawidf.il

M natpash. i df i |

W 197.117.154. 28
109. 253. 193. 212

W 2.52.15.231
41.33.231.90

M 37. 26. 146. 177

W 46. 117. 140. 240

I 46. 19. 86. 245

M 46. 121. 85. 185
27.19. 146. 239

M 79. 182. 219. 180
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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action [Count|
197.117. 154. 28 Ageria 147.237.77. 216 dover.idf.il ock Wp Al _Nets drop 617

200. 9. 67. 2 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 17

82. 145. 209. 95 Eur ope 147.237.77. 216 dover.idf.il B ock Ip Véb In drop 4

82. 145, 216. 188 Eur ope 147.237.77. 216 dover.idf.il Block Ip Véb In drop 3
54.72.182. 187 Irel and 147.237.77. 216 dover. i df.il Block Udp All Nets drop 3
79.180. 120. 16 | srael 147.237.72. 156 anan.idf.il ock Wp Al _Nets drop 3

198. 23. 190. 39 Lhited Sates 147. 237. 72. 156 aman. i df il Block Np All Net drop 1

119. 241. 3. 115 Japan 147.237.72. 14 dover.idf.il (ol dfB ock_Wp Al _Nets dr op 1

208. 67.1.130 Lhited Sates 147.237. 0. 200 ndu. i df.il Bl ock Wp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnature Devi ce Action |Count
79.182. 219. 180 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the LR Bl ock 12
79.179. 149. 18 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HTTP. prefix 1.01 in the URL Bl ock 10
109. 67. 172. 171 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HTTP. prefix 1.01 in the URL B ock 8
46.116. 80. 164 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the LR Bl ock 8
80. 246. 130. 138 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HTTP. prefix 1.01 in the URL Bl ock 6
79.177. 149. 159 | srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the URL B ock 2
213.151. 53. 59 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the LR B ock 2
51. 255. 65. 10 Uhi ted Ki ngdom 147.237.77. 233 atal.idf.il C1000146: HTTP.  AhrefBot craw er Bl ock 1
51. 255. 65. 70 Uhi ted Ki ngdom 147.237.77. 233 atal .idf.il C1000146: HITP.  AhrefBot craw er B ock 1
51. 255. 65. 41 Lnited Ki ngdom 147. 237.77. 170 naar achot . i df . il C1000146: HTTP.  AhrefBot craw er B ock 1
51. 255. 65. 94 Uhi ted Ki ngdom 147.237.77. 170 naar achot . i df . il C1000146: HTTP.  AhrefBot craw er Bl ock 1
51. 255. 65. 44 United Ki ngdom 147.237.77. 170 maar achot . i df . i | C1000146: HITP. AnrefBot craw er B ock 1
51. 255. 65. 45 Lnited Ki ngdom 147.237.77. 233 atal .idf.il C1000146: HTTP.  AhrefBot craw er B ock 1
51. 255. 65. 6 Uhi ted Ki ngdom 147.237.77. 233 atal.idf.il C1000146: HTTP.  AhrefBot craw er Bl ock 1
51. 255. 65. 51 United Ki ngdom 147.237.77. 170 maar achot . i df . i | C1000146: HITP. AnrefBot craw er B ock 1
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|Top Attackers In |D|

At acker

Target Address ountry Signature
195. 34. 150. 18 [147. 237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 3
132 72.95. 19 |147 237 77 1701 528l vaerachot i df i | ET DC5 Large amount of TCP ZeroWndow - Possi bl e Nkil | er2 3
DDos att ack
81.218.59.82  |147.237.77.216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
79. 182. 207. 123 |147. 237. 72. 166 I srael akaidf.il portscan: TCP O stributed Portscan 1
77.125. 156. 252 |147. 237. 72. 166 I srael akaidf.il portscan: TCP DO stributed Portscan 1
213.57. 153. 213 [147. 237. 77. 216 |I srael dover.idf.il portscan: TCP O stri buted Portscan 1
46.120. 142. 110 |147. 237. 72. 166 |I srael akaidf.il portscan: TCP O stributed Portscan 1
192, 118. 11. 120 (147. 237. 77. 216 || srael dover.idf.il portscan: TCP DO stributed Portscan 1
46.116. 198. 117 |147. 237. 77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
149.78.81.24  (147.237.77. 216l srael dover.idf.il portscan: TCP O stributed Portscan 1
41.33.231.90 |147.237. 77. 216 |Egypt dover.idf.il portscan: TCQP Distributed Portscan 1
120. 55. 90. 163 [147.237.76.30 [China hi nush. i df .i | ET SCAN NVAP -sS w ndow 1024 1
108. 61. 228. 113 [147.237.76.31 [thited Qates  [nakchal .idf.il ET SCAN NVAP -sS w ndow 1024 1
82.81.96.104  |147.237.77. 216 I srael dover.idf.il portscan: TCP DO stributed Portscan 1
79.183.13.71  |147.237.77. 216l srael dover.idf.il portscan: TCP O stributed Portscan 1
79.180. 50. 233 |147. 237. 72. 166 I srael akaidf.il portscan: TCP O stributed Portscan 1
66.249. 64. 195 |147.237.72.166|nited Sates [aka idf.il portscan: TCP DO stributed Portscan 1
46.117. 163. 153 |147. 237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
179. 43. 147. 205 [147. 237. 77. 233 S t zer| and atal .idf.il ET SCAN Potential VNC Scan 5900- 5920 1
46.19.86.139  |147.237.77. 216 |l srael dover.idf.il portscan: TCP DO stributed Portscan 1
108. 61. 228. 113 |147.237.76.34 |[Lhited Sates |yohalan.idf.il ET SCAN NVAP -sS wi ndow 1024 1
94.102.49. 151 [147.237.0.16 [Netherl ands ny-kosher-kravi.idf.il |ET SCAN Potential VNC Scan 5900- 5920 1




02-25-2016-17:04:01 to 02-25-2016-18:04:01

|Top Attackers In FW |
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Sreamng Engine: TCP Invalid

Inval id segnent retransnission.

Ret r ansm ssi on

Packet dropped.

109. 253. 193. 212/l srael 147.237.72. 166 |aka.i df .i | > dro 54
Ret r ansm ssi on Packet dropped. P
Sreaming Engine: TGP Invalid i i sSi
2.52.15.231 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i | 9 =g nvalid segnent retransmssi on. drop 36
Ret r ansn ssi on Packet dropped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
Sreamng Engine: TCP Invalid i i ssi
46.19.86.245  |israel 147. 237.77. 243 |nubi l e.i df .i 9 =g nvalid segnent retransmssi on. drop 21
Ret r ansnm ssi on Packet dropped.
46. 121. 85. 185 | srael 147.237.72. 166 |aka. i df .i dr op First packet isn't SN drop 17
37.26.146.177 |israel 147. 237. 72. 166 |aka.i df . i | drop First packet isn't SN drop 15
46.117. 140. 240 |Israel 147.237.76.30 |hinush.idf.il Bad TCP sequence I'nval i d AGK nunber alert 12
46.117. 140. 240 |Israel 147.237.76.30 |himush.idf.il Bad TCP sequence I'nval i d AGK nunber noni t or 12
81.218.241.25 |israel 147. 237. 72. 166 |aka.i df . i | drop First packet isn't SN drop 12
76.1.134. 2 Whited Sates |147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 11
27.19.146.239 |cnina 147.237. 77. 216 |dover . i df . i Bad TCP sequence SN retransmt wih different monitor |10
w ndow scal e
Sreamng Engine: TCP Invalid i i ssi
2.54.185.13  |Israel 147.237.0.34  |tikshw.idf.il 9 =g nvalid segnent retransmssi on. drop 9
Ret r ansnm ssi on Packet dropped.
reaming BEngine: TCP Invali i i ssi
79.177.112.15  |israel 147.237.72. 166 |aka i df . Streaning Engine: TCP Invalid invalid segnent retransnissi on. drop 9
Ret ransm ssi on Packet dropped.
193. 43. 246. 250 |l srael 147.237.77.74 |lawidf.il drop First packet isn't SN drop 9
46. 19. 85. 120 I srael 147.237.72.166 |aka i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or 8
46. 19. 86. 43 | srael 147.237.72.166 |aka.idf .il dr op Frst packet isn't SN drop 7
89.138.94.219 |Israel 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
Sreaming Engine: TGP Invalid i i ssi
79.180. 178. 203 |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. drop 6
Ret ransni ssi on Packet dropped.
62.219. 126. 248 |l srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid sequence nunber noni t or 6
Sreaming Engine: TGP Invalid i i sSi
77.127.13.217 |israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansn ssi on Packet dropped.
reamn ine: TCP Invali i i ssi
81.218.201.34 |Israel 147. 237.72. 166 |aka. i of . i | Streamng Engi ne: TCP alid invalid segnent retransnission drop 6
Ret r ansn ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
85.130. 244. 74  |Israel 147. 237. 72. 156 |anan. i df . i 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansn ssi on Packet dropped.
193. 43. 245. 250 |l srael 147.237.77.74 |(lawidf.il dr op Frst packet isn't SN drop 6
37.26.146.177 |lsrael 147.237.72. 166 |aka. i df . i SYN Attack SYN -> SYN-ACK -> Ti neout aert 5
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 5
70.197.199. 227 |Uhited Sates [147.237.77.176 |natpash.icf.il  |SYN Attack SYN -> SYN-ACK -> RST rej ect 5
o SYNretransmit wth different .
176.13.17.191 |l srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence wi ndow scal e noni t or 5
46. 19. 85. 30 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or
37.26.146.177 |Israel 147. 237. 72. 166 |aka.i of . i | SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 5
o SYNVACK retransmt wth different .
37.26.146.177 |Israel 147.237.72. 166 |aka.i df .i | Bad TCP sequence wi ndow scal @ noni t or 5
149.62.201.84 |Rulgaria 147.237. 72. 156 |anan. i df .i | dr op First packet isn't SN drop 4
195. 34.150. 18  |Austria 147.237. 77. 216 |dover.i df . i | Bl ock HTTP Non Conpl i ant Failed to handl e connection data  |nonitor 4
85. 130. 141. 155 |l srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Inval i d ACK nunber noni t or 4
Sreamng Engine: TCP Invalid i i SSi
109. 64.58.150 | srael 147.237.72. 166 |aka. i df .| 9 =g Invalid segnent retransmssi on. drop 3
Ret r ansnm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
2.52.167. 19 I srael 147.237.72. 166 |aka i df . 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansn ssi on Packet dropped.
31.210. 187. 150 |[Israel 147.237.72. 166 |aka.i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 3
Sreamng Engine: TCP Invalid i i ssi
109. 67.172. 171 |Israel 147.237.72. 166 |aka i f .11 9 =g Inval i d segnent retransmssi on. drop 3
Ret r ansn ssi on Packet dropped.
reaming BEngine: TCP Invali i i ssi
185. 120. 126. 24 147.237.72. 166 |aka i df . Streaning Engine: TCP Invalid invalid segnent retransnissi on. drop 3
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
84.228.219. 187 |Israel 147.237.72. 166 |aka i f .11 9 =g Inval i d segnent retransmssi on. drop 3
Ret r ansn ssi on Packet dropped.
Sreanmng Engine: TCP Invalid i i ssi
2.54.54. 89 I'sr ael 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransmssi on. drop 3
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
79.183.188. 193 |Israel 147.237.72. 166 |aka i f .11 9 =g Inval i d segnent retransmssi on. drop 3
Ret r ansnm ssi on Packet dropped.
Sreanmng Engine: TCP Invalid i i ssi
109.65.77.92  |israel 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransmssi on. drop 3
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
79.180.2.80  |Israel 147.237.72. 166 |aka i df .i 9 =g Inval i d segnent retransmssi on. drop 3
Ret r ansn ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
46.19. 86. 43 I'sr ael 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransmssi on. drop 3
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
176.13.18.86  |Israel 147.237.72. 166 |aka i df .i 9 =g Inval i d segnent retransmssi on. drop 3
Ret r ansn ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
109. 253. 131. 218|i srael 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransmssi on. drop 3
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
79.180. 230. 189 I srael 147.237.72. 166 |aka i f .11 9 =g Inval i d segnent retransmssi on. drop 3
Ret r ansn ssi on Packet dropped.
87.71.47.48 I sr ael 147. 237.72. 167 |i shuri maka. i of . i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 3
Sreamng Engine: TCP Invalid i i ssi
109. 253. 157. 2541 srael 147, 237.72. 166 |aka.i df .1 9 =g Invalid segnent retransmssion. drop 3
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count ry ‘Target Address |Ste Signature

Attacker Address

Sreamng Engine: TCP Invalid i i ssi
176.13.11.90  [israel 147.237.72. 166 |aka. i df .| 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansn ssi on Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
2.54.166. 83 | srael 147.237.0.19 |nadimatal .idf.il|DOstributed Suspicious Response Code B ock 8
46.121.123.29 |Israel 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed Method for Known URL from 46.121. 123. 29 B ock 7
37.26.147.238 |Israel 147.237.77. 243 |nobi | e. i df . i | fbﬁtt ?&T{fﬁs\;cﬂa?ﬂicir;nggaﬂﬁ;mrd tn Bock |5
5.228.252. 126 :Z:::t”i on 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
80.250.149. 60 [Israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
87.100. 250. 207 |Fnland 147.237.77.216|dover. i df . il SSL Untraceabl e Connection - Qpen Mde None
68.180. 228.175 |[Lhited Sates 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147. 237. 76. 42/ 1638- he/ r ef uah. aspx B ock 1
109. 160. 142. 77 |Israel 147.237.72.166 |aka. i df . i | \?wax;e: w@??/?mﬂﬁ/\ga‘zhiiﬁ';gii;r ati onwi 22 regi st e aspx None |1

Unaut hori zed URL Access to

waw i df . i |/ arr/ &=nagf pégpk&enc=azpkdcqt kwk- ut gbkai r ner f xt xj af 5i p
66.220.152.33 [lhited Sates 147.237.77. 216 |dover.i df .i | 7f ggnvdbhavf | kkn6i z- dhi whbOaueendcyj sdt virdr t ybexwnbhp2l | g4- gq |Bl ock 1

sbevj rv605qj r wigybuoabl 3kewh01nm- vo8zb92nmhpeg9qt 3xi v4cdpé&s=

1

Unknown Par arret er
37.142.163.80 |[lIsrael 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphvai n$TochenPl aceHbl der $bt nAt udaPrint in None 1

wan aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx

Pal esti ni an Unaut hori zed URL Access to
188. 225. 154. 199|Territory, 147.237.77. 176 |mat pash. i df . i | wwv. cogat . i df . i |/t enpl at es/ homepage/ www. yout ube. cond v/ 3g51ei 5nuh |Bl ock 1
Cccupi ed g

89.138.223.218 |Israel 147. 237.72. 156 |anan. i df . i | (Si_sLuj tcrgfﬁblspﬁngiﬁli gm;g&zz;am;; on None |1
68.180.230.29 [United Sates  |147.237.77.176 |nat pash. i df . i | ma:i;z pe M /OiSQL?Qe/F)?gZZﬂLBX Bock |1
46.121.123.29 |[Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod HEAD for ww aka. i df. i |/ mai n/ sachar/ B ock 1
125. 209. 150. 50 |Australia 147.237.77. 216 |dover . i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None
27.19.146.239  |China 147.237.77. 216 |dover . i df . i | R e e Oy < headier per Bock |1
81.218.37.2 I srael 147.237.77.216|dover. i df .i | Unaut hori zed URL Access to v i df.il/inages/ 1. he/ sear chback. png B ock 1
66. 249. 64. 48 Lhited Sates 147.237.77. 170 [maar achot . i df . i | |Unauthorized URL Access to 147.237.77. 170/ pdf/fil es/ 7/ 107187. pdf  |B ock 1
37.239.8.6 Iraq 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to v idf.il/arr/ B ock 1
200.9.67.2 147.237.77.216|dover. i df .i | Lhtraceabl e SSL Sessi ons: Qpen Mde None 1
95.86.101. 241 [Israel 147.237.77. 216 |dover.idf . il Mil tipl e Lhaut horized URL Access from 95. 86. 101. 241 B ock 1
2.52.15.231 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i|Unaut hori zed URL Access to wwu chi nuch. aka. i df .il/404. htm B ock 1
72.9.148.10  |United Sates  [147.237.76.86 |navy.idf.il m“tnzsg' e e 0/ navy. aspx. asp Hock |1
54.191. 244. 235 |Whited Sates 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx B ock 1
37.26.146.141 |lsrael 147.237.72. 156 |anan. i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
176.13.11.118 |[Israel 147.237.77.243|nobi l e. i df . i | Uhaut hori zed URL Access to mobil e.idf.il/nekudot/i ndex B ock 1
82.166.235.69 |[Israel 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Code Character in URL from82. 166. 235. 69 B ock 1
66. 249. 64. 53 Lhited Sates 147.237.77. 170 |n@ar achot . i df . i | |Unaut hori zed URL Access to 147.237.77.170/ pdf/files/ 4/ 112224. pdf  |B ock 1
40.77.167.91 Lhited Sates 147.237.77. 216 |dover . i df . i | Uhaut hori zed LRL Access to wawidf.il/error.htm B ock 1

Unaut hori zed URL Access to
95.86.101.241 |[lsrael 147.237.77.216|dover.idf .i | wawv, i df . i | /1038- he/ dover . aspx&a=u&ed=0ahukew ugp37nzpl ahwi n3i |[B ock 1

kht | ucbwgf ggvrmau&usg=af gj cnepj i ai x3qor r zuj i W VWKX6Xr nsw
2.54.1.199 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
79. 180. 2. 80 I'srael 147.237.72. 166 |aka. i df . i | mn:k“; i???‘ftﬂg Ncéggﬁi‘jt;angf';:_Ngisgfc'jhsacr'ar$Ct' min None |1
54.244.48.31  |Uited Sates  [147.237.76.42 |refuah.idf.il [0 57 buted Lhau forized o o e Bock |1
176.13.17.191 |Israel 147.237.76.42 |refuah.idf.il  [J5 0 e b fori zed ﬁaﬁcg‘:i on Hock |1
87.69. 173. 40 I srael 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147.237.76. 42/ styl el shared/ reset . css B ock 1
66. 249. 64. 58 Lhited Sates 147.237.77. 170 |n@arachot . i df . i | |Unaut hori zed URL Access to 147.237.77. 170/ pdf/fil es/ 6/ 105606. pdf B ock 1
46. 19. 86. 187 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
109. 66. 220. 148 |l srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
80.179.92.156 |lsrael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147. 237. 76. 42/ styl e/ shared/ t ext . css B ock 1
64.132. 42. 26 Lhited Sates 147.237.77. 216 |dover . i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
37.26.148.131 [Israel 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
185. 89. 217. 233 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
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