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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address  [Site |Signature |Device Action  |Count |
79.183.171. 153 | srael 147.237.72. 166 aka.idf.il Bl ock_UWp Al _Nets drop 6
82.81.12. 22 | srael 147.237.77. 216 dover.idf.il B ock_Udp Al _Nets drop 3
109. 65. 49. 86 | srael 147.237.0. 34 tikshuv.idf.il B ock Wp Al Nets drop 3
109. 65. 49. 86 I srael 147.237.77. 216 dover.idf.il Bl ock Udp All Nets drop 3
185. 103. 252. 5 147. 237. 76. 147 chi nuch. aka. i df .i | B ock_Udp Al Nets drop 2
54.72.182.187 I rel and 147.237.77. 216 dover.idf.il Bl ock_UWp Al _Nets drop 2
198. 23. 190. 39 Lhited Sates 147.237.76. 196 e.sviva.idf.il B ock Np Al _Net drop 1
109. 65. 49. 86 | srael 147.237.76. 86 navy.idf.il B ock_Udp Al _Nets drop 1




02-25-2016-15:04:05 to 02-25-2016-16:04:05

|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry arget Address Devi ce Action ‘Oount
109. 65. 49. 86 I srael 147.237.0. 34 tikshuv.idf.il |Cl000138: HTTP. prefix 1.01 in the UR B ock 5
131. 253. 25. 190 Lhited Sates 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the UR B ock 2
2.54.189. 237 | srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the UR B ock 2
37.26. 149. 232 I srael 147.237.0. 34 tikshuv.idf.il |Cl000138: HTTP. prefix 1.01 in the UR B ock 2
51. 255. 162. 167 Lhi ted Ki ngdom 147.237.72. 166 aka.idf.il C1000074: HITP. maj estic bot B ock 2
40.77.167.31 Lhited Sates 147.237.0. 34 tikshuv.idf.il |CL000138: HITP. prefix 1.01 in the LR Bl ock 1
51. 255. 65. 3 Uni ted Ki ngdom 147.237.77. 74 lawidf.il C1000146: HTTP. AhrefBot craw er B ock 1
51. 255. 65. 64 Lhi ted Ki ngdom 147.237.77.74 lawidf.il C1000146: HTTP.  AhrefBot craw er B ock 1
51. 255. 65. 79 Ui ted Ki ngdom 147.237.77. 74 lawidf.il Cl000146: HTTP.  AnrefBot craw er Bl ock 1




02-25-2016-15:04:05 to 02-25-2016-16:04:05

|Top Attackers In |D|

Attacker Address ‘Target Address Attacker Gountry |Signature

66.249. 93. 15 147.237.76. 42 Lhited Sates refuah.idf.il ET SCAN NVAP -sA (2) 100
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
89. 138. 105. 122 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
84.108. 126. 157 147.237.77. 216 | srael dover.idf.il portscan: TCP DO stributed Portscan 1
79.182. 146. 189 147.237.72. 166 I srael aka idf.il portscan: TCQP D stributed Portscan 1
185. 27. 105. 70 147. 237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
46. 19. 85. 170 147.237. 72. 166 I srael aka.idf il portscan: TCP D stributed Portscan 1
109. 253. 199. 1 147.237.77. 74 I 'srael lawidf.il GPL SCAN nyscan 1
2.54.28.90 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
109. 186. 19. 37 147.237. 72. 166 I srael aka.idf il portscan: TCP D stributed Portscan 1
95. 67. 249. 243 147.237.77. 179 Russi an Federati on e.nazi.idf.il ET SCAN NVAP -sS w ndow 1024 1
93.113.125. 11 147.237.76. 42 Rormani a refuah.idf.il ET SCAN NVAP -sS w ndow 1024 1
84.228. 253. 13 147.237.77. 216 | srael dover.idf.il portscan: TCP DO stributed Portscan 1
79.183. 133. 230 147.237.77.216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
79.181.1.58 147. 237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
185. 32. 179. 97 147.237.77. 216 | srael dover.idf.il portscan: TCP DO stributed Portscan 1
46. 19. 86. 20 147.237.72. 166 I srael aka idf.il portscan: TCP D stributed Portscan 1
109. 253. 199. 1 147.237.77.74 I 'srael lawidf.il | NDI CATOR- SCAN nyscan 1
31.168. 198. 98 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
109. 253. 156. 128 147.237.77.216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
108. 61. 228. 113 147.237.8.50 Lhited Sates etikshuv.idf.il [ET SCAN NVAP -sS w ndow 1024 1
95. 67. 249. 243 147.237.77. 74 Russi an Federati on lawidf.il ET SCAN NVAP -sS w ndow 1024 1




02-25-2016-15:04:05 to 02-25-2016-16:04:05

|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address |Ste Signature

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30

46.19. 85. 118 I srael 147.237.72.167 |ishurimaka. i df .il|Bad TCP sequence Inval i d ACK nunber monitor |27

46. 19. 85. 62 I srael 147. 237. 77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 13

reamn ine: TCP Invali i i ssi

79.183.27.223 | srael 147.237.72. 166 |aka. i of .i | Stream g Engine P Inval id invalid segnent retransnission drop 12
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi

85. 64. 144. 223 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. |, 12
Ret r ansmi ssi on Packet dr opped.

37.60. 151. 162 glcisgi':('ja” Territoy.l147.237.77. 176 |nat pash.icf.il  |drop Frst packet isn't SN drop 10

46. 19. 85. 62 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d AGK nunber nonitor |9
Sreaning BEngine: TQP Invalid i i SSi

85.130. 179. 174 |israel 147.237.72. 166 |aka.i df . g =g Invalid segnent retransmssion. | o 9
Ret ransm ssi on Packet dropped.

R SYNretransmit wth different .
212.179.1.218 |[lIsrael 147.237.77. 233 |atal .idf.il Bad TCP sequence wi ndow scal e nonitor |8
80.138.70.194 |Israel 147.237.77. 233 |atal .i f i Bad TCP sequence Sretransmt wth different oo s

w ndow scal e
85. 130. 201. 120 |lIsrael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d AGK nunber monitor |6
2.54.19.89 | srael 147.237.72. 156 |anan. i df .i| SYN Attack rej ect 6
85. 130. 201. 120 |Israel 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 6
Sreaning Engine: TGP Invalid i i sSi
77.125.150. 117 |Israel 147.237.72. 166 |aka.i df . i 9 =9 Invalid segnent retransmssion. . 6
Ret ransm ssi on Packet dropped.
Sreanming Engine: TCP Invalid ' i ssi
79.176.13.55  |israel 147.237.76.86 |navy.idf.il 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
62.219. 236. 165 |l srael 147.237.77. 216 |dover. i df .i Bad TCP sequence Invalid sequence nunber noni t or
85. 130. 201. 120 [l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nval i d ACK nunber noni t or
85. 130. 201. 120 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
Sreaning Engine: TGP Invalid i i sSi
46.19. 86. 45 I srael 147.237.72. 166 |aka. i df . i 9 =9 Invalid segnent retransmssion. . 6
Ret ransm ssi on Packet dropped.
85. 130. 201. 120 |l srael 147.237.77. 233 |atal .idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect
46. 19. 86. 46 | srael 147.237.72. 166 |aka. i df . il drop First packet isn't SYN drop
66. 249. 93.248  |Israel 147.237.76.202|e.halag.idf.il  |Geo-1 ocation enf or cenent Geo-1 ocati on i nbound drop 5
enf or cenent
85. 130. 201. 120 |lsrael 147.237.77. 233 |atal .idf.il drop First packet isn't SN drop 5
80.178.157.52 |[lIsrael 147. 237. 77. 216 |dover. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
176. 13. 16. 32 I srael 147.237.77. 243 |mobi l e.i of .i | Bad TCP sequence I'nval i d ACK nunber nonitor |5
62.0.197.85 | srael 147.237.72. 166 |aka.i df . il drop First packet isn't SN drop 5
e . Geo- | ocati on i nbound
66. 249. 93. 58 | srael 147.237.76. 201 |e.atal .idf.il Geo- | ocati on enf or cenment enf or cenent drop 4
84.95.84. 77 I srael 147.237.72. 166 |aka.i df .il SYN Att ack SYN -> SYN-ACK -> Tinmeout |reject 4
2.54.19.89 I srael 147.237.72. 156 |anan.i df .i | Bad TCP sequence I'nval i d AGK nunber alert 4
84.108. 240. 185 |l srael 147.237.76.42 |refuah.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
2.54.58.130 I srael 147.237.77. 216 |dover.idf .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
37. 60. 151. 162 glcisgi'géa” Territory.l147. 237. 77. 216 |dover. i df . i1 drop First packet isnt SWN drop 4
80. 246. 137. 231 |l srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
2.54.19. 89 I srael 147.237. 72. 156 |aman.i df .i | Bad TCP sequence Invalid AGK nunber moni tor |4
176. 13. 16. 32 I srael 147.237.77. 243 |nobil e.idf . i | Bad TCP sequence I'nval i d AGK nunber alert 4
2.54.19. 89 I srael 147.237. 72. 156 |anan.i df .i | Bad TCP sequence Invalid sequence nunier nonitor |4
195. 34.150. 18  |Austria 147.237. 77. 216 |dover.i df .i | Bl ock HTTP Non Conpli ant Failed to handl e connection data |nonitor |4
Sreaning Engine: TGP Invalid i i ssi
132.74.44.146 |Israel 147. 237.76. 200 |ei tan. aka. i df . i 9 =9 Invalid segnent retransmssion. . 4
Ret ransm ssi on Packet dropped.
Sreanming Engine: TCP Invalid ' i ssi
31.168. 201. 140 i srael 147. 237.72. 166 |aka i of . i 9 =g Inval id segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
46. 19. 86. 189 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nval i d AGK nunber monitor |3
Sreaning Engine: TCP Invalid i i SSi
80.179.9.115  |Israel 147.237.72. 166 |aka.i df . i1 9 =g Inval id segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
93.158.152. 49 |Russian Federation |147.237. 76. 147 |chi nuch. aka. i df .| 9 =g Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i SSi
79.181.130.9  |Israel 147.237.72. 166 |aka.i df . i1 9 =g Inval id segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
5.102.254.221 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d AGK nunber monitor |3
Sreaning BEngine: TQP Invalid i i SSi
79.178.27.71  |israel 147.237.72. 166 |aka.i df . g =g Invalid segnent retransmssion. | o 3
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
188. 120. 133. 169)I srael 147. 237.72. 166 |aka. i of .11 9 =g Inval id segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
66.249.93.58  |Uhited Sates 147.237.76.201|e.atal .icf.il  |Geo-l ocation enf or cenent Geo-1 ocati on i nbound drop 3
enf or cenent
Sreamng Engine: TCP Invalid i i ssi
109. 65. 200. 22 |Israel 147. 237.72. 166 |aka. i of .11 9 =g Inval id segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaning BEngine: TQP Invalid i i Ssi
46.19.86.210  |Israel 147.237.72. 166 |aka.i df . i 9 =9 Invalid segnent retransmssion. . 3

Ret ransm ssi on

Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Acti on ‘Count
176.13.7.84 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 41
80.246.139.95 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode Bl ock 40
46.19. 85. 107 I srael 147.237.0.19 |madimatal .idf.il O stributed Suspicious Response Code Bl ock 36
109. 253. 199. 248l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 6
. - . Distributed Uhaut hori zed URL Access on
185.32.179.77 |lIsrael 147.237.77.243|nobi | e.i df . i | nobi l e.i o i 1/ cat egoryt enpl at es/ 1 st chi | ddocunent s/ 1071 B ock 4
46. 19. 86. 139 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode Bl ock
134.249.54. 139 |lkraine 147.237.77.216|dover. i df . i | Ostributed Unhaut hori zed UR. Access on www i df . il/nazi/ B ock
. . Mul tipl e Whaut hori zed Method for Known URL from
192. 115. 64. 250 |l srael 147.237.72. 166 [aka. i df . i | 192. 115, 64. 250 B ock 3
46.19. 85. 12 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
. . Unaut hori zed URL Access to
93.173. 248. 246 |l srael 147.237.72. 166 [aka. i df . i | vaw aka, i o . |/ nai Y gi yus/ af qagal ag/ ¥ g B ock 2
2.54. 147. 233 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode Bl ock 2
185. 32.179. 155 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
80.250. 149. 60 [Israel 147.237.0.19 |madimatal .idf.il O stributed Suspicious Response Code Bl ock 2
79.238.173.67 |Ger many 147.237.77.216|dover . i df .i | Unaut hori zed URL Access to wwwi i df . il/894-en/idf gdover. aspx Bl ock 2
. . . Paraneter Type Mol ation ct| 00$Cont ent Pl acetbl der 1%t xt Capt cha i n
109. 253. 199. 248|| sr ael 147.237.0.19 |nadimatal .idf.il nadi matal i df i 1/mobil e/l ogi n. aspx B ock 1
85.93.91. 84 Ger many 147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to vww i df.il/aman/ Bl ock 1
] . . Unaut hori zed URL Access to
66. 249. 64. 58 Lhited Sates |147.237.77. 170 |naar achot . i df . i | 147.237.77. 1701 palf /1 | es/ 5/ 109545, pdf B ock 1
- . Unaut hori zed URL Access to
212.179.21.194 I srael 147.237.77. 216 [dover . i df . i | wan i df . i |/t enpl at es/ shar ed/ user cont r ol s/ navnenu/ undef i ned Bl ock !
176.13.11. 75 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 1
37.26.148.148 |[Israel 147.237.77. 216 |dover.i df .i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
93. 160. 60. 22 Denrmar k 147.237.77. 216 |dover.i df .i | Lhaut hori zed LRL Access to ww i df.il/newsite/english Bl ock 1
. . Unaut hori zed URL Access to
80. 246. 130. 208 |l srael 147.237.76.31 |nakchal .idf.il 147.237.76. 31/ si p,_st or agel {1 | es/ 8/ 1668. doc B ock 1
. . Unaut hori zed Met hod PCBT for
194. 114. 146. 227|l srael 147.237.72. 166 [aka. i df . i | v aka. i o i |/ rai v sachar/ regi st rat i onwi zar o st epd. aspx B ock 1
-kosher - kravi . i df i
109. 253.211. 29 |israel 147.237.0.16 |1V KOSher-kravi.idf |thaut horized LR Access to . . B ock 1
il waw ny- kosher-kravi .idf.il/tenpl ates/|ogin/login. aspx
86. 138. 172. 206 LKTI;gegom 147.237.77. 216 |dover. i df . i | Untraceabl e SSL Sessions: (pen Mode None 1
66.249.69.26  |Wited Sates |147.237.77.216|dover. i df .i Wnauit hor i zed LR Access to B ock 1
ww i df . i | /tenpl at es/ shar ed/ user cont r ol s/ header upper /
Russi an . . Unaut hori zed URL Access to
217.69.133. 232 eration 147.237.76.86 |[navy.idf.il v navy. i df . i 1/994- 8613- he/ navy. aspx. aspx Bl ock 1
40.77.167. 36 Lhited Sates |147.237.76.86 |navy.idf.il Unaut hori zed URL Access to 147.237.76. 86/ robot s. t xt B ock 1
46.120. 142. 4 I srael 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to wwidf.il/https:/wwidf.il/ Bl ock
208.80.155.217 |lhited Sates [147.237.77.216|dover.idf .il Ml tipl e Unaut horized URL Access from 208. 80. 155. 217 Bl ock
) . . Paraneter Type Molation HleNang in
117.253.215.89 [India 147.237.77.74 |lawidf.il ww | aw i i |/t enpl at es/ get i1 ef getfil e. aspx B ock 1
. . Unaut hori zed Met hod HEAD for
88.198. 44. 2 Ger many 147.237.72. 166 [aka. i df . i | v aka. i o i |/ brot her s/ ski ra/ def aul t . asp B ock 1
] . . Lhaut hori zed URL Access to waw aka.idf.il/niluinitenplates/
66.249.78.146 |Wnited Sates |[147.237.72.166|aka.idf.il http: /v aka. i df i1/ p_storagelfi| es/ 6/ 66556, pof B ock 1
. . Paraneter Type Mol ation InfoCenterltemin
217.139.35.166 |Egypt 147.237.77.74 [lawidf.il v | aw i of i |/t enpl at es/ getfil of getfil e, aspx B ock 1
Unaut hori zed URL Access to
40.77.167. 91 Lhited Sates |147.237.77.216|dover.idf.i | www; i df . i 1/1133-17968- he/ dover . aspx<span Bl ock 1
styl e= font-fanily: t ahona
104. 131. 147. 112|United Sates [147.237.72. 166 |aka. i df . il Uhknown Paraneter catid in wwy aka.idf.il/giyus/ ganda/ defaul t.asp |None 1
61.131.126.74 |china 147.237.77.74 |lawidf.il Wnaut hori zed UR. Access to B ock 1
wan | aw i df . i1/ editor/asset nanager/ asset nanager . asp
208. 80. 155. 217 |lhited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to www i df . i/ hi nush/site/ he/ hi nush. asp |Bl ock 1
5.39. 222. 159 Net her | ands 147.237.77.74 |lawidf.il Unaut hori zed URL Access to 147.237.77.74/rom0 B ock 1
89.138.70.194 [israel 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/1136-he/ atal . aspx  |B ock 1
220. 181. 132. 216|Chi na 147.237.77.216|dover. i df .i | Unaut hori zed URL Access to 147.237.77. 216/ 894- he/ dover. aspx  |B ock 1
. . Unaut hori zed URL Access to
77.125.97. 67 | sr ael 147.237.77. 176 [nat pash. i of . i | v cogat i df i1/ p storagelfi| es/ 6/ 4616, ] pg Bl ock 1
81 218. 89. 58 srael 147.237.76.42 |refuah.idf.il Par aneter Type \/1 ol _atl on ct| 00$Cont ent Pl aceHbl der 1t xt Last Nane i n B ock 1
wan refua. atal .idf.il/1518-he/ref uah. aspx
66. 249. 64. 48 Wited Sates |147.237.77.170|maar achot . i df . i | Unaut hori zed URL Access to 147.237.77.170/robots. t xt B ock 1
212.179.1.218 [Israel 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/ 1134-he/ atal . aspx  |B ock 1
37.26.146.152 |lsrael 147.237.72. 156 |anan. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
93.113.125.11 [Romani a 147.237.76.39 |nobil e. neitav.idf.il |Uhauthorized URL Access to / B ock 1
. . Unaut hori zed Met hod HEAD for
192. 115. 64. 250 |l srael 147.237.72. 166 |aka. i df . i | v aka i o . i 1/ nai v sachar /Kl al i . aspx B ock 1
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