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02-25-2016-13:04:06 to 02-25-2016-14:04:06

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action |Count]|
82. 145. 222. 65 Eur ope 147.237.77. 216 dover.idf.il Bl ock_Ip Véb I n drop 37
217.26.171. 188 Mol dova, Republic of 147.237.77. 176 nat pash. i df.i | L4 Source or Dest Port Zero dr op 4
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il B ock Udp Al Nets drop 3
217.26.171. 188 Ml dova, Republic of 147.237.76. 176 test.ncore.idf.il |L4 Source or Dest Port Zero dr op 2
198. 23. 190. 39 Lhited Sates 147.237.76. 202 e halag.idf.il B ock Np Al _Net dr op 1
66. 240. 236. 119 Lhited Sates 147.237.76. 177 ncore.idf.il Bl ock_Up Al _Nets drop 1
198. 23. 190. 39 Lhited Sates 147.237.0. 15 kosher-kravi.idf.il|B ock Np Al _Net drop 1
198. 23. 190. 39 Lhited Sates 147.237.77. 234 hal ag.idf.il B ock Np Al Net dr op 1
198. 23. 190. 39 Lhited Sates 147.237. 76. 44 e.refuah.idf.il Bock Np Al Net drop 1
17.142.156. 171 Lhited Sates 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 1
181. 211. 161. 231 Ecuador 147. 237. 76. 201 eatal.idf.il Bl ock Udp All Nets drop 1
198. 23. 190. 39 Lhited Sates 147. 237. 76. 201 eatal.idf.il Block Np Al Net drop 1
181.211. 161. 231 Ecuador 147.237. 76. 202 e halag.idf.il Bl ock_UWp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Si gnature Devi ce Action |C0unt
132. 66. 61. 185 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the LR B ock 11
149. 78. 36. 59 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the URL Bl ock 9
95. 86. 112. 92 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the URL B ock 8
188. 120. 148. 140 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the LR B ock 7
79.176.7.71 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the URL Bl ock 6
217.132.137. 39 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HTTP. prefix 1.01 in the URL B ock 4
37.26. 146. 146 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the LR B ock 2
194. 90. 169. 2 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the URL Bl ock 2
79.177. 235. 169 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HTTP. prefix 1.01 in the URL B ock 2
151. 80. 31. 147 Italy 147. 237. 76. 147 chinuch. aka.idf.il |[ClL000146: HTTP. AhrefBot craw er B ock 1
94.230.93. 211 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the URL Bl ock 1
162. 219. 4. 147 Lhited Sates 147.237.76. 31 nakchal .idf.il C1000016: HTTP. adnministrator in LR B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

31.168.203. 153 |147.237.77. 216 |I srael dover.idf.il portscan: TGP D stributed Portscan 2
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 2
82. 80. 17. 163 147.237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
80.179.207.29 |147.237.72.166 |l srael aka.idf.il portscan: TGP D stributed Portscan 1
54.172.21.120 |147.237.72.166|Wited Sates |akaidf.il portscan: TCP D stributed Portscan 1
212.34.12.119  |147.237.77. 216 |Jordan dover.idf.il portscan: TCP D stributed Portscan 1
2.52.12.228 147.237.77. 216 (I srael dover.idf.il portscan: TGP D stributed Portscan 1
193. 105. 134. 220|147. 237. 77. 234 |Sweden hal ag.idf.il ET SCAN NVAP -sS w ndow 1024 1
109. 253. 217. 99 |147.237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
93.113.125.11 |147.237.76. 176 |Romani a test.ncore.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
87.71.23. 106 147.237. 72. 166 |I srael aka.idf.il portscan: TCQP D stributed Portscan 1
80.230. 16. 211  [147.237.77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
79.176.176. 130 |147.237.77.216|Israel dover.idf.il portscan: TGP D stributed Portscan 1
37.26.147.231 |147.237.77. 216 |l srael dover.idf.il portscan: TCQP D stributed Portscan 1
218. 246. 0. 97 147. 237. 76. 147 |Chi na chinuch. aka.idf.i[|ET SCAN NVAP -sS w ndow 1024 1
2.54.10.223 147.237.72. 166 I srael aka.idf.il portscan: TGP D stributed Portscan 1
119, 145. 251 1211147 237 77 61 |chi na e, cogat i f i1 ET SI‘AN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
109. 253. 195. 185|147. 237. 77. 216 |I srael dover.idf.il portscan: TCP DO stributed Portscan 1
89.138. 62. 41 147.237.77. 216 |I srael dover.idf.il portscan: TGP D stributed Portscan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address |Jte Signature ?«;\tni%?]
41.33.231. 90 Egypt 147.237. 77. 216 |dover.idf .i | drop SAMrul e drop 24
82.213. 48. 51 (F;ajcis;i';'ja” Territory.l147. 237.77. 176 |nat pash.icf.il  |Bl ock HTTP Non Conpl i ant Failed to handl e comnection data |monitor |9
reamng BEngine: TCP Invali i i ssi
80. 246. 136. 193 |Israel 147, 237. 77, 243 |roti L e i1 | €M NG Engine: TGP alid |invalid segnent retransnission drop 9
Ret ransm ssi on Packet dropped.
. . SYNWAXK retransmt with .
37.26.147.231 |[lIsrael 147.237. 77. 216 |dover.idf .i | Bad TCP sequence different vindow scal e monitor |8
2.54.187.223 I srael 147.237.77. 216 |dover. i df .i SYN Attack SYN -> SYN-ACK -> RST rej ect 7
Sreaning Engine: TCP Invalid i i ssi

82.80.154.90 | srael 147. 237.72. 166 |aka. i f .11 9 =g Invalid segnent retransmssion. |, 6
Ret ransmi ssi on Packet dropped.

2.54.144. 26 I srael 147. 237. 72. 166 |aka.i of .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect

2.54.16. 115 I srael 147.237. 77. 216 |dover.i df i | SYN At t ack SYN -> SYN-ACK -> RST rej ect
Sreaning Engine: TGP Invalid i i ssi

141.8.132.112 |Russian Federation  |147. 237. 72. 166 |aka i of il g =g Invalid segnent retransmssion. g 6
Ret ransmi ssi on Packet dropped.

46. 19. 86. 100 | srael 147.237.72. 166 |aka. i df .i | drop First packet isn't SYN drop

46.19. 86. 197 | srael 147. 237.77. 216 |dover.idf .il Bad TCP sequence Invalid ACK nunber noni t or

o SN retransmit wth different .

80. 246. 130. 9 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence vi ndow scal e nonitor |5

2.54.21.159 I srael 147. 237. 72. 166 |aka.i of .i SYN At t ack SYN -> SYN-ACK -> RST rej ect 4

46.120.73.229 |israel 147. 237. 72. 166 |aka.i of .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 4

46. 19. 86. 197 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d ACK nunber aert 4

212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 4

193. 43. 245. 250 |l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 4

2.52.191. 117 I srael 147.237.76.86 |navy.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 4

82.166. 93. 161 | srael 147.237.72. 167 |i shuri maka. i df . i {dr op First packet isn't SN drop 4

46. 19. 85. 155 I srael 147.237.77. 243 |nobil e.i df . | Bad TCP sequence Inval i d AGK nunber nonitor |4
Sreaning Engine: TGP Invalid i i ssi

79.176.15.139  |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. | 3
Ret ransmi ssi on Packet dropped.

195. 60. 232.57 |l srael 147.237. 77. 216 |dover.idf il SYN Att ack SYN -> SYN-ACK -> RST rej ect

46. 19. 86. 101 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber noni t or

reamng BEngine: TCP Invali i i ssi

212.143.57.207 |Israel 147. 237. 72. 166 |aka. i df . Streaning Engi ne: TCP Inval i d |invalid segnent retransnissi on drop 3
Ret ransm ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi

2.52.132.167  |israel 147. 237.72. 166 |aka. i f .11 g =g Invalid segnent retransmssion. g 3
Ret ransmi ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i Ssi

109. 66. 80. 147 [ srael 147.237.72. 166 |aka.i df . g =g Invalid segnent retransmssion. | 3
Ret ransm ssi on Packet dropped.

46. 19. 85. 25 I srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d ACGK nunber noni tor |3
Sreaning Engine: TGP Invalid i i ssi

37.26.148.238 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. | 3
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi

62.90.201.159 | srael 147. 237.72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. |, 3
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi

79.179.24.208 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. | 3
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi

108. 171. 128. 165|Uni ted Kingdom  |147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. |, 3
Ret ransmi ssi on Packet dropped.

147. 236. 138. 160|l srael 147.237.77. 74 [lawidf.il SYN Att ack SYN -> SYN-ACK -> Tineout |reject

85. 65. 24. 106 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop
Sreaning Engine: TCP Invalid i i ssi

37.26.147.228 |israel 147. 237.72. 166 |aka. i f .11 g =g Invalid segnent retransmssion. g 3
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i Ssi

82.80.168.139 | srael 147.237.72. 166 |aka.i df . g =g Invalid segnent retransmssion. | 3
Ret ransm ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi

109. 67.68.228 |Israel 147. 237.72. 166 |aka. i f .11 g =g Invalid segnent retransmssion. g 3
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i Ssi

79.176.176. 130 |israel 147.237.72. 166 |aka.i df . g =g Invalid segnent retransmssion. | 3
Ret ransm ssi on Packet dropped.

94.77.196. 82 Saudi Arabi a 147.237. 77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor |3
Sreaning Engine: TGP Invalid i i ssi

84. 94.100. 5 I srael 147.237.72. 166 |aka.i df . i 9 =9 Invalid segnent retransmssion. | 3
Ret ransmi ssi on Packet dropped.

212.29.211.62 |[lIsrael 147.237.77. 216 |dover.idf il SYN Att ack SYN -> SYN-ACK -> Tinmeout |reject

5.22.135.115 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber noni t or
Sreaning Engine: TGP Invalid i i Ssi

79.180. 109. 148 |israel 147.237.72. 166 |aka.i df . i g =g Invalid segnent retransmssion. | 3
Ret ransm ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi

109. 65.53. 156 |Israel 147. 237.72. 166 |aka. i f .11 g =g Invalid segnent retransmssion. g 3
Ret r ansmi ssi on Packet dropped.

147. 236. 138. 160|I srael 147.237.77.74 |lawidf.il Bad TCP sequence SYNWACK retransmt with monitor |3

di fferent w ndow scal e

Sreaning Engine: TCP Invalid i i ssi

194. 90. 209. 235 |Israel 147. 237.72. 166 |aka. i f .11 g =g Invalid segnent retransmssion. g 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i Ssi

176.13. 4. 76 I'sr ael 147.237.72. 166 |aka.i df . g =g Invalid segnent retransmssion. | 3
Ret ransm ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi

84.94.101.81  |Israel 147. 237.72. 166 |aka. i f .11 g =g Invalid segnent retransmssion. g 3
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i Ssi

109. 253. 199. 169|I srael 147.237.72. 166 |aka.i df . g =g Invalid segnent retransmssion. | 3
Ret ransm ssi on Packet dropped.

46.19. 85. 212 I srael 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d ACGK nunber noni tor |3
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Attacker Address |Attacker Qountry Target Address |Jte Signature

Sreamng Engine: TCP Invalid [invalid segnent retransnission.

80.178.102.23 |[lIsrael 147.237.72. 166 |aka.idf il .
Ret ransm ssi on Packet dropped.

drop 3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
46. 19. 86. 115 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 53
109. 253. 203. 239|1 sr ael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 18
2.54.21.121 I srael 147.237.0.19 |[madi matal .idf.il O stributed Suspicious Response Code Bl ock 13
46. 19. 85. 186 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 6
185. 89. 217. 224 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 4
46.19. 86. 28 I srael 147.237.0.19 |[madi matal .idf.il O stributed Suspicious Response Code Bl ock 4
185. 89. 217. 228 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
81.218.241.25 |[Israel 147.237.77. 216 |dover . i df . i | Mil tipl e Unaut hori zed URL Access from 81.218. 241. 25 B ock 3
46.19. 85. 191 I srael 147.237.0.19 |[madimatal .idf.il O stributed Suspicious Response Code Bl ock 3
176.13. 14. 15 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
46.19.85.15 | srael 147.237.77. 243 |nobi l e. i df . i | nLQ;“It : c:r(;fz?? , Cu;eggrcﬁiiptl e/l st chi | ddocument s 1071 Bock  [3
46.121. 60. 80 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Qode B ock 3
185. 89. 217. 227 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
213. 8. 204. 77 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
185. 89. 217. 232 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Qode B ock 2
148. 251. 21. 227 |Ger many 147.237.77.216|dover. i df .i | Mil tipl e Uhaut hori zed URL Access from 148. 251, 21. 227 B ock 2
162.219. 4. 147 |Uited Sates |147.237.76.31 |nakchal .idf.il PHP At t enpt B ock 2
37.26.147.166 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Qode B ock 2
37.26.148.191 |lIsrael 147.237.77.243|nobi | e. i df . i | Dstributed Unaut hori zed URL Access on nobil e.idf.il/nekudot/index |B ock 2
185. 89. 217. 230 147.237.0.19 |[madimatal .idf.il O stributed Suspicious Response Code B ock 2
31.154.19.5 I srael 147.237.77.216|dover . i df .i | Ml tipl e Uauthorized URL Access from31.154.19.5 Bl ock 2
84.109.17.62  |Israel 147. 237.72. 156 |anan. i df . i | \?Wj: ;'nzt’]t ??jf%:'?l;tcré?:siozli(: c?elpggf_ssgro/nun et ned Bock |2
2.54.51.121 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
185. 89. 217. 231 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
37.26.148.243 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: (pen Mde None 1
162.219. 4. 147 |Uited Sates |147.237.76.31 |nakchal .idf.il Ml tipl e Unaut hori zed URL Access from 162.219. 4. 147 B ock 1
2.54.136. 251 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ ref uah. aspx  |B ock 1
80. 246. 136. 193 |l srael 147.237.77.243|nobi | e. i df . i | DO stributed Suspici ous Response Qode B ock 1
180.76.15.135 [China 147.237.76.42 |refuah.idf.il e e ot etuah aspx Bock |1
37.26.146.151 |[Israel 147.237.72. 166 [aka. i df . i | SSL Wntraceabl e Gonnection - Uhknown SSL Sessi on None 1
207.46.13.156 [Lhited Sates |147.237.77.216|dover. i df i | gwoiéé?f&gﬁz&};&w hf. 1171133-13437- hel dover. aspx. g oy |y
93.113.125.11 [Romani a 147.237.76. 147 |chi nuch. aka. i df . i|  [Wauthorized URL Access to / B ock 1
46.210.212.195 |Israel 147.237.72. 156 |anan. i df . i | SSL Wntraceabl e Gonnection - Qoen Mde None 1
37.237.172.59 |iraqg 147.237.77. 216 |dover.idf . il Ostributed Wnaut horized URL Access on waw idf.il/error.htm B ock 1
Unknown Par anet er
109. 253. 204. 38 |l srael 147.237.72. 166 |aka. i df . i | ct1 00$ct | 00$cphMai n$TochenP! aceHbl der $ct | 13%ct | 01$ct | 03%chl Quest [None 1
i on$20 in waww aka.idf.il/nai n/gi yus/ questi onnai re. aspx
5. 39. 222. 159 Net her | ands 147.237.77. 226 \é\?W\il'l(:harmt z. aka. Unaut hori zed URL Access to 147.237.77.226/rom0 Bl ock 1
Unknown Par anet er
213.57.158. 224 |lIsrael 147.237.72. 166 |aka. i df . i | ct | 00%ct | 00$cphMai n$TochenP acetbl der $ct | 13%ct | 01%ct | 03%chl Quest |None 1
i on$67 in wwwv aka. i df.il/nain/gi yus/ questionnaire. aspx
185. 89. 217. 233 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Qode B ock 1
185. 13. 47. 166 :Zj;”ion 147.237.72. 166 [aka. i df . i | Unknown Paraneter catid in aka.idf.il/nain/rabanut/general . aspx None 1
148. 251. 21. 227 |Ger many 147.237.77. 216 |dover.idf . il Unaut hori zed URL Access to waww i df . i|/894-en/i df gdover. aspx B ock 1
2.52.164.245  |Israel 147.237.77. 234 |hal ag. i df . i | i;t ;gt;”;‘;d2;27?;2‘;:572?]6‘?:&/@??2 1(.); . Bock |1
212.25.112.2  [israel 147.237.77. 234 |hal ag. i df . i | 1D4§t ;gsugidzﬁfhg;:;ziaﬁ cess lc_’gi . Bock |1
109. 65. 49. 120  |Israel 147.237.77.216|dover.idf .i | Unaut hori zed URL Access to wa i df.il/hi nush/site/ he/ hi nush. asp |Bl ock 1
62.0.34. 177 I'sr ael 147.237.72. 166 |aka. i df . i | m";’k‘”;iﬁr.?ﬁg nf;;fﬁﬁt;aggffgzY\':;Sfc"hsa‘:har$°t' 09in None 1
185. 89. 217. 229 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Qode B ock 1
162.219. 4. 147 |UWited Sates [147.237.76.31 |nakchal .idf.il Uhaut hori zed URL Access to nakhal .idf.il/wp-Iogin. php Bl ock 1
38.111.147.88 |lnited Sates [147.237.77.216|dover.idf.il Ml tipl e Unaut horized URL Access from 38. 111. 147. 88 B ock 1
109. 253. 219. 109|1 sr ael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Qode B ock 1
31.13.112.116 |Ireland 147.237.77.216|dover. i df .i | Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 1
185. 89. 217. 234 147.237.0.19 |[madimatal .idf.il O stributed Suspicious Response Code B ock 1
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