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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action |Count |
31.44.141.55 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 6
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack forward 2
31.44.141.55 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 2
221.215.123. 74 Chi na 147.237.77. 212 e.dover.idf.il |Invalid TP Hags drop 1
62.219. 229. 81 | srael 147.237.77. 216 dover.idf.il Bl ock_ Udp Al _Nets drop 1




02-23-2016-13:04:00 to 02-23-2016-14:04:00

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry rget Address |Sgnat ure Devi ce Action |Count
5.28.132.173 I srael 147.237.0. 34 tikshuv.idf.il |ClL000138: HITP. prefix 1.01 in the LR B ock 13
109. 253. 198. 15 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the LRL B ock 5

62. 210. 225. 135 France 147.237.77. 74 lawidf.il 5670: HTTP. SQ Injection (SALECT) B ock 3
106. 38. 241. 106 Chi na 147.237.77.176  |mat pash.idf.il |CL000071: HTTP: User Agent Sogou+web+spi der B ock 1
37.142.152.103 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the LRL B ock 1
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il C1000071: HTTP: User Agent Sogou+web+spi der Bl ock 1
82.69. 125. 19 United Ki ngdom 147.237.77.216 |dover.idf.il C1000008: HTTP: Xenu User Agent B ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP. User Agent Sogou+web+spi der B ock 1




02-23-2016-13:04:00 to 02-23-2016-14:04:00

|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry |Ste |Signature |Count |
62. 210. 225. 135 147.237.77. 74 France lawidf.il SQ Injection - Select From 5
79.177.27. 219 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
46. 116. 225. 137 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP O stributed Portscan 1
192. 198. 151. 44 147.237.77. 216 Eur ope dover.idf.il portscan: TCP Distributed Portscan 1
37.73.209. 133 147.237.77. 216 krai ne dover.idf.il portscan: TCP O stributed Portscan 1
176.13.5.35 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP O stributed Portscan 1
113. 59. 33. 61 147.237.0. 15 Qhi na kosher-kravi .idf .il ET SCAN NVAP -sS w ndow 3072 1
109. 64. 21. 93 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
85. 64. 113. 22 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP O stributed Portscan 1
79.182. 162. 4 147.237.77. 216 | srael dover.idf.il portscan: TCP O stri buted Portscan 1
66. 249. 78. 146 147.237.72. 166 Lhited Sates aka idf.il ET SCAN NVAP -sA (2) 1
46. 151. 52. 210 147.237.77. 243 Wkrai ne nobi | e.idf il ET SCAN NVAP -sS w ndow 1024 1
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 1
37.142.68. 77 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
185. 89. 216. 239 147.237.77. 216 dover.idf.il portscan: TCP O stributed Portscan 1
2.52.18.11 147.237. 72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
149. 78. 162. 5 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
109. 186. 11. 28 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP O stributed Portscan 1
93.113.125. 11 147.237.8. 14 Romani a e.orchot.idf.il ET SCAN NVAP -sS w ndow 1024 1
80. 246. 133. 120 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1




02-23-2016-13:04:00 to 02-23-2016-14:04:00

|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address |Ste Signature

2.54.153. 88 I srael 147.237.72. 166 |aka. i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 44
Sreamng Engine: TCP Invalid i i ssi

77.127.209. 155 |israel 147. 237.72. 166 |aka. i f .11 9 =g nval i d segnent retransmssi on. drop 30
Ret r ansnm ssi on Packet dropped.

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 23
Sreamng Engine: TCP Invalid i i ssi

88.198.48.46  |Germany 147.237.76.86 |navy.idf.il 9 =g nvalid segnent retransmssi on. drop 18
Ret r ansn ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi

46.117. 124. 164 |Israel 147.237.76.31 |nakchal .idf.il 9 =g Invalid segnent retransmssion. drop 16
Ret r ansn ssi on Packet dr opped.

. . . SYNretransmt wth different .
59. 40. 23. 208 hi na 147.237.76. 42 |refuah.idf.il Bad TCP sequence wi ndow scal e noni t or 15
31.44.141.55 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 14
reamn ine: TCP Invali i i ssi

2.54.174.189  |israel 147. 237. 72. 166 |aka. i df . | Strean 9 E'?g e T Invalid finvalid segnent retransnission drop 12
Ret r ansm ssi on Packet dropped.

87.68.251.218 |lsrael 147.237.72. 167 [i shuri maka.i df . i I{dr op First packet isn't SYN drop 11

reamng BEngine: TCP Invali i i ssi

79. 182. 200. 245 |Israel 147.237.72. 166 |aka i df . Streaning Engine: TCP Invalid invalid segnent retransnissi on. drop 9
Ret ransnm ssi on Packet dropped.

2.54,59. 253 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 9

82.102. 169. 113 [Israel 147.237. 72. 166 |aka.i df . | Bad TCP sequence SINCACK retransmt with different | oyitor o

w ndow scal e

62.0.207.1 | srael 147.237.76.86 |navy.idf.il dr op Frst packet isn't SN drop

46.19.85. 4 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence I'nval i d AGK nunber noni t or

46. 19. 85. 81 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or
Sreamng Engine: TCP Invalid i i ssi

82.166.23.25  |Israel 147. 237. 72. 166 |aka. i f . i 9 =g nvalid segnent retransmssi on. drop 6
Ret r ansnm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi

82. 80. 59. 57 I srael 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. drop 6
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

109. 253. 194. 1531 sr ael 147. 237.77. 243 |mobi l e, i f . i 9 =g nvalid segnent retransmssi on. drop 6
Ret r ansnm ssi on Packet dropped.

194. 90. 66. 15 | srael 147. 237. 76. 147 [chi nuch. aka. i df . i I{dr op First packet isn't SYN drop

80.178. 195. 117 |l srael 147.237.77. 176 |nat pash.i df .il SYN At tack SYN -> SYN-ACK -> RST rej ect
Sreamng Engine: TCP Invalid i i ssi

2.54.4.223 I'srael 147.237.72. 167 |i shuri maka. i of . | 9 =g nval i d segnent retransmssi on. drop 4
Ret r ansn ssi on Packet dropped.

62.0.207.1 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop

2.54.59. 253 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or

2.54.59. 253 I srael 147. 237.77. 216 |dover.idf .il Bad TCP sequence Invalid sequence nunber noni t or
Sreanming Engine: TGP Invalid i i ssi

79.181.212. 113 | srael 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransmssi on. drop 3
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

149.88.0.42  |israel 147.237.72. 166 |aka i df .i 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansnm ssi on Packet dropped.

41.33.232. 66 Egypt 147. 237.77. 216 |dover.i of .i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 3
Sreamng Engine: TCP Invalid i i ssi

37.26.149.137 |israel 147. 237. 72. 166 |aka. i f . i 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansnm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi

79. 180. 204. 178 |Israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. drop 3
Ret ransn ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

109. 226.48.28  |Israel 147. 237. 72. 166 |aka. i f . i 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansn ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi

62.219. 196. 186 |l srael 147. 237.72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. drop 3
Ret ransn ssi on Packet dropped.

212.143.142.56 |l srael 147.237. 77. 216 |dover.idf .i | drop First packet isn't SN drop

2.54.63. 88 | srael 147.237.0.19 |nadimatal.idf.il [SYN At tack SYN -> SYN-ACK -> RST rej ect
Sreanming Engine: TGP Invalid i i ssi

46.19. 86. 54 I'sr ael 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransmssi on. drop 3
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

79.181. 233. 186 |l srael 147.237.72. 166 |aka i f .11 9 =g Inval i d segnent retransmssi on. drop 3
Ret r ansn ssi on Packet dropped.

195.34.150.18 |Austria 147.237.77. 216 |dover.i df . i | Bl ock HTTP Non Conpl i ant Failed to handl e connection data  |nonitor 3
Sreamng Engine: TCP Invalid i i ssi

84.110.38.125 | srael 147. 237. 72. 166 |aka. i f . i 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansn ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi

79.181.18.153 |Israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. drop 3
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

2.54.6.235 I'srael 147. 237.77. 243 |mobi l e, i f . i 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansn ssi on Packet dropped.

31. 44. 141. 55 I srael 147.237. 77. 216 |dover.i df .i | SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 3
Sreamng Engine: TCP Invalid i i ssi

77.125.96.100 |Israel 147.237.72. 166 |aka. i df .| 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansnm ssi on Packet dropped.

5.22.131.10 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d AGK nunber noni t or 3
Sreanming Engine: TGP Invalid i i ssi

84.228.63.218 | srael 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransmssi on. drop 3
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

79.181.39.94  |Israel 147.237.72. 166 |aka i df .i 9 =g Inval i d segnent retransmssi on. drop 3
Ret r ansn ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi

193. 169. 70. 108 I srael 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransmssi on. drop 3
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

213.8.57.130  |Israel 147.237.72. 166 |aka i df .i 9 =g Inval i d segnent retransmssi on. drop 3
Ret r ansn ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi

2.54.19, 146 I sr ael 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransmssi on. drop 3
Ret ransnm ssi on Packet dropped.
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A tacker

Attacker Address count ry ‘Target Address |Ste Signature
Sreamng Engine: TCP Invalid i i ssi

192.114.2.36  |Israel 147.237.72. 166 |aka. i df .| 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansn ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi

31.168.79.187 |Israel 147.237.72. 166 |aka. i df . 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansn ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

84.228.200.77 |Israel 147.237.72. 166 |aka. i df .| 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site dgnature Action ‘Count
46. 19. 85. 87 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 78
2.54.63. 88 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 54
109. 253. 202. 231 ]I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 43
2.54.28.214 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 31
46.19. 86. 176 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 26
2.54.170. 126 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 22
132.74.28.190 |Israel 147.237.76.86 |navy.idf.il Mil ti pl e Unaut hori zed URL Access from 132. 74. 28. 190 Bl ock 9
17.138.56. 26 Lhited Sates [147.237. 77. 216 |dover.i df .il Mil ti pl e Unaut hori zed URL Access from 17.138. 56. 26 B ock 6
195. 160. 242. 40 |l srael 147.237.72. 166 [aka. i df . i | Mil ti pl e Unhaut horized LRL Access from 195. 160. 242. 40 B ock 6
79.177.236. 245 |l srael 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut hori zed URL Access from 79. 177. 236. 245 B ock 5
185. 89. 216. 227 147.237.77. 216 |dover.i df .i | Dstributed Lhauthori zed URL Access on wwwvidf.il/error. htm B ock 4
109. 66. 53. 245 |l srael 147.237.76.42 |refuah.idf.il Ml tipl e Unaut hori zed URL Access from 109. 66. 53. 245 B ock 4
191. 252. 48. 220 |Brazil 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut hori zed URL Access from 191. 252. 48. 220 B ock 4
213.8.204.77  |israel 147.237.77.74 |law i df il marzfme: dfo"iof/?é'ﬁﬂ;gﬁiﬁiﬁwe’ 13uctader Sear cht xt Search i n Bock |4
46. 19. 86. 215 I srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Gode B ock 3
2.54.4.251 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
195. 160. 242. 40 |l srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to wan aka.idf.il/sip storagel/files/ 1 B ock 3
80.178.195.117 [Israel 147.237.77. 176 |mat pash. i df . i|  |Uhauthorized LR Access to wun cogat.idf.il/sip_storagel/files/9/4629.jpg |B ock 3
79.177.236. 245 |lIsrael 147.237.72. 166 |aka. i df . i | PHP At t enpt B ock 3
88.198. 48. 46 Ger many 147.237.76.86 |navy.idf.il Ml tipl e Unaut horized URL Access from 88. 198. 48. 46 B ock 3
109. 253.131. 31 [l srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Gode B ock 3
176.13.13.185 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock 2
79.181.173.28 [Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
109. 253. 194. 153|1 sr ael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Gode B ock 2
2.54.6.235 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock 2
109. 66. 53. 245 |l srael 147.237.76.42 |refuah.idf.il PHP At t enpt B ock 2
176.13. 0. 39 I srael 147.237.76.42 |refuah.idf.il Suspi ci ous Response Code B ock 2
134.249.54. 139 |krai ne 147.237.77. 216 |dover. i df . i | Uhaut hori zed URL Access to vwwidf.il/nazi/ B ock 2
185. 89. 216. 236 147.237.77. 216 |dover.i df .i | Distributed Waut hori zed URL Access on waw idf.il/error.htm B ock 2
131.253.25. 131 |Uhited Sates [147.237.77. 216 |dover.i df .i | D stributed Unaut hori zed LRL Access on wawidf.il/error. htm B ock 1
217.194. 197. 154|I srael 147.237.72. 166 |aka. i df . i | SSL Untraceabl e Qonnection - Protocol violation (SSL_CGONN CLIENT HELLO [None 1
88.198.48.46  |Germany 147.237.76.86 |navy.idf.il m”;;f’;_'izd?iﬁ;h;c;j/sjs;fcomml o header upper B ock 1
84.95.251.241 |lsrael 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237.76. 42/ styl e/ 1. he/ print.css B ock
189. 219. 197. 194|Mexi co 147.237.77.74 |lawidf .il Uhaut hori zed URL Access to /tmunbl ock. cgi B ock 1
146. 90. 96. 63 LK!iﬂr:gegom 147.237.77.216|dover.i df . i | Lhaut hori zed URL Access to ww i df.il/894-en/i df gdover. aspx Bl ock 1
66. 249. 66. 188 Lhited Sates |147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robot s. t xt B ock 1
84.111. 6. 52 I'srael 147.237.72. 166 |aka. i df . i | H;k\:m" ak?rizfm?ti ‘T;n‘; L?g?;;;ogflfd‘ygnﬁﬁ?‘?zgsxaceHO' der$otnAtudabrint |\, o 1
50.40.23.208  |China 147.237.76.42 |refuah.idf.il ﬂ?‘_‘tzfg'f;d4§ﬁeﬁcpf2fse;/°hompage/ homepage. aspx Bock |1
31. 168. 23. 60 | srael 147.237.77.216|dover. i df . i | Mil tipl e Whaut horized URL Access from 31. 168. 23. 60 B ock 1
217.194. 197. 1541 srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
84.95.251.242 |[Israel 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ si p_storage/ fil es/ 0/ 1740. png |B ock 1
157.55.39.188 |Uhited Sates [147.237.72. 166 |aka. i df . il Uhknown Paraneter tmin ww aka. i df.il/main/giyus/ None 1
68.180.230.29 |Lhited States |147.237.77. 176 |mat pash. i df.i| |Paraneter Type Mol ati on PageNumin wwwv cogat.idf.il/1038-he/ cogat. aspx |Bl ock 1
46.19. 85. 252 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ styl e/ shar ed/ reset . css B ock 1
207.46.13. 19 Lhited Sates |147.237.77. 216 |dover.i df . i | Ostributed Lhauthorized UR. Access on www idf.il/error. htm B ock 1
Unknown Par anet er
85. 65. 87. 6 I srael 147.237.72. 166 |aka. i df . i | ct 1 00$ct | 00$cphMai n$TochenPl aceHbl der $ct | 13$ct | 01$ct | 03$chbl Questi on$7  |None 1
in wwy aka.idf.il/nain/giyus/questionnaire.aspx
80. 230. 56. 45 I srael 147.237.72. 156 [aman. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None
185. 89. 216. 228 147.237.77.216|dover.i df .i | D stributed Unaut horized LRL Access on wwidf.il/error. htm B ock
62.219. 47. 34 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
132.74.28.190 |Israel 147.237.76.86 |navy.idf.il thaut hori zed URL Access to Bock |1

wn navy. i df il /sip storagel/fil es/ 6/ si ze338x0/ 1796. j pg
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