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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action |Count |
82. 80. 136. 93 | srael 147.237.77. 216 dover.idf.il ock Wp Al _Nets drop 6
46. 19. 85. 221 | srael 147.237.77.216 dover.idf.il SYN H ood out of context dr op 4
176. 13. 21. 212 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
0.0.0.0 147.237.77.216 dover.idf.il HTTP Page H ood Attack forward 2
115. 239. 228. 10 Chi na 147.237.76. 202 e halag.idf.il JLMPurple Gon Linmit Htp drop 1
115. 239. 228. 10 Chi na 147.237.76. 176 test.ncore.idf.il [JLMPurple Gon Limt Htp drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry rget Address |Site Devi ce Action |Count
79.180. 178. 219 I srael 147.237.0. 34 tikshuv.idf.il |ClL000138: HITP. prefix 1.01 in the LR B ock 9
197. 48. 101. 171 Egypt 147.237.77.216 |dover.idf.il 3886 HTTP. Qross Ste Scripting in POST Request B ock 4
80.178. 143. 82 | srael 147.237.0. 34 tikshuv.idf.il |Cl000138: HTTP. prefix 1.01 in the URL Bl ock 2
37. 26. 149. 207 I srael 147.237.0. 34 tikshuv.idf.il |ClL000138: HITP. prefix 1.01 in the LR B ock 2
83.149. 126. 98 Net her | ands 147.237.77.216 |dover.idf.il C1000074: HTTP. naj estic bot B ock 2
188. 165. 15. 75 France 147.237.77.216 |dover.idf.il C1000146: HITP. AhrefBot craw er Bl ock 1
37.142.152. 103 I srael 147.237.0. 34 tikshuv.idf.il |ClL000138: HITP. prefix 1.01 in the LR B ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP. User Agent Sogou+web+spi der B ock 1
62. 210. 225. 135 France 147.237.77. 74 lawidf.il 5670: HTTP. SQ Injection (SALECT) B ock 1
106. 38. 241. 106 Chi na 147.237.77.176  |mat pash.idf.il |CL000071: HTTP: User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il CL000071: HTTP: User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry |Ste |Signature |Count |
62.210. 225. 135 147.237.77. 74 France lawidf.il SQ Injection - Select From 3
197.48.101. 171 147.237.77. 216 Egypt dover.idf.il GPL WEB SERVER /et ¢/ passwd

197. 48.101. 171 147.237.77. 216 Egypt dover.idf.il S Injection - Select From

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LWP with fake user agent

80. 246. 139. 120 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan

79.179.55. 173 147.237.77. 216 I srael dover.idf.il portscan: TQP Distributed Portscan

69. 64. 46. 86 147.237. 76. 196 Lhited Sates e.svivaidf.il ET SCAN NVAP -sS w ndow 1024

212.199.121. 66 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan

46.19. 86. 178 147.237. 72. 166 I srael aka.idf.il portscan: TQP Distributed Portscan

2.54.185. 254 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan

192. 116. 92. 220 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan

109. 234. 39. 13

147.237. 8. 28

Russi an Federation

e.nobi | e-ks.idf.il

ET SCAN NVAP -sS w ndow 1024

109. 186. 38. 51

147.237.72. 166

| srael

aka.idf.il

portscan: TCP O stributed Portscan

80. 246. 137. 55 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan
79. 176. 16. 83 147.237.77. 216 I 'srael dover . idf.il portscan: TCP DO stributed Portscan
69. 64. 46. 86 147.237.8.24 Lhited Sates elifestyle idf.il ET SCAN NVAP -sS wi ndow 1024
217.194. 203. 204 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan
46. 19. 86. 182 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP DO stributed Portscan
37.143.35. 213 147.237.77. 216 Net her | ands dover.idf.il portscan: TCP O stributed Portscan
2.54.137. 104 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan
109. 234. 39. 13 147.237.77. 235 Russi an Federat i on sviva.idf.il ET SCAN NVAP -sS w ndow 1024
109. 234. 39. 13 147.237. 0. 200 Russi an Federat i on . i df il ET SCAN NVAP -sS w ndow 1024
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|Top Attackers In FW |

Attacker Address Atacker

Target Address

dte

Signature

Country

Sreaning Engine: TGP Invalid

Inval i d segnent retransnission.

212.179. 159. 253l srael 147.237.76. 200 |ei tan. aka.i df .i | > dro 42
Ret ransni ssi on Packet dr opped. P
s SYNretransmit wth different .
82.166. 137. 191 |Israel 147.237.77. 234 |hal ag.i df . i | Bad TCP sequence wi ndow scal e noni t or 37
107.167.117. 69 |Wnited Sates |147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 23
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 23
Sreaning Engine: TGP Invalid i i sSi
212.179.21. 194 |israel 147. 237. 72. 166 |aka. i of . i | 9 =9 Invalid segrent retransmssion. drop 12
Ret r ansm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
46.19.85.101  |israel 147. 237. 72. 166 |aka. i f . i1 9 =g Inval i d segnent retransmssi on. drop 9
Ret ransni ssi on Packet dr opped.
62.0.42.2 I 'srael 147.237.72. 167 |ishurimaka.i of .i[Bad TCP sequence Inval i d ACK nunber alert 8
62.0.42.2 I srael 147.237.72. 167 |ishurimaka.idf .i[Bad TCP sequence Inval id AGK nunber noni t or 8
36. 85. 215. 140 |l ndonesi a 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 7
46. 19. 86. 161 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 7
81.218.195. 157 |lIsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d sequence nunber noni t or 7
46. 19. 86. 161 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d AGK nunber noni t or 7
46. 19. 85. 20 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
192.117. 167.66 |l srael 147.237. 72. 166 |aka. i df .i | dr op Frst packet isn't SN drop 6
46. 19. 85. 20 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Invalid AGK nunber aert 6
Sreaning Engine: TQP Invalid i i sSi
46.19.86.127  |Israel 147. 237. 72. 167 |i shuri maka i df . i 9 =9 Invalid segent retransmssion. drop 6
Ret r ansm ssi on Packet dropped.
46. 19. 85. 20 I srael 147.237.77. 216 [dover.idf il Bad TCP sequence I'nvalid ACK nunber noni t or 6
46. 19. 85. 20 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber alert 6
212.143. 214. 185|l srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d sequence nunber noni t or 5
109. 253. 195. 105! srael 147.237.77. 233 |atal idf. il Bad TCP sequence Invalid ACGK nunber noni t or 5
2.54.149.15 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence Inval i d ACK nunber alert 4
2.54.149. 15 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
82. 80. 196. 44 I srael 147.237. 72. 156 |anan.i df .i | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 4
109. 253. 195. 105|l srael 147.237.77. 233 |atal .idf. il Bad TCP sequence Inval i d ACK nunber alert 4
80.246.137.45 |l srael 147.237. 72. 156 [anan. i df . i | Bad TCP sequence Inval i d ACK nunber aert 4
Sreanming Engine: TCP Invalid i i ssi
157.55.39.188 |United Sates |147. 237. 72. 166 |aka i df il 9 =9 Inval i d segnent retransmssi on. drop 4
Ret ransni ssi on Packet dr opped.
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop
37.26.148.189 |Israel 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 3
Sreanming Engine: TCP Invalid i i ssi
77.125.156.31 | srael 147.237.72. 166 |aka. i of .11 9 =9 nval i d segnent retransmssi on. drop 3
Ret ransmi ssi on Packet dr opped.
94.77.196.82  |Soudi Arabia |147.237.77.216|dover.idf.il Bl ock HTTP Non Conpli ant Failed to handl e connection data  [monitor 3
Sreanming Engine: TCP Invalid i i ssi
176.13.2.247  |israel 147.237.72. 166 |aka. i f .11 g =g nvalid segnent retransmssi on. drop 3
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
82.81.96.178  |Israel 147. 237. 72. 166 |aka. i of . i | 9 =9 Invalid segent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
46.19.85.193  |israel 147. 237. 72. 166 |aka. i f . i1 9 =g Inval i d segnent retransmssi on. drop 3
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
81.218.40.194 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =9 Invalid segent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
213.57.69.60  |Israel 147. 237. 72. 166 |aka. i f . i1 9 =g Inval i d segnent retransmssi on. drop 3
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
46.19. 86. 79 I srael 147. 237. 72. 166 |aka. i of . i | 9 =9 Invalid segent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
2.54.153. 93 I srael 147.237.72. 166 |aka. i f .11 g =g nvalid segnent retransmssi on. drop 3
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
79.181. 215. 251 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =9 Invalid segent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
37. 46. 35. 36 I'srael 147. 237. 72. 166 |aka. i f . i1 9 =g Inval i d segnent retransmssi on. drop 3
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
176.13. 3. 42 I srael 147. 237. 72. 166 |aka. i of . i | 9 =9 Invalid segent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
212.150. 71. 177 | srael 147. 237. 72. 166 |aka. i f . i1 9 =g Inval i d segnent retransmssi on. drop 3
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
46.19.85.200  |Israel 147. 237. 72. 166 |aka. i of . i | 9 =9 Invalid segent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
. . SYNPAK retransmit with different .
81.218.57.61 | srael 147.237.72. 166 |aka. i df.il Bad TCP sequence vi ndow scal e noni t or 3
Sreaning Engine: TQP Invalid i i sSi
176.13.22.13  |Israel 147. 237. 72. 166 |aka. i of . i | 9 =9 Invalid segent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
5.22.131. 40 I srael 147.237.72. 166 |aka. i f .11 g =g nvalid segnent retransmssi on. drop 3
Ret ransni ssi on Packet dr opped.
2.54.45.117 I srael 147.237.72. 166 |aka.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 3
Sreaning Engine: TCP Invalid i i SSi
83.130. 113. 215 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Inval i d segnent retransmssi on. drop 3
Ret ransni ssi on Packet dr opped.
2.54.178. 232 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 3
Sreaning BEngine: TQP Invalid i i SSi
81.218.139.48 | srael 147.237. 72. 166 |aka. i df . i g =g nvalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dr opped.
2.54.149.15 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d sequence nunber noni t or 3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address [Site Sgnature Action ‘Count
46. 19. 85. 53 | srael 147.237.0.19 |nmadimatal .idf.il |Dstributed Suspicious Response Code B ock 208
2.54.162. 177 I srael 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response Code B ock 161
46.19. 86. 176 I srael 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Code B ock 37
2.54.147. 158 | srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock 32
109. 253. 199. 176|| srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock 15
109. 253. 159. 40 |l srael 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Code B ock 9
46.19. 85. 11 I srael 147. 237. 76. 39 lm)b' le.nei ta. idf. D stributed Suspici ous Response Code B ock 7
46.19. 85. 192 I srael 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Code B ock 6
197.48.101. 171 |Egypt 147.237.77.216|dover . i df .i | Mil tipl e Unhaut hori zed URL Access from 197.48. 101. 171 B ock 4
109. 253. 142. 137|I srael 147.237.0.19 |nmadimatal .idf.il |Dstributed Suspicious Response Gode B ock 3
2.54.13. 147 I srael 147.237.72. 166 [aka. i df . i | D stributed Doubl e URL Encodi ng B ock 3
136. 243. 172. 46 |Ger many 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/index. php B ock 3
185.32.179. 173 |Israel 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock 3
2.54.57. 144 I sr ael 147.237.77. 243 |nobi | e. i df . i | Eﬂg f;foffs\;cﬂaﬁici';an’;%eafsﬁzmrd n Bl ock 3
212.235.56. 185 |lsrael 147.237.76.86 |navy.idf.il Mil tipl e Uhaut horized URL Access from 212. 235. 56. 185 B ock 3
136. 243. 172. 46 |Ger many 147.237.72. 166 |aka. i df . i | PHP Attenpt B ock 3
176.13.13. 185 |Israel 147.237.0.19 |[madimatal .idf.il |Dstributed Suspicious Response Code B ock 2
37.26.147.230 |lsrael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock 2
194. 90. 66. 15 I srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut hori zed LRL Access from 194. 90. 66. 15 B ock 2
176. 13. 3. 169 I srael 147.237.0.19 |[madimatal .idf.il |Dstributed Suspicious Response Code B ock 2
109. 253. 134. 86 |l srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock 2
213.151.32.163 |[Israel 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock 2
207.46.13.136 |Wnited Sates [147.237.72.166|aka.idf.il Unaut hori zed URL Access to 147.237.72. 166/ robots. t xt B ock 1
70.39.157.195 |Wited Sates |147.237.77.216|dover.idf.il D stributed Lhaut hori zed URL Access on www i df.il/error. htm B ock 1
46.19. 85.53 I'srael 147.237.0.19 |nadimatal .idf.il Edﬁffaj .Tfﬁ’;.\iﬁlc/"%tiﬁ”elci(;m”;g‘;gf‘:;g der1Stxthobile in Bl ock 1
191. 252. 48. 220 |Brazil 147.237.72. 166 [aka. i df . i | Mil ti pl e Unhaut hori zed URL Access from 191. 252. 48. 220 B ock 1
Unaut hori zed URL Access to
8.37.70.37 Uhited Sates |147.237.77.216|dover.idf.il waw i df . i 1/1116- en/ dover . aspx&usg=al kj r hi r ko5ql t nhvv0j oopéndpnca |B ock 1
upbw
82.166.137.191 |Israel 147.237.77. 234 |hal ag. i df .i | ﬂ?f;g?f;fgsﬁmﬁg;fh;oe &/bul et L gi f Bl ock 1
66.249.64.165 |lnited Sates [147.237.77.74 |lawidf.il Unaut hori zed URL Access to www nag. i df . il/510- he/ pat zar . asph B ock 1
37.26.147.217 |lsrael 147.237.72. 166 [aka. i df . i | D stributed Doubl e URL Encodi ng B ock 1
2.54.13. 147 I srael 147.237.72. 166 |aka. i df . i | mb'aﬁa%f _E?f;’g;?g/ 'gi ﬁ%ﬁ i; hafl?j?re(r:g ia';m(/ search B ock 1
208.115.113.89 |wnited Sates [147.237.77. 216|dover. i df .i | mﬂt;?riilffinpﬁ :SC/CtZSnTDI ;fecomrol o gerericl B ock 1
77.127.44.133  |israel 147.237.72. 166 |aka. i df . i | %ﬁgﬁiﬂ&%’?ﬁf“ OS"H;;SOL;\?ECS'_S‘Q%I”‘S\;” None 1
191. 252. 48.220 |Brazil 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to aka.idf.il/wp-adm n/ B ock 1
Unaut hori zed URL Access to
8.37.70. 237 Uited Sates |147.237.77.216|dover.idf.il W i df . i 1 /1400- en/ dover . aspx&usg=al kj r hj ui yav5zpi xvkwh36_9ob_j [B ock 1
xvda
141. 212. 122. 209|Wnited Sates |147.237.76.31 |nakchal .idf.il D stributed Unauthorized URL Access on 147.237.76. 31/ B ock 1
93.172.136.177 |[Israel 147.237.72. 156 [anan. i df . i | SSL Untraceabl e Connection - CQpen Mde None
197. 48.101. 171 |Egypt 147.237.77.216|dover.i df .i | Lhaut hori zed URL Access to waw i df.il/abc123/ B ock
66.249.78.159 |Wnited Sates [147.237.77.216|dover. i df .i | m”itgfo_ri'lzlfdenﬁggfsﬁ;;d‘; Sser cont 1ol </ neviend mazi i i Bl ock 1
212.143. 214. 185|l srael 147.237.77.216|dover . i df .i | Ostributed Wauthorized URL Access on waw idf.il/error.htm B ock 1
79.181.52. 70 I srael 147.237.72. 156 |anan. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None
192.117. 167.66 |l srael 147.237.72. 166 |aka. i df . i | VL;’WKV”;(";‘_“i dpf""_ri"’l";en;je;/ waﬁ?ﬁimg;? on. asp None 1
157.55.39. 115 |lhited Sates |147.237.77.216|dover.i df.i | Unaut hori zed URL Access to 147.237.77.216/ robots. txt B ock 1
17.138. 56. 26 Uhited Sates |147.237.77.216|dover.idf.il Ml tipl e Unaut horized URL Access from 17.138. 56. 26 B ock 1
109. 66. 158.79  |Israel 147.237.72. 166 |aka. i df . i | D stributed Lhaut horized LRL Access on ww aka.idf.il/val tam B ock 1
207.46.13.19 Lhited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to www i df.il/atal 1/izkor/ nai n. asp B ock 1
68.180.228. 112 |lnited Sates |147.237.77.216|dover.idf.il D stributed Lhaut hori zed URL Access on waw i df.il/error. htm B ock 1
188.165.15. 75 |France 147.237.77.216|dover . i df .i | D stributed Wauthori zed URL Access on 147.237.77. 216/ robots. txt  |B ock 1
128. 232. 110. 28 zi;gegom 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147. 237.76. 31/ B ock 1
79.181. 215. 251 |israel 147.237.72. 166 |aka. i df . i | LLlr?:geasl/ i%’tagegfing:ag:g;f;;bgcﬁi/ fm’j IV kapat 2/ resf012 B ock 1
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