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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count
81. 218. 241. 26 | srael 147.237.72. 166 aka.idf.il Anonal y- TLS-renegot i ati on-d i dest - r eset 74

107. 150. 33. 62 Lhited Sates 147.237.77. 176 nat pash. i df.il |bl ock-sp-trafl dr op 1

115. 239. 228. 10 Chi na 147.237.76. 201 e atal.idf.il JLMPurple Gon Linmt Htp drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnature Devi ce Action |Count |
5.102. 214. 151 I srael 147.237.0. 34 tikshuv.idf.il |ClL000138: HITP. prefix 1.01 in the LR B ock 6
192. 116. 55. 245 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the LRL B ock 2
62.212.73.211 Net her | ands 147.237.77.216 |dover.idf.il C1000074: HTTP. naj estic bot Bl ock 2
61.160.195.5 Chi na 147.237.77.176  |matpash.idf.il [22280: HITP. Jooma Qbject Injection Mulnerability B ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP. User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.77.176 |mat pash.idf.il |CL000071: HTTP: User Agent Sogou+web+spi der Bl ock 1
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il Cl000071: HTTP:. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
212.179.21. 194 |147.237.77. 216 |Israel dover.idf.il portscan: TGP D stributed Portscan 1
5.29. 19. 108 147.237. 72. 166 |I srael aka.idf.il portscan: TGP D stributed Portscan 1
183. 60. 48. 25 147. 237. 76. 200 |Chi na eitan aka.idf.il ET SCAN Potential SSH Scan 1
2.54.157. 228 147.237.77. 216 (I srael dover.idf.il portscan: TGP D stributed Portscan 1
122 236. 118, 1861147, 237. 77 170 |chi na vaerachot i df i | ET SI‘AN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
94.102.48.193 |147.237.8.27 |Netherlands e nadimatal .idf.il ET SCAN NVAP -sS w ndow 1024 1
89.138.178.31 |[147.237.77. 216l srael dover.idf.il portscan: TGP D stributed Portscan 1
81.218. 176. 194 |147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
79.179.34.210 |147.237.77. 216 |I srael dover.idf.il portscan: TCQP D stributed Portscan 1
218.246. 0. 97 147.237.72. 14 |China dover.idf.il (ol d) ET SCAN NVAP -sS wi ndow 1024 1
66.249. 64. 181 [147.237.77.74 |Wited Sates |[lawidf.il ET SCAN NVAP -sSA (2) 1
212.235.98. 139 |147.237.72. 166 |l srael aka.idf.il portscan: TQP D stributed Portscan 1
41.33.231.90 147. 237.77. 216 |Egypt dover.idf.il portscan: TCP D stributed Portscan 1
183. 60. 48. 25 147. 237. 76. 201 |Chi na e.atal.idf.il ET SCAN Potential SSH Scan 1
2.54.179. 112 147.237. 72. 166 I srael aka.idf.il portscan: TQP D stributed Portscan 1
183. 60. 48. 25 147.237.0.16 |China ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
2.54. 36. 206 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
109. 253. 214. 10 [147. 237. 72. 166 |I srael aka.idf.il portscan: TCQP D stributed Portscan 1
94.102.48.193 |147.237.8.24 |Netherlands [e.lifestyle.idf.il ET SCAN NVAP -sS wi ndow 1024 1
84.228.41.184  |147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
80.246.136. 76  |147.237.72. 166 | srael aka.idf.il portscan: TQP D stributed Portscan 1
69. 64. 46. 86 147.237.72. 156 [Lhited Sates |anan.idf.il ET SCAN NVAP -sS wi ndow 1024 1
213.57.253. 186 |[147.237.77.216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
46.19. 85. 170 147.237. 72. 166 I srael aka.idf.il portscan: TQP D stributed Portscan 1
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|Top Attackers In FW |

Attacker Address |Attacker Country‘Target Address |Ste Signature
Iran, Islanic . . . .
46.62. 176. 109 Republ i ¢ of 147.237. 77. 176 |nat pash. i df . i | Bad TCP sequence Invalid ACK nunber noni t or 51
Sreaming Engine: TCP Invalid i i ssi
2.54.147.167  |Israel 147.237.0.34 |tikshuv.idf.il g =g Invalid segnent retransmssion. |, 42
Ret r ansmi ssi on Packet dr opped.
Iran, Islanic . . .
46. 62. 176. 109 Republ i ¢ of 147.237.77. 216 |dover.idf .| Bad TCP sequence Invalid ACK nunber aert 41
Iran, Islamc o )
46. 62. 176. 109 Republ i ¢ of 147.237.77. 176 |nat pash. i df . i | Bad TCP sequence Invalid ACK nunber alert 37
Iran, Islanmic . . . .
46. 62. 176. 109 Republ i ¢ of 147.237.77. 216 |dover.idf .| Bad TCP sequence Invalid ACK nunber nonitor (32
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 19
195. 160. 242. 40 |l srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 9
85.130.217.30 |[lIsrael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 9
2.52.144.132 I srael 147.237. 72. 156 |anan.i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 8
2.54.147. 158 I srael 147.237.76.39 |nobile neitav.idf.i|SYN Attack SYN -> SYN-ACK -> RST rej ect 7
195. 160. 242. 40 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber alert 7
Sreamng Engine: TCP Invalid i i ssi
46.19.85. 1 I srael 147.237.72. 166 |aka i df . g =g Invalid segnent retransmssion. |, 6
Ret ransmi ssi on Packet dr opped.
5.102. 254. 204 |l srael 147.237. 77. 216 |dover.idf .i | Bad TCP sequence Invalid ACK nunber monitor |6
188. 120. 148. 151l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACGK nunber nonitor |6
2.54.48.213 I srael 147.237. 72. 166 |aka.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 6
85. 130. 132. 159 |l srael 147.237.72. 166 |aka. i df . i SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 6
Sreamng Engine: TP Invalid i i ssi
5.22.129.232  |israel 147. 237.72. 166 |aka i f . g =g Invalid segnent retransmssion. |, 6
Ret r ansmi ssi on Packet dropped.
reamng BEngine: TCP Invali i i ssi
46.19.86.8 I srael 147.237.72. 166 |aka i df . Streaning Engi ne: TCP Invalid finvalid segnent retransnissi on drop 6
Ret r ansmi ssi on Packet dropped.
s SYNWACK retransmt with .
85. 130. 132. 159 |l srael 147.237.72. 166 |aka i df .i | Bad TCP sequence different vindow scal e monitor |6
2.52.144. 132 I srael 147.237.72. 156 [anan. i df . il Bad TCP sequence Inval i d sequence nuniber noni t or 5
2.52.169. 215 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber monitor (5
141. 0. 13. 48 Nor way 147.237. 77. 216 |dover.i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 5
2.52.144.132 | srael 147.237.72. 156 |anan.idf . il Bad TCP sequence Inval i d ACK nunber noni t or 5
77.87.224.100 |Ger many 147.237.77. 216 |dover.idf .i | drop First packet isn't SN drop 4
84.253.23.154 |Sntzerland 147.237. 77. 176 |nat pash. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 4
201.173.39. 143 |Mexi co 147.237.72. 217 |e.idf il Geo- | ocati on enf or cenent Geo-| ocati on i nbound drop 4
enf or cenent
Sreamng Engine: TP Invalid i i ssi
109.30.24.75  |wited Sates  |147. 237. 76. 200 |eitan aka i .1 g =g Invalid segnent retransmssion. |, 4
Ret r ansmi ssi on Packet dropped.
85.130.217.30 |lsrael 147.237.72. 166 |aka. i df .il drop First packet isn't SYN drop
46.19. 85. 199 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber alert
Sreaming Engine: TCP Invalid i i ssi
217.132.9.74  |Israel 147.237.72. 166 |aka i df . g =g Invalid segnent retransmssion. |, 3
Ret ransmi ssi on Packet dropped.
reamn ine: TCP Invali i i ssi
46.19. 86. 72 I srael 147. 237.72. 166 |aka i df . i | Streamng Engi ne: TCP alid |invalid segnent retransnission. drop 3
Ret r ansmi ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
109. 253. 200. 197|i srael 147.237.72. 166 |aka i df . g =g Invalid segnent retransmssion. |, 3
Ret ransmi ssi on Packet dropped.
reamn ine: TCP Invali i i ssi
2.54.153. 93 I srael 147. 237.72. 166 |aka i df . i | Streamng Engi ne: TCP alid |invalid segnent retransnission. drop 3
Ret r ansmi ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
79.180. 134. 106 |Israel 147.237.72. 166 |aka i df . g =g Invalid segnent retransmssion. |, 3
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i ssi
2.54.45. 78 I srael 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. g 3
Ret r ansmi ssi on Packet dropped.
85.130.217.30 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber alert 3
Sreaning Engine: TQP Invalid i i ssi
31.168.220. 159 |israel 147.237.72. 166 |aka. i df . i g =g Invalid segnent retransmssion. g, 3
Ret r ansmi ssi on Packet dropped.
5.22.129. 130 I srael 147.237.72. 156 |aman.i df .i | Bad TCP sequence Invalid AGK nunber nonitor |3
Sreaning Engine: TGP Invalid i i ssi
80.179.13.141 |Israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segment retransmssion. |, 3
Ret ransmi ssi on Packet dropped.
94.77.196.82  |Sudi Arabia 147. 237. 77. 216 |dover . i df .i | Bl ock HTTP Non Conpl i ant Failed to hand e comnection data |nonitor |3
Sreaming Engine: TCP Invalid i i ssi
217.132.67. 152 |Israel 147.237.72. 166 |aka i df . g =g Invalid segnent retransmssion. |, 3
Ret ransmi ssi on Packet dropped.
2.52.18.35 I srael 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 3
Sreamng Engine: TP Invalid i i ssi
109. 253. 211, 217|I srael 147. 237.72. 166 |aka i f . g =g Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
192.116.92. 220 |israel 147.237.72. 166 |aka. i df . i g =g Invalid segnent retransmssion. g, 3
Ret r ansmi ssi on Packet dropped.
46.19. 85. 128 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACGK nunber noni t or
79.180.141.29 |lsrael 147.237.76.42 |refuah.idf.il drop First packet isn't SYN drop
Sreaning Engine: TQP Invalid i i ssi
194. 90. 216. 203 |Israel 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. g 3
Ret r ansmi ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
80.179. 14.116 |Israel 147.237.72. 166 |aka i df . g =g Invalid segnent retransmssion. |, 3
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i ssi
77.125.116.7  |Israel 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. . 3
Ret r ansmi ssi on Packet dropped.
95.35.132.190 |lsrael 147.237.0.34  |tikshuv.idf.il drop First packet isn't SYN drop 3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site dgnature Action ‘Count
109. 253. 159. 40 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response CGode Bl ock 103
46. 19. 85. 84 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 89
46.19. 86. 176 I srael 147.237.0.19 |[madimatal .idf.il D stributed Suspici ous Response Code Bl ock 37
109. 253. 134. 86 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response CGode Bl ock 20
46. 19. 86. 244 I srael 147.237.77.243|nobi | e.i df . i | Paraneter Type Mol ation Password in nobile.idf.il/sachar/login  [B ock 18
46.19. 85. 79 I srael 147.237.0.19 |[madimatal .idf.il D stributed Suspici ous Response Code Bl ock 8
168.63.139. 43 |Uhited Sates 147.237.77.216|dover.i df .i | D stributed Unaut horized LRL Access on wawwidf.il/error. htm B ock 6
80. 246. 130. 248 |l srael 147.237.77. 216 |dover . i df . i | Dstributed Waut hori zed URL Access on waw idf.il/error.htm B ock 5
222.172.46. 224 |China 147. 237. 76. 147 |chi nuch. aka. i df . i | PHP Attenpt Bl ock 5
46. 19. 85. 95 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Gode Bl ock 5
222.172. 46.224 |China 147. 237. 76. 147 |chi nuch. aka. i df . i | Ml tiple Uhauthorized URL Access from 222. 172. 46. 224 B ock 4
66.249.81.218 [lnited Sates 147.237.77. 216 |dover.idf . il D stributed Unaut hori zed LRL Access on waw idf.il/error. htm Bl ock 3
46. 19. 86. 199 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response CGode Bl ock 3
84.109. 116. 179 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
2.54.138.5 I srael 147.237.0.19 |[madimatal .idf.il D stributed Suspici ous Response Code Bl ock 3
192. 116. 149. 197 I srael 147.237.76.42 |refuah.idf.il o 28 e L asp - Bl ock 3
176.13.13. 185 |Israel 147.237.0.19 [madimatal .idf.il D stributed Suspici ous Response Code B ock 3
46. 19. 86. 235 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 3
176.13.15. 23 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
194. 114. 146. 227|I srael 147.237.72. 166 [aka. i df . i | Mil ti pl e Wnaut hori zed URL Access from 194. 114. 146. 227 B ock 2
176.13.22. 31 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 2
46. 19. 85. 37 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
80. 246. 130. 247 |[Israel 147.237.77. 216 |dover.i df .i | D stributed Unaut hori zed LRL Access on waw idf.il/error. htm B ock 2
157.55.39.109 |lhited Sates 147.237.77.216|dover. i df . i | D stributed Unaut hori zed LRL Access on waw idf.il/error. htm Bl ock 2
141.8.132.78 :Z:::tr} on 147.237.77. 216 [dover . i df . i | muitgf?rillzlic;nﬁtng:ﬁ;;;user cont r ol s/ header upper/ Bl ock 2
46.119.117.85 |lkraine 147.237.77. 216 |dover.i df . il Uhaut hori zed URL Access to vwwuidf.il/nazi/ B ock
80.178.186.11 |[lIsrael 147.237.77.216|dover.idf .i | D stributed Unaut horized LRL Access on wawidf.il/error. htm B ock
84.253.23.154  [Swtzerl and 147.237.77. 176 |nat pash. i df . i | m“é:gc:ti_f?_ ﬁsif_csfifatgg/ Fil s/ 9 4629 ] pg Bl ock 1
31.154.41.13  |[israel 147.237.76.42 |refuah.idf.il ﬂ??;g;r;éefzf;lpeﬁf;fe;fr sset css Bl ock 1
222.172. 46. 224 |cnina 147. 237. 76. 147 |chi nuch. aka. i df . i | muiﬂlc’:]:éﬁdalt:ﬁ gfclcief/spltfsl downl oad. pho Bl ock 1
80. 246. 130. 106 [l srael 147.237.77.216|dover. i df . i | D stributed Unaut hori zed LRL Access on waw idf.il/error. htm Bl ock 1
149.88.58.169 |l srael 147.237.77. 216 |dover . i df . i | (SSSLSE t(;gc\lila_bggpﬁngﬁli g‘\l_'DZT‘jifCE‘)’('O\J’IiA?\'gEi) on None 1
62.219.254.97 |israel 147.237.77. 226 }AM:AI' chamat z. aka. i d m”ér?a?gtzfgkﬁdﬁﬁzfpi; orege i e/ 8 B ock 1
46.19. 85. 135 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mde None 1
104.131.214.84 |Uited Sates  |147.237.77.74 |lawidf.il Mil ti pl e Uhaut horized URL Access from 104. 131. 214. 84 B ock

82. 80. 196. 44 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mde None
2.52.144.35  [israel 147.237.76.42 |refuah.idf.il o ted et rorized éﬁaﬁcg‘:ﬁ on Bl ock 1
212.199.142.58 |[Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ at al . aspx |B ock 1
80.178.186.12 |[lIsrael 147.237.77.216|dover.i df .i | D stributed Unaut horized LRL Access on wawidf.il/error. htm B ock 1
46.116. 183. 143 |Israel 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to wawidf.il/https: /waidf.il/ B ock 1
85. 64.243.0 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1242-he/ at al . aspx |B ock 1
194. 114. 146. 227 |1 srael 147.237.72. 166 |aka. i df . i | Unaut hori zed LRL Access to v aka.idf.il/sip storage/files/4/ |B ock 1
66. 249. 81. 215 gz::;”i on 147.237.77. 216 |dover.i df . i | Ostributed Lhauthorized UR. Access on v idf.il/error. htm B ock 1
104.131.214.84 |thited Sates  [|147.237.77.74 |lawidf.il Unaut hori zed URL Access to www nag. i df.il/14-he Bl ock 1
83.130.127.24 | srael 147. 237.72. 166 |aka. i df . i | ma';it;ri deaidl ?'r:a)i’n\f:;i;f/”f Oirgot sassvor d. aspx None 1
2.54.51.56 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
216.72.40.185 |[Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed LR Access to waw aka.idf.il/val tam B ock 1
80. 178. 187. 228 |l srael 147.237.77. 216 |dover . i df . i | Dstributed Waut hori zed URL Access on waw idf.il/error.htm B ock 1
192. 116. 95. 240 |l srael 147.237.77. 216 |dover.idf . il D stributed Unaut hori zed LRL Access on waw idf.il/error. htm Bl ock 1
128.232.110. 28 |United Kingdom|147.237.72.166 |aka.idf.il D stributed Wauthorized URL Access on 147.237. 72. 166/ B ock 1
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