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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |[Count
168. 235. 197. 212 Lhited Sates 147.237.77. 216 dover.idf.il F Dover _Under Attack _Con Htp drop 2
84.108. 218. 169 | srael 147.237.77. 216 dover.idf.il B ock_UWp Al _Nets dr op 2
119.177.14.138 Chi na 147.237.76. 199 e.nakchal .idf.il |Invalid TP Hags drop 2
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack forward 2
115. 239. 228. 10 Chi na 147.237.76. 44 e.refuah.idf.il |[JLMPurple Gon Limt Htp drop 1




02-23-2016-10:04:02 to 02-23-2016-11:04:02

|Top Attackers In IPS|

Attacker Address |Attacker Qountry arget Address |Site Devi ce Action |Oount
37.142. 241. 248 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the URL B ock 6
212.112.118.153 |Kyrgyzstan 147.237.72.166 |aka.idf.il C1000016: HTTP. adnministrator in LR B ock 3
46.9.164. 175 Nor way 147.237.72.166 |aka.idf.il C1000074: HTTP. majestic bot B ock 2
62.212.73. 211 Net her | ands 147.237.77.216 |dover.idf.il C1000074: HTTP. naj estic bot B ock 2
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il C1000071: HTTP: User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou+web+spi der Bl ock 1
106. 38. 241. 106 Chi na 147.237.77.176 |matpash.idf.il [ClL000071: HTTP: User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qount ry |Ste |Signature |Count |
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 2
40. 84. 193. 28 147. 237. 76. 38 Lhited Sates eemitav.id.il |ET SCAN NVAP -sS w ndow 4096 1
5. 29. 238. 209 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP O stributed Portscan 1
212.117.136.7 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
2.54.43. 14 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
132. 74. 211. 116 147.237.77. 216 I 'srael dover . idf.il portscan: TCP O stributed Portscan 1
118. 165. 15. 13 147.237.76. 44 Tai wan e.refuah.idf.il ET SCAN Potential SSH Scan 1
82. 80. 196. 44 147.237.72. 166 I srael akaidf.il portscan: TCP O stributed Portscan 1
80. 178. 249. 73 147.237.77. 216 I 'srael dover . idf.il portscan: TCP O stributed Portscan 1
77.127. 63. 24 147, 237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
46. 19. 85. 230 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
37.26.147. 220 147.237.77. 216 I 'srael dover . idf.il portscan: TCP O stributed Portscan 1
212. 150. 174. 66 147, 237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
2.54.136.9 147.237.72. 166 I srael akaidf.il portscan: TCP O stributed Portscan 1
2.54. 24,117 147.237.77. 216 I 'srael dover . idf.il portscan: TCP O stributed Portscan 1
132. 67. 104. 245 147, 237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
109. 67. 192. 153 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
82. 80. 58. 78 147.237.77. 216 I srael dover . idf.il portscan: TCP O stributed Portscan 1
79.179. 113. 123 147.237.72. 166 I srael aka. idf il portscan: TCP O stributed Portscan 1
52. 33. 66. 29 147.237.77. 216 Lhited Sates dover.idf.il portscan: TCP O stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address |Ste Signature
reanmn ine: TCP Invali i i ssi

46.19.85.149  |israel 147. 237.72. 166 |aka i df . i | Streamng Engi ne: TCP alid invalid segnent retransnission, drop 63
Ret r ansm ssi on Packet dropped.

168. 235. 197. 212|hited Sates |147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 46

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 23
Sreanmng Engine: TCP Invalid i i ssi

176.13.20. 215 |l srael 147. 237.77. 243 |mobi l e. i f . i 9 =9 Invalid segnent retransmssion. drop 12
Ret r ansm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi

46.19. 86. 72 I srael 147. 237.72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. drop 12
Ret r ansni ssi on Packet dropped.

2.54.147. 158 I srael 147.237.0.19 |nadi matal.idf.il[SYN Att ack SYN -> SYN-ACK -> RST rej ect 9
Sreaming Engine: TGP Invalid i i ssi

46.19.86.212  |israel 147.237.76.31 |nakchal .idf.il 9 =9 Invalid segnent retransmission drop 9
Ret r ansni ssi on Packet dropped.

2.54.52. 215 I srael 147.237.0.19 |nadi matal.idf.il[SYN Att ack SYN -> SYN-ACK -> RST rej ect

109. 64. 66. 11 | srael 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect

212. 235. 103. 211|l srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Invalid sequence nunber noni t or

reanmn ine: TCP Invali i i ssi

2.54. 28. 246 I srael 147.237.77. 243 |nobi 1 e i 11 | €M NG Engi ne: TP alid invalid segnent retransnission, drop 6
Ret r ansm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi

212.143.71.19 |israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmission drop 6
Ret r ansni ssi on Packet dropped.

46. 19. 85. 169 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Invalid ACK nunber noni t or 6
Sreamng BEngine: TCP Invalid i i ssi

148. 177. 129. 210|Eur ope 147.237.72. 166 |aka. i of .11 9 =9 Invalid segnent retransnission drop 6
Ret r ansm ssi on Packet dropped.

2.54.30.196 I srael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
Sreamng Engine: TCP Invalid i i ssi

46.19.86.219  |israel 147. 237. 72. 166 |aka. i f . i 9 =9 Invalid segnent retransmssion. drop 6
Ret r ansm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi

185.32.179.36 |Israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segnent retransmission. drop 6
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

2.52.49.72 I'srael 147. 237.77. 243 |mobi l e, i f . 9 =9 Invalid segnent retransmssion. drop 6
Ret r ansm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi

46.19.86.227  |israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segnent retransmission. drop 6
Ret r ansni ssi on Packet dropped.

2.54.152. 39 I srael 147.237.72. 166 |aka.i df .i SYN At tack SYN -> SYN-ACK -> RST rej ect

62. 0. 207. 129 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop

46.117.66.193 | srael 147.237.76.42 |refuahidf.il  |Bad TCP sequence SN retransnit with different monitor |6

w ndow scal e

Sreamng BEngine: TCP Invalid i i ssi

132. 65. 249. 155 |Israel 147.237.72. 166 |aka. i of .11 9 =9 Invalid segnent retransnission drop 6
Ret r ansm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi

212.235.22. 191 |israel 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. drop 6
Ret r ansmi ssi on Packet dropped.

46. 19. 85. 169 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber aert

46. 19. 85. 181 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Invalid ACK nunber noni t or

46.19. 85. 84 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Inval i d ACK nunber noni t or

o SWNretransnmit wth different .

193.104.115.2 |Israel 147.237.77. 234 |hal ag.i df . i Bad TCP sequence wi ndow scal e noni t or 5

2.52.16. 146 I srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 5

89.139.171. 115 |Israel 147.237. 72. 166 |aka.i of .i Bad TCP sequence noni t or 5

46. 19. 85. 181 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber alert 5

46. 19. 85. 181 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 5

46.19. 85. 181 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Invalid ACK nunber aert 5

46. 19. 85. 84 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence Inval i d ACK nunber alert 5

185.32.179.21 |Israel 147.237.72. 167 |i shuri maka.i df .i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 4

2.52.142. 171 I srael 147.237.0.34 |tikshuv.idf.il [SYN Attack SYN -> SYN-ACK -> RST rej ect 4

46. 19. 86. 212 I srael 147.237.76.31 |nakchal.idf.il [Bad TCP sequence Inval i d ACK nunber noni t or 4

46. 19. 85. 149 I srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 4

2.54.184. 110 I srael 147.237. 72. 166 |aka.i of .i SYN At tack SYN -> SYN-ACK -> RST rej ect 4

212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4

41.33.232. 66 Egypt 147. 237.77. 216 |dover.i of .i | Bl ock HTTP Non Conpl i ant Fail ed to hand e connection data noni t or 4

5.22.135.122 I srael 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
Sreaming Engine: TGP Invalid i i ssi

37.26.149.142 |Israel 147.237.76.86 |navy.idf.il 9 =9 Invalid segnent retransmission drop 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TP Invalid i i ssi

46.19.86.172  |Israel 147.237.72. 166 |aka. i df .| 9 =g Invalid segnent retransmssion. drop 3
Ret r ansm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi

79.181. 115. 110 |[Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmission drop 3
Ret r ansni ssi on Packet dropped.

2.54.136.64 I srael 147.237.77. 216 |dover.idf .il SYN At tack SYN -> SYN-ACK -> RST rej ect 3
Sreamng BEngine: TCP Invalid i i ssi

31.168.121.98 |Israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransnission drop 3
Ret r ansm ssi on Packet dropped.

80. 246. 138. 141 |l srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 3
Sreaming Engine: TCP Invalid i i ssi

79.178.32.44  |israel 147. 237. 72. 166 |aka. i o . i 9 =9 Invalid segnent retransmssion. drop 3
Ret r ansm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi

176.13.7.101  |israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segnent retransmission. drop 3
Ret r ansni ssi on Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
2.54.147. 158 | srael 147.237.0.19 |madimatal .idf.il|{DOstributed Suspicious Response Code B ock 252
2.54.52, 215 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 86
46.19. 85. 43 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 68
46.19. 85. 18 | srael 147.237.0.19 |madimatal .idf.il|{DOstributed Suspicious Response Code B ock 37
176. 13. 3. 169 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 21
2.54.44.52 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 14
176.13.11. 163 |Israel 147.237.0.19 |madimatal .idf.il|DOstributed Suspicious Response Code B ock 12
2.54.4.58 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 10
80. 246. 136. 178 |[Israel 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 8
109. 253. 219. 62 |l srael 147.237.0.19 |madimatal .idf.il|DOstributed Suspicious Response Code B ock 7
46.19.85.3 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 6
212.112.118. 153|Kyrgyzstan |147.237.72. 166 [aka. i df . i | Ml ti pl e Unaut hori zed URL Access from 212.112. 118. 153 B ock 3
212.112.118. 153|Kyrgyzstan [147.237.72. 166 |aka. i df .i | Unhaut hori zed URL Access to waw aka. i df .il/wp-1ogin. php B ock 3
176.13.9. 26 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
37.26.148.157 |[Israel 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
79.183.228.41 | srael 147. 237.72. 166 |aka. i df . i | mu;griid??ls‘:a?ﬁrgu: A aspx Bock |3
212.112.118. 153|Kyrgyzstan |147.237.72. 166 [aka. i df . i | O stributed PHP At tenpt B ock 3
46. 19. 86. 95 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
31.204.128.94 |Netherlands |147.237.77.176|nmat pash.idf.il Mil tipl e Unhaut horized URL Access from 31.204. 128. 94 B ock 2
176.13.20. 215 |Israel 147.237.77.243|nobi [ e.i df . i | O stributed Suspici ous Response Code B ock 2
2.54.157. 100 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
216.72.40.186 | srael 147.237.76.42 |refuah.idf.il ~ [2rameier Type Molatd fglgf:];?gﬁﬁ”;;xacem' der 18t xt Last R i Bock |2
87. 69. 36. 210 I srael 147.237.77.216|dover. i df . il Dstributed Uhaut hori zed URL Access on wawidf.il/error.htm B ock 2
176.13. 11. 20 | srael 147.237.0.19 |madimatal .idf.il|{DOstributed Suspicious Response Code B ock 2
2.54.50. 158 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mde None 2
2.54.149. 134 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i|D stributed Unaut hori zed URL Access on waw chi nuch. aka. i df.il/404. htm |B ock 1
95. 86. 64. 205 I srael 147.237.72. 166 [aka. i df . i | Unknown Paraneter sa in v aka. i df.il/nai n/haredi nigeneral . aspx None 1
68.180.228. 112 |lhited Sates [147.237.76.86 [navy.idf.il Lhaut hori zed URL Access to v navy. idf.il/f B ock 1
193.104.115.2 |israel 147.237.77.234|hal ag. i df . i | Unaut hori zed URL Access to 147.237. 77. 234/ i mages/ shar ed/ bul | et 1. gi B ock 1
157.55.39. 184 [thited Sates |147. 237. 72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237. 72. 166/ Bl ock 1
81.218.70.186 |[Israel 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77. 233/ favi con. i co B ock 1
212.199. 118. 1221 srael 147.237.77.233|atal .i df .i | e Mot horized W peesie Bock |1
199. 203. 150. 35 |l srael 147.237.76.31 |nakchal .idf.il Unaut hor i zed HTTP Met hod Bl ock 1
52.53.233.187 |Wnited Sates |147.237.77.243|nobi | e.idf .il Unaut hori zed URL Access to 147.237.77.243/ B ock 1
74.82.47.3 Lhited Sates [147.237.72. 166 |aka. i df . i | Distributed Unaut hori zed URL Access on 147.237. 72. 166/ B ock 1
2.54.28. 246 | srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 1
46.117.66.193 |Israel 147.237.76.42 |refuah.idf.il i;t ;g?f’;g_d‘l;";”;lhgsiﬁaerde(ﬁ::t‘fissss on Bock |1
194.90. 128. 185 |l srael 147.237.77.216|dover. i df . il Mil ti pl e Waut hori zed URL Access from 194. 90. 128. 185 B ock 1
31.204.128.94 [Netherlands |147.237.77.176|mat pash. i df .i | m“ég';;tilzi%?.ﬁsﬁ‘;ggfu;eorcomml of header upper Bock |1
Uhaut hori zed URL Access to
213.151.60.76 |[Israel 147.237.77.216|dover.i df . il ww i df . i |/ 1494- 12683- he/ dover . aspx&a=u&ed=0ahukewi csbf i vy3l ahud |B ock 1
6xgkhdl 3ds4qf gggrmae&usg=af gj cnghayj cdntj i i peei Onj nryi ab97w
81.218. 251. 250 |l srael 147.237. 76. 147 [chi nuch. aka. i df . i|Uhaut hori zed URL Access to waw chi nuch. aka. i df.il/404. htm Bl ock 1
201.173. 39. 143 [Mexi co 147.237.72. 156 |anman. i df . i | Unaut hori zed URL Access to /tmunbl ock. cgi B ock
62.219.137.224 |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1501- he/ at al . aspx B ock
178.255. 215. 87 |France 147.237.76. 147 chi nuch. aka. i df .| mngxnl};drrl.aanlf;eirdfl. illr}tenpl at es/ sendt of ri end/ sendt of ri end. aspx None !
2.54.184.39 [Israel 147.237.76.42 |refuah.idf.il [0, 57 buted thaut fori zed éﬁaﬁc‘;i;i on Bock |1
141.212.122. 209|Wited Sates |147.237.77. 176 [nat pash. i df . i | Unaut hori zed URL Access to 147.237.77. 176/ B ock 1
77.125.140.97 |Israel 147.237.72. 156 |anman. i df . i | Unaut hori zed URL Access to waw aman. idf.il/https:/ww aman.idf.il/ B ock 1
212.143.80.28 |Israel 147.237.72. 166 |aka. i df . i | LL'rigeasl/ i?’tageg’?ing:i;‘géfgoibzc&i’ [ kepatzl[restol2 Bock |1
46.165.208.207 |Germany  [147.237.77.216 |dover. i df . il LR 18 fove Fool Breatory sl querylj uery- L4 2 rinjs Bock |1
194. 90. 128. 185 |l srael 147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to ww i df.il/images/ 1. he/ sear chback. png B ock 1
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