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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
192. 118. 30. 102 | srael 147.237.72. 167 ishurimaka idf.il |Anonal y-TLS renegotiation-di dest - reset 264
81.218. 241. 26 | srael 147.237.72. 167 ishurimaka.idf.il |Anonal y-TLS renegoti ation-d i dest - r eset 87
192.118. 30. 102 | srael 147.237.77. 216 dover.idf.il Anonal y- TLS-renegoti ation-Q i dest - reset 77
81.218. 241. 26 | srael 147.237.77. 216 dover.idf.il Anonal y- TLS-renegoti ation-d i dest - reset 65

219. 138. 95. 98 Chi na 147.237.76. 201 eatal.idf.il Invalid TGP H ags drop 2

115. 239. 228. 10 Chi na 147. 237. 76. 44 e.refuah.idf.il JLMPurple Gon Linmt Htp drop 1
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|Top Attackers In IPS|

Attacker Address

|At tacker Gountry

arget Address

Devi ce Action |Oount

213.57.219. 10 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the URL B ock 12
80. 246. 130. 22 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the UR B ock 6
195. 154. 185. 20 France 147.237.77. 74 lawidf.il C1000074: HTTP. naj estic bot Bl ock 6
195, 154. 185. 20 France 147.237.77.216 |dover.idf.il C1000074: HTTP. naj estic bot B ock 6
207. 46. 13. 144 Lhited Sates 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the UR B ock 2
162.210.196. 100 |lLhited Sates 147.237.77.216 |dover.idf.il C1000074: HTTP. naj estic bot Bl ock 2
176. 9. 131. 69 Ger many 147.237.77.216 |dover.idf.il C1000074: HTTP. naj estic bot B ock 2
157. 55. 39. 88 Lhited Sates 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the UR B ock 1
51. 255. 65. 23 Uhited Ki ngdom 147.237.77. 74 lawidf.il C1000146: HITP. AnrefBot craw er Bl ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou+web+spi der B ock 1
51. 255. 65. 27 Uni ted Ki ngdom 147.237.77. 74 lawidf.il C1000146: HTTP.  AnrefBot craw er B ock 1
106. 38. 241. 106 Chi na 147.237.77.176 |nmatpash.idf.il [Cl000071: HTTP: User Agent Sogou+web+spi der Bl ock 1
51. 255. 65. 50 United Kingdom  |147.237.77.74 lawidf.il C1000146: HTTP. AhrefBot craw er B ock 1
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il C1000071: HTTP: User Agent Sogou+web+spi der B ock 1
51. 255. 65. 80 Uhited Ki ngdom 147.237.77. 74 lawidf.il Cl000146: HITP. AnrefBot craw er Bl ock 1
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry \Signature

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 2
69. 64. 46. 86 147.237.77.61 Lhited Sates e.cogat . idf.il ET SCAN NVAP -sS wi ndow 1024 1
2.54.154. 142 147. 237. 72. 166 I srael akaidf.il portscan: TCP D stributed Portscan 1
185. 110. 132. 54 147. 237. 76. 200 eitanakaidf.il |ET SCAN Potential SSH Scan 1
149. 78. 154. 69 147.237.77.216 I srael dover.idf.il portscan: TP D stributed Portscan 1
79. 180. 152. 138 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
50. 204. 188. 142 147. 237. 72. 166 Lhited Sates aka.idf.il ET SCAN NVAP -sS w ndow 3072 1
217.132.119. 161 147.237.77.216 I srael dover.idf.il portscan: TP D stributed Portscan 1
192. 116. 204. 129 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
149. 78. 172. 184 147. 237.72. 166 I srael akaidf.il portscan: TCP D stributed Portscan 1
94.102. 48. 193 147.237.0.35 Net her | ands akavs. i df . i ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Ret ransni ssi on

Packet dropped.

‘Attacker Qountry |Target Address |Ste Signature
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 30
2.54.151.118 |Israel 147.237.72. 166 |aka i of .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 24
2.54.30. 163 I srael 147.237.72.167 |ishurimaka.idf .i[Bad TCP sequence I'nval i d AGK nunber nonitor |15
2.54.30. 163 I 'srael 147.237. 72. 167 |i shurimaka. i df .i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 14
2.54.30. 163 I srael 147.237.72.167 |ishurimaka. i of .i[Bad TCP sequence Invalid sequence nunber moni tor |13
2.54.30. 163 I srael 147.237.72.167 |ishurimaka.idf .i[Bad TCP sequence I'nval i d AGK nunber alert 13
reamn ine: TCP Invali i i ssi
212.179. 21. 194 |I srael 147, 237. 76. 200 |eitan. aka i of i1 || SN NG Engine: TCP Inval i dlinval id segrent retransnissi on drop 12
Ret ransn ssi on Packet dropped.
2.54.30. 163 | srael 147.237.72. 167 |i shurimaka. i of . i |SYN At t ack SYN -> SYN ACK -> Ti meout rej ect
2.54.30. 163 | srael 147.237.72. 167 |i shurimaka. i of . i |SYN At t ack rej ect
Sreamng Engine: TCP Invalid i i ssi
79.182. 238. 224 |I srael 147. 237. 72. 166 |aka i of . i 9 =g nvalid segnent retransmssi on. drop 6
Ret ransnm ssi on Packet dropped.
) o Sream ng Engi ne: TCP TCP segnent out of naxi mum
61.216.2. 14 Tai wan 147.237.77.235|sviva.idf.il Segnent Limt Enforcenent al | oned sequence. Packet dr opped. drop 6
Sreamng Engine: TCP Invalid i i ssi
82.166.88.97 |Isradl 147. 237. 72. 166 |aka i of . i 9 =g nvalid segnent retransmssi on. drop 6
Ret ransn ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
2.54.147.138 |Israel 147.237. 72. 167 |i shuri maka. i of . i 9 =g Invalid segnent retransmssion. drop 6
Ret ransni ssi on Packet dropped.
46.19. 85. 84 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Inval i d AGK nunber alert
46. 19. 85. 84 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d AGK nunber noni t or
reanming BEngine: TCP Invali i i ssi
46.19.85.176  |Israel 147. 237.72. 167 |t shuri maka i o || €2M NG ENgine: TCP I nval i dfinval i d segent ret ransnissi on. drop 6
Ret ransnm ssi on Packet dropped.
79.182.3.134 |lsrael 147.237.72. 156 |anan. i df .i| SYN Attack SYN -> SYN ACK -> Ti meout rej ect
41.33.232.66 |Egypt 147.237.77. 216 |dover. i df .i Bl ock HTTP Non Conpl i ant Fai |l ed to handl e connection data noni t or
188. 161, 150, 54 [ eSNa 400 537 77. 216 |dover. i df i1 SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 5
Territory, Qrcupi ed
203. 133. 170. 25 |Korea, Republic of |[147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
81.218. 70. 243 |l srael 147.237.77. 74 |lawidf.il dr op First packet isn't SN drop
149.88.97.184 |Israel 147.237.77. 233 |atal i cf .i | Bad TCP sequence S retransmt with different wndow| o ior |4
46. 19. 85. 84 I srael 147.237.72.166 |aka.i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or
81.218.241.26 |lsrael 147.237.72. 167 |i shuri maka. i df . i [dr op Frst packet isn't SN drop
84.95. 215. 241 |l srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
Pal esti ni an R SYNVACK retransmt wth different .
188. 161. 150. 54 Territory, Qrcupi ed 147.237.77. 216 |dover. i df .il Bad TCP sequence wi ndow scal e moni tor |4
46.19. 85. 84 I 'srael 147.237.72. 166 |aka i df .i | Bad TCP sequence I'nval i d ACK nunber alert 4
Sreaming Engine: TCP Invalid i i ssi
2.54.48.100  |Israel 147.237.72. 166 |aka i df . 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansn ssi on Packet dr opped.
46. 19. 85. 97 I 'srael 147.237. 77. 216 |dover.idf .i | Bad TCP sequence I'nval i d ACK nunber alert 3
Sreanming Engine: TP Invalid i i ssi
141.8.132. 112 |Russian Federation |147.237.72. 166 |aka i df .i| 9 =g nval i d segnent retransmssi on. drop 3
Ret ransn ssi on Packet dropped.
reanming BEngine: TCP Invali i i ssi
95.35.28.216  |Israel 147.237.72. 166 |aka i f . Streamng Engi ne: TCP Inval i dfinvalid segnent retransmssi on drop 3
Ret ransnmi ssi on Packet dropped.
Sreanming Engine: TP Invalid i i ssi
46.19.85.201 |israel 147.237.72. 166 |aka i df .i 9 =g nval i d segnent retransmssi on. drop 3
Ret ransn ssi on Packet dropped.
82.166. 77. 241 |[Israel 147.237.72. 166 |aka. i df .il SYN Attack SYN -> SYN-ACK -> RST rej ect 3
Sreamng Engine: TQP Invalid i i ssi
212.199.76.7 |Israel 147.237.72. 166 |aka i f . 9 =g Ivalid segnent retransmssion. drop 3
Ret ransn ssi on Packet dropped.
195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data nonitor |3
reamn ine: TCP Invali i i ssi
2.54.53.135  |Israel 147. 237.72. 166 |aka.i df . i Streamng Engi ne: TCP Al dinvalid segnent retransnissi on. drop 3
Ret ransn ssi on Packet dropped.
46. 19. 85. 97 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d AGK nunber nonitor |3
reanming BEngine: TCP Invali i i ssi
46.19.86.31  |Israel 147.237.72. 166 |aka. i df . i Streaning Engi ne: TCP Inval i dfinvalid segnent retransmissi on drop 3
Ret ransnm ssi on Packet dropped.
Sreanming Engine: TP Invalid i i ssi
176.13.2.57  |israel 147.237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssi on. drop 3
Ret ransn ssi on Packet dropped.
reanming BEngine: TCP Invali i i ssi
46.19.85.84  |Israel 147.237.72. 166 |aka. i df . i Streaning Engi ne: TCP Inval i dfinvalid segnent retransnissi on drop 3
Ret ransnm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
149.78.255.7 i srael 147. 237.72. 166 |aka i f . 9 =g Invalid segnent retransmssi on. drop 3
Ret ransn ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
46. 210. 191. 201 |1 srael 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransmssi on. drop 3
Ret ransnm ssi on Packet dropped.
212.143.142. 56 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
199.203.215.1 |[Israel 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d AGK nunber noni t or
Sreamng Engine: TCP Invalid i i SSi
109. 66.30.17 |l srael 147.237.77. 243 |nobi l e.i df . | 9 =g nvalid segnent retransmssi on. drop 3
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
2.54.162.146 |Israel 147.237.72. 166 |aka i df . 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansn ssi on Packet dr opped.
46.19.86.104 |lsrael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 3
Sreanming Engine: TP Invalid i i ssi
176.13.11.62  |israel 147.237.72. 166 |aka i df .i 9 =g nval i d segnent retransmssi on. drop 3
Ret ransn ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
2.54.15.184  |Israel 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransmssi on. drop 3
Ret ransnm ssi on Packet dropped.
Sreanming Engine: TP Invalid i i ssi
130.193. 37.16 |Russian Federation |147.237.0.34 |tikshuv.idf.il 9 9 Invali d segnent retransmssion. drop 3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
2.54.52.215 | srael 147.237.0.19 |nadimatal .idf.il{Ostributed Suspicious Response Code B ock 182
46.19. 86. 126 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 55
37.26.148.157 |[Israel 147.237.0.19 |[madi matal .idf.il|0stributed Suspicious Response Code Bl ock 31
2.54.160. 203 | srael 147.237.0.19 |nadimatal .idf.il{Ostributed Suspicious Response Code B ock 15
66.249.78.146 |[Uited Sates  |147.237.72.166 [aka. i df . i | m ;Lg“lt gfl ﬁfg;gg;l' éfgorLZL d(fcc_crfgsrsl ;;ner ol a5 Bl ock 6
59.40.21.7 Chi na 147.237.72. 166 [aka. i df . i | Mil tiple Uauthorized URL Access from59. 40.21. 7 Bl ock 6
109. 253.204.3  |Israel 147.237.0.19 |nadimatal .idf.il{Ostributed Suspicious Response Code B ock 6
2.54.20. 38 I srael 147.237.72. 156 |aman. i df . i | Unaut hori zed HTTP Met hod B ock 4
46.19. 85. 114 I srael 147.237.72. 156 |aman. i df . i | D stributed Unaut hori zed HTTP Met hod B ock 4
46.19. 85. 114 | srael 147.237.72. 156 |anan. i df . i | Unhaut hori zed URL Access to www anan. i df.il/sip_storage/files/3/ Bl ock 3
66.249.64.190 [United Sates |147.237.72.166 [aka. i df . i | m ;Lg”lt Sf'_ .Lf]f"é‘fﬁ?&' gf’gorLg‘ d;fj‘fgsrs/ ;:ner o asp Bl ock 3
37.26.147.226 |Israel 147.237.0.19 |nadimatal .idf.il{Ostributed Suspicious Response Code B ock 3
2.52.173. 26 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
176. 13. 3. 169 I srael 147.237.0.19 |[madi matal .idf.il|Ostributed Suspicious Response Code Bl ock 3
2.54.20.38 | srael 147.237.72. 156 |anan. i df . i | Uhaut hori zed URL Access to www anan. i df.il/sip_storagel/files/3/ B ock 3
2.54.5.22 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
46.19. 86. 46 I srael 147.237.0.19 |[madi matal .idf.il|Ostributed Suspicious Response Code Bl ock 3
46. 19. 86. 70 | srael 147.237.0.19 |nadimatal .idf.il{Ostributed Suspicious Response Code B ock 3
46.19. 85. 132 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
176. 13. 20. 82 I srael 147.237.0.19 |[madi matal .idf.il|Ostributed Suspicious Response Code Bl ock 2
59.40.21.7 Chi na 147.237.72. 166 |aka. i df . i | PHP Att enpt B ock 2
134.191.232. 71 |lIsrael 147.237.77. 216 |dover . i df . i | Distributed Waut hori zed URL Access on wwuidf.il/error. htm B ock 2
59.40.21.7 Chi na 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to v aka. i df . il/contact. asp Bl ock 1
157.55.39.109 |Uhited Sates [147.237.77.216|dover.idf.il D stributed Unaut horized LRL Access on www idf.il/error. htm B ock 1
120. 141. 255. 161 |Mil aysi a 147.237.77. 176 |mat pash. i df . i | Dstributed PHP Attenpt B ock 1
79 177.165.25 |isral 147. 237.72. 166 |aka. i df .i | Unknown Par anet er ct| 00$ct | 00$cphMai n$cphSachar $ct 1 59 in None 1

v aka. i df . i |/ nai n/ sachar/ paysl i ps. aspx

! . . Uhaut hori zed URL Access to
199. 16. 156. 124 |thited Sates |[147.237.77.216|dover.idf.il v i f i /i p storagel i1 es/ 9/ si ze220x0/ 17059, | pg B ock 1

Russi an Uhaut hori zed URL Access to

141.8.132.78 Federation 147.237.77. 216 [dover . i df . i | wan i df . i |/ tenpl at es/ shar ed/ user cont r ol s/ header upper / Bl ock !

46. 19. 86. 167 | srael 147.237.72. 166 |aka. i df . i | SSL Uhtraceabl e Connection - Qpen Mde None 1

84.95.251. 244 |lIsrael 147.237.77.216|dover. i df . i | Distributed Uhaut hori zed URL Access on wawn idf.il/error. htm B ock 1

68.180.230.244 |lnited Sates |[147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1133-he/ at al . aspx Bl ock 1

217. 160. 155. 145|Ger many 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to refua. atal.idf.il/ol d/wp-admn/ B ock 1
. . . S Lhtraceabl e Gonnection - Protocol violation

61.216.2. 14 Tai wan 147.237.77.216|dover.i df .i | (SSL CONN CLI ENT FELLO) None 1

120. 141. 255. 161 |Mil aysi a 147.237.77. 176 |mat pash. i df . i | Distributed Wnhaut hori zed LRL Access on wa cogat . idf.il/xnrpc. php B ock

82.80. 196. 44 I srael 147.237.72. 156 [anan. i df . i | Distributed Unhaut hori zed HTTP Met hod Bl ock 1
: . . Uhaut hori zed URL Access to

199. 16. 156. 126 |Lhited Sates |147.237.77.216|dover.idf.i | v f i1 /i p storagel i1 es/ 8/ si e220x0/ 17538 | pg B ock 1
: ] ; Uhaut hori zed URL Access to

66.249.78.95  |lhited Sates |147.237.77.216 (dover.idf.il 147.237.77. 216/ 1133- 19369- he/ i df gdover . aspx B ock 1

54.147.176.220 |lhited Sates [147.237.77.216|dover.idf.il Lhaut hori zed URL Access to waw i df . i |/ navy/ Bl ock 1

149.78.111. 233 |Israel 147.237.76.31 |nakchal .idf.il Distributed Suspici ous Response Code B ock 1

84.95.251.245 |[Israel 147.237.77. 216 |dover.i df .i | Distributed Uhaut hori zed URL Access on waw idf.il/error. htm Bl ock 1

72.29.79. 180 Uited Sates |147.237.76.42 |refuah.idf.il Uhaut hori zed LRL Access to refua atal .idf.il/wp/wp-adnin/ Bl ock 1

61.216.2. 14 Tai wan 147.237.77.235|sviva. i df . il Illegal Byte (de Character in Mthod B ock 1

128. 232. 110. 28 z‘;;gom 147.237.72. 167 |i shuri maka. i df . ijUnaut hori zed URL Access to 147.237.72.167/ B ock 1

Unknown Par anet er
84.94. 84. 124 I srael 147.237.72. 166 [aka. i df . i | ct | 00%ct | 00$cphMai n$TochenP! aceHol der $bt nAt udaBack in None 1
wan aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
Uhknown Paraneter | in

Korea, Republic

203. 133.168. 34 of 147.237.76.200 [ei tan. aka. i df . i1 virwu ei tan. aka. i df . i | /tenpl at es/ sendt of ri end/ sendt of ri end. aspx None !
- . DO stributed Whaut hori zed URL Access on

149.88.97.184  [lIsrael 147.237.77.233atal .idf . il 147, 237. 77. 233/ 1134- hel at al . aspx Bl ock 1

93. 160. 60. 22 Denmar k 147.237.77.216|dover. i df .i | Unaut hori zed URL Access to waw i df.il/newsitelenglish B ock 1

74.208. 16. 10 Lhited Sates [147.237.76.42 [refuah.idf.il Uhaut hori zed LRL Access to refua. atal.idf.il/bl og/ wo-adm n/ B ock

2.54.5.39 I srael 147.237.77.243|nobi | e.i df . i | D stributed Uhaut hori zed URL Access on nobil e.idf.il/nekudot/i ndex Bl ock

176.13.20.82  [Israel 147. 237.77. 243 |nobi | e. i df . i | thauthori zed LRL Access to Bl ock 1

nobi | e.i df.il/categorytenpl ates/|istchil ddocunent s/ 1465
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