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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site |Signature Device Action

212.179. 54. 237 | srael 147.237.72. 167 ishurimaka.idf.il |Block Udp Al _Nets drop 3
221.2.213. 165 Chi na 147.237.72.14 dover.idf.il (ol d) Invalid TGP H ags drop 2
115. 239. 228. 10 Chi na 147.237.76. 44 e.refuah.idf.il JIMPurple Gon Limt Htp drop 1
107. 150. 40. 36 Lhited Sates 147.237.0.19 nadi matal .idf.il bl ock-sp-traf 1 forward 1
115. 239. 228. 10 Chi na 147.237.76. 31 nakchal .idf.il JIMPurple Gon Linit Htp drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry arget Address Devi ce Action |Oount
84. 228. 65. 221 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the URL B ock 7
176.13.18.2 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the UR B ock 4
62.210. 115. 133 France 147.237.77.216 |dover.idf.il C1000074: HTTP. naj estic bot Bl ock 4
109. 253.199. 145  |Israel 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the URL B ock 2
2.54.149. 108 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the UR B ock 2
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou+web+spi der Bl ock 1
106. 38. 241. 106 Chi na 147.237.77.176 |matpash.idf.il [ClL000071: HTTP: User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il C1000071: HTTP: User Agent Sogou+web+spi der B ock 1
71. 6. 158. 166 Lhited Sates 147.237.77.61 e.cogat.idf.il |13840: TLS (penSSL Heartbeat Packet B ock 1
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry Signature

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 2
109. 235. 254. 181 147. 237.76. 31 Tur key nakchal i df il ET SCAN NVAP -sS w ndow 2048 1
107. 155. 66. 20 147. 237.76. 176 Lhited Sates test.ncore.idf.il ET SCAN Potential SSH Scan 1
104. 215. 89. 20 147.237.77. 216 Lhited Sates dover.idf.il ET SCAN NVAP -sS wi ndow 2048 1
80.179. 9. 115 147.237.77. 216 I srael dover.idf.il portscan: TGP D stributed Portscan 1
188. 227. 165. 236 147. 237.77. 216 Uni ted Ki ngdom dover.idf.il portscan: TCQP D stributed Portscan 1
109. 235. 254. 181 147. 237.76. 31 Tur key nakchal . i df.il ET SCAN NVAP -f -sS 1
106. 38. 241. 106 147.237.77. 216 Chi na dover.idf.il portscan: TGP D stributed Portscan 1
104. 215. 89. 20 147.237.77. 216 Lhited Sates dover.idf.il ET SCAN NVAP -f -sS 1
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|Top Attackers In FW |

A tacker

Ret ransm ssi on

Packet dropped.

ount ry Target Address |Ste Signature
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
79.182.4.209 |[Israel 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 28
Sreaming Engine: TGP Invalid i i sSi
2.54.144.170 |israel 147. 237.76. 200 |ei tan. aka. i df . i 9 =g Invalid segnent retransmssion. drop 15
Ret ransm ssi on Packet dropped.
2.54.191.7 I srael 147.237.72. 166 |aka.i df .i SYN At t ack rej ect 14
79. 178. 104. 200 |l srael 147.237.72. 166 |aka.idf . il SYN Attack SYN -> SYN ACK -> Ti meout rej ect 11
2.54.191.7 1 srael 147.237.72. 166 |aka.idf il Bad TCP sequence Inval i d sequence nunber noni t or 10
2.54.191.7 I srael 147.237.72. 166 |aka.i df .i Bad TCP sequence Invalid ACK nunber aert 10
2.54.191.7 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d AGK nunber noni t or 10
176.13.0.216 [Israel 147.237.77. 233 |atal .i f i Bad TCP sequence Srretransmt wth i fferent monitor |8
w ndow scal e
62.0.207. 1 I srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 7
176.13.0.216  |Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nval i d AGK nunber alert 7
46.19. 85. 73 I srael 147.237.77. 216 |dover.i df .i Bad TCP sequence Invalid ACK nunber alert 6
46. 19. 85. 19 I srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d AGK nunber aert 6
Sreaming Engine: TGP Invalid i i sSi
176.13.18. 165 |Israel 147. 237.76. 200 |ei tan. aka. i df . i 9 =g Invalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dropped.
46.19.85.73 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence I'nval i d AGK nunber moni t or 6
46. 19. 85. 19 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d AGK nunber noni t or 6
212.143. 142. 56 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 5
41.33.232.66  |Egypt 147.237.77. 216 |dover.idf i Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 5
37.26.148.200 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence alert 4
46. 19. 86. 44 I srael 147.237.72. 166 |aka.idf . il drop First packet isn't SN drop 4
2.54.191.7 I srael 147.237.72. 166 |aka.i df .i SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 4
37.26.148.200 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence noni t or 4
81.218.241.26 |[Israel 147.237. 72. 167 |i shurimaka. i df .i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
195. 34.150. 18 |Austria 147. 237. 77. 216 |dover . i df .i | Bl ock HTTP Non Conpl i ant Failed to hand e connection data  [monitor |4
185. 32. 179. 120 |I srael 147.237. 72. 166 |aka.i df .i 1 SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
Russi an o Sreanming Engine: TCP Invalid Invalid segnent retransmssion.
141.8.132.112 |2 o 147.237.72. 166 [aka. i df .i Ret r ansmi ssi on Packet dr opped. drop 3
R SYNretransmit wth different .
89. 138. 196. 114 |I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence wi ndow scal e noni t or 3
reaming BEngine: TCP Invali i i ssi
84.94.106.96 |l srael 147.237. 72. 166 |aka. i df . Streaning Engine: TCP Invalid finvalid segnent retransnission drop 3
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TP Invalid i i ssi
109. 253. 134. 52 |1 srael 147.237.72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. |, 3
Ret ransnm ssi on Packet dropped.
81.218.51.114 |Israel 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
94.77.196.82 |Sudi Arabia 147. 237. 77. 216 |dover . i df . | Bl ock HTTP Non Conpl i ant Failed to handl e connection data  |monitor
Sreamng Engine: TCP Invalid i i ssi
198.8.80.137 |tnited Sates  |147.237.72. 166 |aka idf. il 9 =9 nval i d segnent retransmssi on. drop 3
Ret r ansn ssi on Packet dr opped.
2.54.8.204 | srael 147.237.72. 166 |aka.idf il SYN At tack SYN -> SYN-ACK -> RST rej ect 3
Sreamng Engine: TP Invalid i i ssi
86.108. 12. 113 |Jordan 147.237.72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. |, 3
Ret ransnm ssi on Packet dropped.
reaming BEngine: TCP Invali i i ssi
81. 218, 163. 149 |l srael 147.237. 72. 166 |aka. i df . Streaning Engine: TCP Invalid finvalid segnent retransnission drop 3
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TP Invalid i i ssi
77.127.178.73 |israel 147. 237.72. 166 |aka. i of .11 9 =g Invalid segnent retransmssion. |, 3
Ret ransn ssi on Packet dropped.
reaming BEngine: TCP Invali i i ssi
109. 67. 186. 214 |I srael 147.237. 72. 166 |aka. i df . Streaning Engine: TCP Invalid finvalid segnent retransnission drop 3
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TP Invalid i i ssi
2.52.16.72 I'srael 147.237.72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. |, 3
Ret ransm ssi on Packet dropped.
46. 19. 85. 19 I srael 147.237.77. 216 |dover.idf .i | Bad TCP sequence I'nval i d AGK nunber aert 3
Sreamng Engine: TCP Invalid ' i ssi
2.54.38.178  |Israel 147, 237.72. 166 |aka i of . i 9 =g Invalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dropped.
203. 133. 169. 72 okfrea' RepUDliC 147 537 77. 233 atal i cf i1 SYN Att ack SYN -> SYN-ACK -> RST rej ect 3
Sreaming Engine: TCP Invalid ' i ssi
2.52.43. 45 I st ael 147, 237.72. 166 |aka i of . i 9 =g Invalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dropped.
46. 19. 85. 185 I srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 3
Sreamng Engine: TCP Invalid i i sSi
79.183. 121. 110 I srael 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dropped.
46. 19. 85. 19 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d AGK nunber noni t or
74.217.28.153 |[lhited Sates 147.237.8.14 [e.orchot.idf.il |Geo-| ocation enforcenent Geo-1 ocation inbound enf orcenent |drop
Sreamng Engine: TCP Invalid ' i ssi
212. 235. 40. 119 |I sr ael 147, 237.72. 166 |aka i of . i 9 =g Invalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
62.219.118.19 [Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid ' i ssi
46.19.86.224  |Israel 147. 237.72. 166 |aka i of . i 9 =g Invalid segrent retransmssi on. drop 3
Ret ransm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
82.81.18.212 [Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. drop 3
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|Top Attackers In V\AF|

A tacker

Devi ce

count ry ‘Target Address |Site Sgnature Acti on ‘Count
37.26.147.226 |lsrael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Code Bl ock 56
176.13.14.51 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 6
131. 253. 25. 216 |Lhited Sates |147.237.77. 216 |dover.idf .il D stributed Unaut hori zed URL Access on waidf.il/error.htm B ock 2
107. 150. 40. 36 |Lhited Sates |147.237.0.19 [nadimatal .idf.i|Unauthorized URL Access to wm 99r e5. coni Bl ock 1
37.26.149. 144 |Israel 147.237.77.243|nobi l e. i df . i | Lhaut hori zed URL Access to nobile.idf.il/nekudot/i ndex B ock 1
. . D stributed Lhaut hori zed URL Access on
176.13.16. 227 |[Israel 147.237.76.42 [refuah.idf.il 147, 237. 76. 42/ 1518- he r ef uah, aspx Bl ock 1
79. 170. 44. 83 k?';gegom 147.237.76.42 |refuah.idf.il  |Unauthorized LRL Access to refua. atal.idf.il/test/wp-adnin/ B ock 1
- . Doubl e URL Encoding - paraneter: search in
46.19.86.233 |[Israel 147.237.72.166 |aka. i df . i | vow aka i df i |/ nai 1V gi yus/ pri ot hand er 1. asnx/ sear ch B ock 1
. . . Unaut hori zed URL Access to
183.14.114.69 |Chi na 147.237.77.233(atal . i df . i wwy at al . i df.il/shared/ usercontrol s/ header upper/ Bl ock !
Unknown Par anet er
79.176.5. 41 | srael 147.237.72. 166 |aka. i df . i | ct 1 00$ct | 00$cphvai n$TochenPl aceHbl der $ct | 38$ct | 01$ct | 03$chbl Quest i on$l i n[None 1
w aka. i df . i |/ mai n/ gi yus/ questi onnai re. aspx
1.39.137.95 Indi a 147.237.77. 216 |dover . i df . i | Uhaut hori zed LRL Access to wwidf.il/https: /wanidf.il/ B ock 1
157.55.39.66 |lLited Sates |147.237.72. 156 [anan. i df . i | Uhaut hori zed URL Access to list.ips.gov.il/robots. txt Bl ock 1
50.62.161. 156 |Lhited Sates [147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to refua. atal .idf.il/wordpress/ wo-admn/ B ock 1
194. 153. 113. 13 |Ger many 147.237.72. 156 [anan. i df . i | D stributed Whaut hori zed URL Access on list.ips.gov.il/robots. txt B ock 1
81.218.70. 243 |[lIsrael 147.237.77.74 |lawidf.il Lhaut hori zed URL Access to waw | awidf.il/inages/trans. gif B ock 1
- . Paraneter Read Qhly Molation in
5.28.184. 28 I 'srael 147.237.72. 166 |aka. i df . i | v aka, i o . i | / nai n/ sachar / popups/ nar ki vsachar . aspx None 1
. . Paraneter Read Qhly Molation in
176.13.9.251 |[Israel 147.237.72. 166 |aka. i df . i | vown aka, i of i 1/ rai v sachar/ r egj st rat i onwi zar d st ep3. aspx None 1
64.71.32.21 Lhited Sates [147.237.76.42 |refuah.idf.il Uhaut hori zed LRL Access to refua. atal.idf.il/wp-admn/ B ock
194. 153. 113. 35 |Ger many 147.237.72. 156 [anan. i df . i | D stributed Whaut hori zed URL Access on list.ips.gov.il/robots. txt B ock
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
85. 250. 99. 195 |[Israel 147.237.72. 166 |aka. i df . i | W aka. i df . i |/ nai v sachar / nar ki veysachar . aspx None 1
77.127.178.73 |Israel 147.237.72.166 |aka. i df . i | lllegal Byte Code Character in LR /main/kapatz//res012 Bl ock 1
our ces/ i mages/ i nner page/ goback. gi f
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