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02-23-2016-07:04:03 to 02-23-2016-08:04:03

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Signature Device Action Count
62. 219. 138. 10 | srael 147.237.77. 216 dover.idf.il ock Wp Al _Nets drop 3
62.219.138. 10 | srael 147.237.72. 167 ishurimaka.idf.il ock_Udp All _Nets drop 3
222.74.220.18 Chi na 147.237.76. 86 navy.idf.il Invalid TGP H ags drop 2
222.132.175. 23 Chi na 147.237.77. 227 e. hanaz.idf.il Invalid TGP H ags drop 2




02-23-2016-07:04:03 to 02-23-2016-08:04:03

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnature Devi ce Action |Count |
109. 253. 135, 51 I srael 147.237.0. 34 tikshuv.idf.il [ClL000138: HITP. prefix 1.01 in the LR B ock 2
106. 38. 241. 106 Chi na 147.237.77.176  |matpash.idf.il |ClL000071: HTTP: User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il C1000071: HTTP: User Agent Sogou+web+spi der Bl ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP. User Agent Sogou-+web+spi der B ock 1




02-23-2016-07:04:03 to 02-23-2016-08:04:03

|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Qountry

Signature

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 3
93.174.93. 181 147.237.8.14 Net her | ands e.orchot.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
91. 201. 236. 114 147.237.8. 14 krai ne e.orchot.idf.il ET SCAN NMAP -sS wi ndow 1024 1
218.57.11.7 147. 237. 0. 200 Chi na mdu. i df il ET SCAN Potential SSH Scan 1
217.147.20. 27 147. 237.76. 42 Russi an Federation refuah.idf.il ET SCAN Potential SSH Scan 1
93.174.93. 181 147.237.77. 216 Net her | ands dover.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
93.174.93. 181 147. 237. 76. 197 Net her | ands e. hinush.idf.il ET SCAN NMAP -sS wi ndow 1024 1
93.174.93. 181 147. 237.76. 148 Net her | ands gqcent er . aka. i df .i | ET SCAN Potential VNC Scan 5900- 5920 1
93.174.93. 181 147.237.0. 34 Net her | ands tikshuv.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
88. 249. 106. 23 147. 237.77. 178 Tur key e. mat pash. i df il ET SCAN NVAP -sS wi ndow 1024 1
217.147.20. 27 147. 237. 76. 202 Russi an Federation e halag.idf.il ET SCAN Potential SSH Scan 1
217.147.20. 27 147. 237. 0. 200 Russi an Federation ndu. i df i | ET SCAN Potential SSH Scan 1
93.174.93. 181 147. 237.77. 226 Net her | ands wiw chanat z. aka. i df . i | ET SCAN Potential VWNC Scan 5900- 5920 1
93.174.93. 181 147.237.77. 170 Net her | ands naar achot . i df . i | ET SCAN Potential VNC Scan 5900- 5920 1
93.174.93. 181 147. 237. 76. 196 Net her | ands esvivaidf.il ET SCAN Potential VWNC Scan 5900- 5920 1




02-23-2016-07:04:03 to 02-23-2016-08:04:03

|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address |Ste Signature

41.33.231.90 Egypt 147.237. 77. 216 |dover.idf .i | drop SAMrul e drop 32

176.13.0.216 | srael 147.237.77. 233 |atal i df. il Bad TCP sequence f:;;e”ansm't wWith different window o vor o

109. 65. 222.95  |Israel 147.237.72. 166 |aka. i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 9

183. 90. 37. 36 S ngapor e 147.237.77. 243 |nobi l e.idf . il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 7

176.13.0. 216 I srael 147.237.77. 233 |atal .idf. il Bad TCP sequence Inval i d ACK nunber nonitor |7

2.54.162. 196 I srael 147.237.77. 216 |dover.idf .il SYN Att ack SYN -> SYN-ACK -> RST rej ect 7

46.19. 86. 152 I srael 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d ACK nunber aert 6
Sreaning Engine: TGP Invalid i i ssi

24.147.102. 128 |Wited Sates |147. 237. 77. 176 |nat pash. i of .| 9 =g Invalid segnent retransmssion. Packet |, 6
Ret ransmi ssi on dr opped.

reamn ine: TCP Invali i i ssi

140.147.249.7 |Wited Sates |147. 237. 72. 166 |aka. i of .i | Strean g Engine @ Invalid - finvalid segnent retransnission. Packet drop 6
Ret r ansm ssi on dr opped.

46. 19. 86. 152 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or

192. 116. 105. 90 |l srael 147.237.72. 166 |aka. i df . il dr op First packet isn't SN drop

46.19. 85. 117 I srael 147.237.76.42 |refush.idf.il |Bad TCP sequence Inval i d ACK nunber aert
Sreaning Engine: TGP Invalid i i ssi

79.181.71.55  |Israel 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. Packet |, 6
Ret ransmi ssi on dr opped.

46. 19. 85. 117 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 6

41. 33. 232. 66 Egypt 147.237. 77. 216 [dover.i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data monitor |5

84.94.207.197 |[lIsrael 147.237.72. 166 |aka.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 5

176.13. 15. 24 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber alert 4
Sreaning BEngine: TCP Invalid i i ssi

207.46.13.193 |United Qates [147. 237. 76. 200 [ei tan. aka i of .i 9 =g Invalid segnent retransmssion. Packet |, 4
Ret r ansm ssi on dr opped.

176. 13. 15. 24 I srael 147.237.77. 233 |atal .idf. il Bad TCP sequence Invalid ACK nunber noni t or

195.34.150.18 |Austria 147. 237. 77. 216 |dover . i df .i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or
Sreaning Engine: TGP Invalid i i ssi

79.183. 148. 162 |Israel 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. Packet |, 3
Ret ransmi ssi on dr opped.
Sreaning BEngine: TQP Invalid i i ssi

5.22.135.218  |Israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. Packet . 3
Ret r ansm ssi on dr opped.
Sreaning Engine: TGP Invalid i i ssi

109. 253. 207. 35 | srael 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. Packet |, 3
Ret ransmi ssi on dr opped.

183.90.37.36  |Sngapore  [147.237.77.243|mbileidf.il [Bad TOP sequence SYINACK retransnit wth different monitor |3

w ndow scal e

46. 19. 85. 117 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval i d ACK nunber alert

183.90. 37. 36 S ngapor e 147.237.77. 243 |mobi le.idf il Bad TCP sequence Invalid ACK nunber alert

46.19. 85. 117 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or
Sreaning Engine: TGP Invalid i i ssi

84.228.0.76 I srael 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. Packet |, 3
Ret ransmi ssi on dr opped.
Sreaning BEngine: TQP Invalid i i ssi

213.8.118.63  |Israel 147.237.72. 166 |aka i df . g =g Invalid segnent retransmssion. Packet . . 3
Ret r ansm ssi on dr opped.
Streami ng Engi ne: TCP Segnent i

93.113.125.11 |Romani a 147.237.0.19 |nadimatal .icf.i|". . 9 B9 9 TCP segnent out of naxi mmalloved |, 3
Limt Enforcenent sequence. Packet dropped.

183. 90. 37. 36 S ngapor e 147.237.77. 243 |nobi le.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 3
Sreaning Engine: TGP Invalid i i ssi

46.19.85.58  |Israel 147.237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. Packet |, 3
Ret r ansm ssi on dr opped.

5.102. 254. 32 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval id ACK nunber noni t or 3
Sreaning BEngine: TCP Invalid i i ssi

46.19.85.212  |israel 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. Packet | 3
Ret r ansm ssi on dr opped.
Sreaning Engine: TGP Invalid i i ssi

79.178.213.1  |israel 147. 237. 72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. Packet . 3
Ret ransmi ssi on dr opped.
Sreaning BEngine: TCP Invalid i i ssi

46.19.86.171  |israel 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. Packet | 3
Ret r ansm ssi on dr opped.

94.77.196. 82 Saudi Arabia |147.237.77.216 |dover.idf.il Bl ock HITP Non Conpl i ant Fai l ed to handl e connection data noni t or

183. 90. 37. 36 S ngapor e 147.237.77. 243 |nobi le.idf.il Bad TCP sequence Inval i d sequence nuniber noni t or
Sreaning Engine: TCP Invalid i i ssi

5.102.254.32  |Israel 147.237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. Packet |, 3
Ret r ansm ssi on dr opped.

5.22.129. 140 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval id ACK nunber noni t or 3
Stream ng Engi ne: TCP Segnent i

61.216.2. 14 Tai wan 147. 237. 77. 216 |dover. i df . i | . 9 =g 9 TCP segrrent out of naxi mmallowed |, 3
Limt Enforcenent sequence. Packet dropped.
Sreaning Engine: TGP Invalid i i ssi

109. 253. 156. 252/l srael 147. 237. 72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. Packet . 3
Ret ransmi ssi on dr opped.
Sreaning BEngine: TCP Invalid i i ssi

2.54.38.178 I'srael 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. Packet | 3
Ret r ansm ssi on dr opped.
Sreaning Engine: TGP Invalid i i ssi

46.19.86.224  |israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. Packet . 3
Ret ransmi ssi on dr opped.

212.143.142.56 |l srael 147.237.77. 216 |dover.idf .i | drop First packet isn't SW drop

46. 19. 86. 68 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber moni t or
Sreaning Engine: TQP Invalid i i ssi

157.55.39.21  |United Sates |147. 237. 76. 200 |ei tan. aka. i df . i g =g Invalid segnent retransmssion. Packet ., 2
Ret ransm ssi on dr opped.

2.54.162. 196 | srael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect

185. 3. 144. 33 I srael 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or
Sreaning BEngine: TQP Invalid i i ssi

157.55.39.188  |United Sates |147. 237. 76. 200 |ai tan. aka. i of . 9 =g Invalid segnent retransmssion. Packet . 2
Ret r ansm ssi on dr opped.
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|Top Attackers In V\AF|

Attacker Address |Attacker Gountry Target Address Site Sgnature Devi ce Action
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