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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Signature Device Action Count
218. 58. 125. 51 Chi na 147.237.76. 42 refuah.idf.il Invalid TGP H ags drop 2
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|Top Attackers In IPS|

Attacker Address

| Attacker Qountry

Target Address

|Site

|Sgnature

Devi ce Action |Count |

94.127. 33. 68 Sweden 147.237.77. 74 lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 4
40.77.167.71 Lhited Sates 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the LRL B ock 2
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il C1000071: HTTP: User Agent Sogou+web+spi der Bl ock 1
157. 55. 39. 97 Lhited Sates 147.237.0. 34 tikshuv.idf.il |ClL000138: HITP. prefix 1.01 in the LR B ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP. User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.77.176 |mat pash.idf.il |CL000071: HTTP: User Agent Sogou+web+spi der Bl ock 1
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|Top Attackers In |D|

Attacker Address

‘ Target Address

At acker
Gountry

Signature

94.127. 33. 68 147.237.77. 74 |Sweden lawidf.il SQ Injection - Select From 4
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
_ o ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
177.246.129. 92 |147.237. 72. 217 |[Mexi co eidf.il . 1
Potential Scan or Brute Force
121.18.74. 98 147. 237.76. 42 |China refuah.idf.il ET SCAN Potential SSH Scan 1
40. 76. 222. 64 147.237.76. 176 |Wnited Sates |[test.ncore.idf.il |ET SCAN Potential SSH Scan 1
40.76.222. 64 147.237.0.19 |Wited Sates [madimatal.idf.il |ET SCAN Potential SSH Scan 1
. . L ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons,
122.193.52. 164 [147.237.76.30 |China hi nush. i df i | . 1
Potential Scan or Brute Force
, . |ET SCAN Behavi oral lhusual |y fast inbound Tel net (onnecti ons,
119. 164. 23. 181 |147.237.76.38 |Chi na eengitav.idf.il . 1
Potential Scan or Brute Force
40. 76. 222. 64 147.237.77.216 |thited Sates |dover.idf.il ET SCAN Potential SSH Scan 1
40. 76. 222. 64 147.237.76. 147 |Uited Sates [chinuch. aka.idf.il|ET SCAN Potential SSH Scan 1
i ET havi or al [ly f i nbound Tel n nnect i on
211. 255. 188, 250[147. 237. 76. 31 [FO6& FEPWDIIC | ot i i1 SO Behavi oral Lhusual 'y fast inbound Telnet Connecti ons, 1
of Potential Scan or Brute Force
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
41.33.231. 90 Egypt 147.237. 77. 216 |dover.i df .i | drop SAMrul e drop 32
41. 33. 232. 66 Egypt 147.237.77. 216 [dover.idf.il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data [noni t or
54.244.22.103 |lhited Sates  [147.237.77. 176 |nat pash.idf .i | drop First packet ismt SYN drop
Sreaning Engine: TCP Invalid i i sSi
176.13.10.63  |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
189.219. 97. 141 |Mexi co 147.237.0.200 |mdu.idf. il Geo- | ocati on enf or cenent Geo-| ocati on i nbound drop 4
enf or cenent
195. 34.150. 18  |Austria 147.237. 77. 216 |dover.i df .il Bl ock HTTP Non Conpl i ant Fai |l ed to handl e connection data [noni tor
94.77.196. 82 Saudi Arabia 147.237.77. 216 |dover.idf .il Bl ock HTTP Non Conpli ant Fai l ed to handl e connection data [noni tor
reamn ine: TCP Invali i i ssi
79.181. 140. 213 |l srael 147.237.72. 166 |aka.i df . i1 Streamng Engi ne: TCP al i dlinvalid segnent retransnissi on drop 3
Ret r ansni ssi on Packet dropped.
207.46.13.107 |Uited Sates 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Tineout [reject 3
Sreaning BEngine: TQP Invalid i i ssi
79.181.179.45 | srael 147.237.72. 166 |aka. i df . i g =g Invalid segnent retransmssion. |y 3
Ret ransm ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
46.19.86.222  |israel 147. 237.72. 166 |aka i of .11 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaning BEngine: TQP Invalid i i ssi
79.183.15.225 | srael 147.237.72. 166 |aka.i df . i g =g Invalid segnent retransmssion. |y 3
Ret ransm ssi on Packet dropped.
Sreanming Engine: TP Invalid i i ssi
85.65.217. 40  |Israel 147. 237. 77. 243 |nobi l e.i df . i | 9 =9 Invalid segnent retransmssion. |, 2
Ret r ansni ssi on Packet dropped.
128.232.110.29 |wnited K ngdom |147. 237. 77. 227 |e. hanaz. i df .| Geo- | ocati on enf or cenent Sﬁ?olz’zxﬁ” t nbound drop 2
Sreanming Engine: TCP Invalid i i ssi
207.46.13.193 |United Sates  |147. 237. 72. 166 |aka i of il 9 =9 Invalid segnent retransmssion. |, 2
Ret r ansni ssi on Packet dropped.
157.55.39.222 |lhited Sates 147.237.72. 156 |anan.i df .i | SYN Attack SYN -> SYN-ACK -> Tineout [reject 2
207.46.13.107 |Wited Sates  [147.237.77.74 [lawidf.il Bad TCP sequence Invali d ACK nunber nonitor |2
40.77. 167. 44 Lhited Sates  [147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni tor |2
162.209.124.35 |Lhited Sates  [147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpli ant Fai l ed to handl e connection data |monitor |2
Sreaning Engine: TGP Invalid i i ssi
66.249. 69. 169 |Uited Sates  |147.237.76.86 |navy.idf.il 9 =9 Invalid segnent retransmssion. |, 2
Ret r ansni ssi on Packet dropped.
115. 230. 124. 164|Chi na 147.237.76.86 |navy.idf.il dr op SAMrul e drop 1
207. 46. 13. 28 Lhited Sates 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Tineout [reject 1
74.82.47.19 Lhited Sates  |147.237.77.226 :”“WCha"atZ' aka. Tdf-T 1oy At t ack SYN -> SYN-ACK -> RST rej ect 1
182.50. 130. 136 |9 ngapore 147.237.77. 216 |dover.idf.il drop SAMrul e drop 1
46.236.26.102 |United Ki ngdom |147.237. 72. 166 |aka.idf.i| SYN Att ack SYN -> SYN-ACK -> Tinmeout |alert 1
141.212. 122. 202|Wwnited Sates  |147. 237. 76. 196 |e. sviva.i df . i Geo- 1 ocati on enf or cenent Sﬁ?;lrggi'mon I nbound drop 1
128.232.110.29 |United Ki ngdom [147.237.76. 148 |gocenter. aka.idf.il drop drop 1
207.46.13.127 |Uited Sates 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Tineout [reject 1
188. 158. 193. 143 'F;;‘Eb”'i' oM |147.237.77. 216 |dover. it Bad TCP sequence Inval i d ACK nunber alert 1
69.167.168. 241 |Uhited States  [147. 237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fail ed to hand e connection data |monitor |1
157.55.39.173 |Uhited Sates 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Tineout [reject 1
40.77.167.98 Lhited Sates 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Tineout [reject 1
137.116.71. 170 |[lhited Sates  |147.237.77. 212 e dover. i df.il Geo-1 ocation enf or cenent Sﬁ?;):ggﬁ:nfn  nbound drop 1
216.218.206.94 [lLnited Sates 147.237.77.235sviva.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
115. 230. 124. 164|ni na 147. 237.76. 202 |e.hal ag.i df . Geo- | ocati on enf or cenent Geo-I ocati on i nbound drop 1
enf or cenent
207.46.13.107 |lhited States  [147.237.77.74 [lawidf.il Bad TCP sequence Inval i d ACK nunber alert 1
74.82.47.50 Lhited Sates 147.237.77. 205 |prisha.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
184.105.139.96 |Uhited Sates 147.237.77. 233 |atal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
46.236.26.102 |[United K ngdom |147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Tineout [reject 1
141.212. 122. 203|Wnited Sates  |147.237. 76. 196 |e. sviva.i df . i Geo- | ocati on enf or cenent Sﬁ?olz’zxﬁ” t nbound drop 1
40.77.167. 44 Lhited Sates  |147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber aert 1
188. 158. 193. 143 IF;;IEH:??C 147. 237.77. 216 |dover. i df . i1 Bad TCP sequence Inval i d ACK nunber moni tor |1
71.6.165.200  |lWited Sates  |147.237.0.17 ?’I"Iy kosher-kravi-id oy At ack SYN -> SYN-ACK -> Tinmeout |reject 1
141.212.122. 192|Wited Sates  |147.237.77. 121 e navy. i of . Geo- | ocati on enf or cenent Sﬁ?;)'rg;i'mo” i nbound drop 1
216.218. 206. 103|Whited Sates  [147. 237.72. 156 |anan. i df . | SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
115. 230. 124. 164|Chi na 147.237.77. 216 |dover.idf.il drop SAMrul e drop 1
184.105. 139. 110|Wnited Sates  |147.237.8.50 |e.tikshuv.idf.il Geo- | ocati on enf or cenent Sﬁ?olz’zxﬁ” t nbound drop 1
) . . SYNtACXK retransmt with .
46.236.26.102 [United Ki ngdom |147.237. 72. 166 |aka.idf.i| Bad TCP sequence different vi ndow scal e nonitor |1
141.212.122. 207 |Wnited Sates  [147.237.77. 121 |e. navy. i df .1 Geo- | ocati on enf or cenent Geo-| ocati on i nbound drop 1

enf or cenent




02-23-2016-05:04:07 to 02-23-2016-06:04:07

|Top Attackers In V\AF|

Attacker Address |Attacker Gountry Target Address Site Sgnature Devi ce Action
02-23-2016-05:04:07 to 02-23-2016-06:04:07



