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|Top Attackers | n DDoS- Def ence |

Attacker Address \Attacker Country |Target Address Site Signature Device Action |Count
61. 160. 123. 62 Chi na 147.237.77. 243 nobi | e.idf.il Invalid TGP H ags drop 2
115. 239. 228. 10 Chi na 147.237.76. 148 ggcenter.aka. idf.il |[JLMPurple Con Limt _Htp dr op 1
40. 76. 206. 112 Lhited Sates 147.237.0. 200 ndu.idf.il JLMPurple Con Linit Tcp drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |S gnature Devi ce Action |Oount
106. 120.173.130 |China 147.237.77.216 |dover.idf.il Cl000071: HTTP: User Agent Sogou+web+spi der B ock 5
157. 55. 39. 97 Lhited Sates 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the UR B ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou+web+spi der Bl ock 1
106. 38. 241. 106 Chi na 147.237.77.176 |matpash.idf.il [ClL000071: HTTP: User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il C1000071: HTTP: User Agent Sogou+web+spi der B ock 1
40.77.167.71 Lhited Sates 147.237.0. 34 tikshuv.idf.il |CL000138: HITP. prefix 1.01 in the LR Bl ock 1
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|Top Attackers In |D|

At acker

Target Address ount ry ‘Ste Signature
195. 34. 150. 18 |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
85. 93. 5. 64 147. 237. 76. 199 |Ger many e. nakchal .idf.il ET SCAN Potential SSH Scan 1
50. 204. 188. 142 |147. 237. 77. 226 |Lhited Sates |wwvchanatz.aka. idf.il |ET SCAN NVAP -sS wi ndow 3072 1
40.76.206.112 |147.237.0.34 |Whited Sates |[tikshuv.idf.il ET SCAN Potential SSH Scan 1
183.60.48.25  [147.237.76.42 |thina refuah.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
183.60.48.25 |147.237.76.30 |China hi nush. i df . i | ET SCAN Potential WNC Scan 5900- 5920 1
183.60.48.25 [147.237.0.17 |China mny-kosher-kravi.idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
96. 82. 5. 102 147.237.8.24 |Whited Sates [elifestyle.idf.il ET SCAN NMAP -sS wi ndow 1024 1
50. 204. 188. 142 |147.237. 77. 226 |Whited Sates |wwvchanatz.aka. idf.il |ET SCAN NVAP -sS wi ndow 4096 1
40.76.206. 112 |147.237.72.166|lhited Sates |aka.idf.il ET SCAN Potential SSH Scan 1
40.76.206.112 [147.237.0.16 |lhited Sates |ny-kosher-kravi.idf.il |[ET SCAN Potential SSH Scan 1
183.60. 48.25  |147. 237. 76. 201 |Chi na e.atal.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
183.60. 48.25 |147.237.76.38 |China eeneitav.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
183.60.48.25 [147.237.0.34 |Ghina tikshuv.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
113 162, 124.9 |147. 237 76.30 |\ et nam b rsh i | ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force




02-23-2016-03:04:03 to 02-23-2016-04:04:03

|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address |Ste Signature
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
41. 33. 232. 66 Egypt 147.237. 77. 216 [dover.i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data  |nonitor 6
Sreaming Engine: TGP Invalid i i ssi
74.131.220.193 |Uited Sates |147.237.76.200 |eitan. aka idf.il 9 =g Invalid segment retransmission. drop 4
Ret ransnm ssi on Packet dropped.
212.143.142.56 |Israel 147. 237. 77. 216 |dover.i df .i | drop First packet isn't SN drop
195.34.150.18 |Austria 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  |nonitor
Sreanming Engine: TCP Invalid i i ssi
79.176. 99. 7 I sr ael 147.237.72. 167 |i shuri maka. i of . i 9 =g Invalid segnent retransmssion. 4 o 3
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
79.179. 220. 143 I srael 147.237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. |, ) 3
Ret ransnm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
66.249.64.203 |Wnited Sates |147.237.77. 243 |nobile.idf. il 9 =g Invalid segnent retransmssion. |y o 3
Ret ransnm ssi on Packet dropped.
94.77.196. 82 Saudi Arabia |147.237.77. 216 |dover.idf. il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  |nonitor
162.209. 124.35 |Uhited Sates |147.237.77.216 [dover.idf.il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data  [nonitor
128. 232. 110. 29 LKJ?Ir:;éjom 147.237.8.24 |e.lifestyle.idf.il |Geo-| ocati on enf or cenent Geo-1 ocation inbound enf orcenent |drop 2
128. 232. 110. 29 LKTIr:ge(cjjom 147.237.8.28 |e.mobile-ks.idf.il |Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent |drop 2
141.212.122. 202|Uhited Sates |147.237.77.227 |e. hanaz.idf.il Geo-1| ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent |drop 1
74.82.47. 46 Lhited Sates |147.237.76. 148 [gacenter. aka.idf.il|dr op drop 1
195. 228. 75. 121 |Hungary 147.237.76.39 |nobile. neitav.idf.i|SYN Attack SYN -> SYN-ACK -> RST rej ect 1
106. 38. 241. 106 |Cni na 147.237.77. 176 |nat pash.i df .il SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 1
195. 228. 75. 149 [Hungary 147.237.76.39 [nobile. neitav.idf.i|SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 1
172. 74. 244, 231 147.237. 77. 216 [dover. i df . i Bad TCP sequence Inval id ACK nunber noni t or 1
198. 20. 69. 74 Lhited Sates |147.237.72. 156 |anan.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
46. 19. 85. 60 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber noni t or 1
173.239.81.170 |tnited Sates |147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 201 |Uhited Sates |147.237.77.227 |e. hanaz.idf.il Geo-1| ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent |drop 1
5.39. 93. 143 France 147.237. 77. 176 |mat pash. i df . i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  |nonitor 1
221.199. 217. 173|Australia 147. 237. 77. 216 |dover.i df .i | SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 1




02-23-2016-03:04:03 to 02-23-2016-04:04:03

|Top Attackers In V\AF|

Attacker Address |Attacker Gountry Target Address Site Sgnature Devi ce Action
02-23-2016-03:04:03 to 02-23-2016-04:04:03



