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02-23-2016-02:04:00 to 02-23-2016-03:04:00

|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action |Count |
212.179. 54. 237 | srael 147.237.72. 166 aka.idf.il ock Wp Al _Nets drop 3
115. 239. 228. 10 Chi na 147.237.0. 200 ndu. i df . i | Frk_Under Attack _Con Htp drop 2
115. 239. 228. 10 Chi na 147.237.0. 200 . i df . i | Frk Puple Gn Limt Htp drop 1
115. 239. 228. 10 Chi na 147. 237. 76. 201 e.atal.idf.il |[JLMPurple Con Linit Htp drop 1
173. 208. 206. 206 Lhited Sates 147.237.0. 34 tikshuv.idf.il |bl ock-sp-trafl forvard 1




02-23-2016-02:04:00 to 02-23-2016-03:04:00

|Top Attackers In IPS|

Attacker Address |Attacker Qountry arget Address |Site Devi ce Action |Oount
149. 88. 223. 106 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the URL B ock 36
106.120.173.130 |Chi na 147.237.77.216 |dover.idf.il Cl000071: HTTP: User Agent Sogou+web+spi der B ock 5
157. 55. 39. 97 Lhited Sates 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the URL B ock 2
158. 69. 200. 204 Lhited Sates 147.237.77.216 |dover.idf.il C1000074: HTTP. naj estic bot B ock 2
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il C1000071: HTTP: User Agent Sogou+web+spi der B ock 1
23.239.85.119 Lhited Sates 147.237.77.216 |dover.idf.il C1000008: HTTP: Xenu User Agent Bl ock 1
40.77.167.71 Lhited Sates 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the URL B ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il CL000071: HTTP: User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.77.176 |nmatpash.idf.il [Cl000071: HTTP: User Agent Sogou+web+spi der Bl ock 1




02-23-2016-02:04:00 to 02-23-2016-03:04:00

|Top Attackers In |D|

At acker

Attacker Address |Target Address ountry ‘S’te ‘Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il|Tehila - Perl LWP with fake user agent 4
98.119. 105. 221 |[147.237.8.45 |UWited Sates |e.eitan.idf.|ET SCAN NVAP -f -sS 1
103. 231. 125. 237|147. 237.0. 200 |India mu.idf.il |ET SCAN NVAP -sS w ndow 1024 1
98.119. 105. 221 |[147.237.8.45 |lnited Sates |e.eitan.idf.|ET SCAN NVAP -sS w ndow 2048 1

ET SCAN Behavi oral Unhusual |y fast inbound Tel net Gonnections, Potential
Scan or Brute Force
98.119. 105. 221 [147.237.8.45 |lhited Sates |e.eitanidf.|ET SCAN NVAP -sS wi ndow 4096

187.181.35. 252 |[147.237.0.35 |Brazil akaws. i df.il
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|Top Attackers In FW |

A tacker

count ry Target Address [Ste Signature
54.244.22.103 |lhited Sates |147.237.0.34 |tikshuv.idf.il drop First packet isn't SN drop 75
207.46.13.149 [Wited Sates [147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 46
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
157.55.39. 165 |lLhited Sates |[147.237.77.74 [lawidf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 23
162.208.92. 66 |lLhited Sates |147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 14
194. 218. 27. 162 |Sweden 147.237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 14
194. 218. 27. 162 |Sweden 147.237.72. 166 |aka. i of . i Bad TCP sequence SINCAGK retransmt with different ooyitor |14
w ndow scal e
212. 143.142. 56 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
207.46.13.193 |Uited Sates [147.237.72.166|aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 6
41.33.232.66 |Egypt 147. 237. 77. 216 |dover . i df . i | Bl ock HTTP Non Conpli ant Fail ed to handl e connection data noni t or 6
195. 34. 150. 18 |Austria 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fai | ed to handl e connection data noni t or 4
207.46.13.193 [Lhited Sates [147.237.72. 166 |aka idf.il Bad TCP sequence I'nval i d AGK nunber noni t or 4
207.46.13.19 [Wnited Sates [147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 4
46. 19. 85. 120 | srael 147.237.76.31 |nakchal .idf.il drop First packet isn't SYN drop 4
201. 173. 74. 177 |Mexi co 147.237.72. 217 |e.idf .il Geo- | ocati on enf or cenent Geo-1 ocation inbound enforcenent |drop 4
Sreaning Engine: TCP Invalid i i ssi
185. 27. 105. 133 |I srael 147. 237.72. 166 |aka i of . i 9 =g Inval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
94.77.196.82 [Saudi Arabia [147.237.77.216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 3
40.77.167.98 |Wited Sates |147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 3
54.244.22.103 |Lhited Sates |147.237.77.233|atal.idf.il drop First packet isn't SN drop 3
54.72.73.168 |[ireland 147. 237. 77. 216 |dover.i df .i | SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 3
209.52.88.67 |Canada 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 3
. . SYNVACK retransmt wth different .
54.72.73.168 |[Ireland 147. 237. 77. 216 |dover.i df .i | Bad TCP sequence wi ndow scal e noni t or 3
Sreanming Engine: TCP Invalid i i Ssi
176.13.8.30  |Israel 147.237.72. 166 |aka.i df . 9 =g nvalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
40.77.167.13 |Wnited Sates |[147.237.77. 176 |natpash.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
157.55.39. 187 |Wited Sates |147.237.77.74 |lawidf.il SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect
207.46.13. 107 |Whited Sates |[147.237.77.74 |[lawidf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
199.30.24.222 |Wited Sates |147.237.72. 166 |aka i df il Bad TCP sequence SINAK retransmt with different |, uor |2
w ndow scal e
Sreanming Engine: TCP Invalid i i Ssi
68. 180. 229. 121 |Uhited Sates |147.237. 76. 200 [ei tan. aka. i df .l 9 =g nvalid segnent retransmssi on. drop 2
Ret ransni ssi on Packet dropped.
207.46.13.193 |lhited States |[147.237.72. 166 |aka idf.il Bad TCP sequence Inval i d AGK nunber aert 2
54.72.0.55 Irel and 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 2
201. 173. 74. 177 |[Mexi co 147. 237. 72. 156 |anan. i df .i | drop SAMrule drop 2
157.55.39.50 |lhited Sates |147.237.77. 176 |matpash.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 2
54.72.0.55 I'rel and 147. 237. 77. 216 |dover i df i Bad TCP sequence SINAGK retransmt with different 1o, uior |2
w ndow scal e
Sreaning Engine: TCP Invalid i i ssi
157.55.2.130 |Wnited Sates |147.237.76.200 |ei tan. aka idf.il 9 =g Invalid segnent retransmssi on. drop 2
Ret r ansni ssi on Packet dropped.
128. 232. 110. 29 LK!i“r::gom 147.237.8.14 |e.orchot.idf.il |Geo-1ocati on enf or cenent Geo-| ocati on i nbound enf orcenent |drop 2
201. 173. 74. 177 |[Mexi co 147.237.72. 166 |aka. i df .i | drop SMrule drop
162. 209. 124. 35 |Lhited Sates |147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fai | ed to handl e connection data noni t or
62.210. 136. 217 |France 147.237.76. 198 |e.yonal an.idf.il |Geo-1 ocati on enf or cenent Geo-1 ocation inbound enforcenent |drop
128. 232. 110. 29 E?';;gom 147.237.8.27 |e.nadimatal .idf.i|Geo-1 ocati on enf or cenent Geo-| ocati on i nbound enf orcenent |drop 2
201. 173. 74. 177 |Mexi co 147.237.72. 167 |i shurimaka.i df .i | |dr op SAMrul e drop 2
52.16. 5. 197 Lhited Sates |[147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 2
207.46.13.42 |Whited Sates |147.237.72.166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 2
199. 30. 24. 222 |Uited Sates |147.237.72.166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 2
66.249.81.196 [Lhited Sates [147.237.0.34 |tikshuv.idf.il drop First packet isn't SN drop 2
128. 232. 110. 29 z‘;;gom 147.237.77. 121 |e. navy.idf .il Geo- | ocat i on enf or cenent Geo-l ocation i nbound enf orcenent |drop 2
52.16.5.197  |Wnited Sates |147.237.77. 216 |dover.idf.il Bad TCP sequence SIAK retransmt with different Jopniior |2
w ndow scal e
72.229.170. 241 [Uited Sates [147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 2
66. 249. 78. 146 |l srael 147.237.72. 166 |aka. i of .| Bad TCP sequence SIAK retransmt with different | oo g
w ndow scal e
. . SYNPAXK retransmt with different .
66. 249. 64. 186 [l srael 147.237.77.74 |lawidf.il Bad TCP sequence wi ndow scal e noni t or 1
148.251.13.51 |Ger many 147.237.72. 166 |aka.i df .il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 1
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