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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address  |Site |Signature |Device Action  |Count |
105. 154. 47. 147 Mor occo 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 2
185. 130. 5. 201 147.237. 76. 196 e.sviva.idf.il Bl ock_Udp All _Nets drop 1
185.94.111.1 147.237.76. 86 navy.idf.il B ock Wp Al Nets drop 1
185. 130. 5. 201 147.237.76. 197 e. hinush.idf.il Bl ock_Udp Al Nets drop 1
185. 130. 5. 201 147.237.76. 38 e.e.neitav.idf.il Bl ock_Udp Al _Nets drop 1
198. 20. 69. 98 Lhited Sates 147.237.76. 177 ncore.idf.il ock Wp Al _Nets drop 1
185. 130. 5. 201 147.237.76. 177 ncore.idf.il ock Wp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |S gnature Devi ce Action |Oount
106. 120.173.130 |China 147.237.77.216 |dover.idf.il Cl000071: HTTP: User Agent Sogou+web+spi der B ock 5
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il CL000071: HTTP: User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.77.176 |nmatpash.idf.il [Cl000071: HTTP: User Agent Sogou+web+spi der Bl ock 1
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il Cl000071: HTTP: User Agent Sogou+web+spi der B ock 1
105. 154. 47. 147 Mbr occo 147.237.77.216 |dover.idf.il 16527: TCP. Eval uated Base64 PHP Code Per it 1




02-23-2016-01:07:05 to 02-23-2016-02:07:05

|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
151. 225. 152. 211|147. 237. 76. 177 LKJ?';:gom ncore.idf.il ET SCAN Potential SSH Scan 2
151. 225. 152, 211|147, 237. 77. 216 E?';;gom dover. i df il ET SCAN Potential SSH Scan 2
151. 225. 152. 211|147. 237. 76. 197 LKJ?';:gom e hinush.idf.il ET SCAN Potential SSH Scan 1
103. 231. 125. 237|147. 237. 76. 200 |I ndi a eitan aka.idf.il ET SCAN NVAP -sS wi ndow 1024 1
98.119. 105. 221 [147.237.77.176|thited Sates |natpash.idf.il ET SCAN NVAP -sS w ndow 2048 1
151. 225. 152, 211|147. 237. 76. 148 LK?';gegom gacenter. aka. i df .| ET SCAN Potential SSH Scan 1
151. 225. 152. 211|147. 237. 77. 227 E?';;gom e hamaz.idf.il ET SCAN Potential SSH Scan 1
61.216.84.147 |147.237.0.35 |[Taiwan akavs. i df . i ET SCAN Potential SSH Scan 1
151. 225. 152, 211|147. 237. 76. 38 E?';;gom eemeitav.idf.il ET SCAN Potential SSH Scan 1
151. 225. 152. 211|147. 237. 76. 30 LKJ?';:gom hi nush. i df .i | ET SCAN Potential SSH Scan 1
151. 225. 152, 211|147, 237. 77. 179 E?';;gom e nazi.idf.il ET SCAN Potential SSH Scan 1
151. 225. 152. 211|147. 237. 72. 166 LKJ?';:gom aka.idf.il ET SCAN Potential SSH Scan 1
151. 225. 152, 211|147. 237. 77. 121 E?';;gom e navy.idf.il ET SCAN Potential SSH Scan 1
151. 225. 152. 211|147. 237. 72. 14 LKJ?';:gom dover.idf.il (ol d) ET SCAN Potential SSH Scan 1
151. 225. 152, 211|147. 237. 77. 19 E?';;gom I awf orumi df . i | ET SCAN Potential SSH Scan 1
L ETPRO WVEB_SERVER PHP Possi bl e Qpen Hash Orect Access to Fle
105. 154. 47. 147 |147.237.77. 216 |Mor occo dover.idf.il L 1
Ul oad DO rectory
151. 225. 152. 211|147. 237. 76. 198 E?';;gom e.yohal an.idf.il ET SCAN Potential SSH Scan 1
105. 154. 47. 147 |147.237. 77. 216 |Mor occo dover . idf.il ET WEB SERVER HTTP PCST Generic eval of base64 decode 1
151. 225. 152, 211|147, 237. 76. 196 E?';;gom e.svivaidf.il ET SCAN Potential SSH Scan 1
98.119. 105. 221 [147.237.77.176|thited Sates |natpash.idf.il ET SCAN NVAP -sS w ndow 4096 1
151. 225. 152. 211|147. 237. 76. 176 LK?';gegom test.ncore.idf.il ET SCAN Potential SSH Scan 1
186,235, 100.2 147 237 0.34  |grazi| Cikshuv.idh il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
. . . . .U, azl | uv. | | .
Potential Scan or Brute Force
98.119. 105. 221 [147.237.77.176|thited Sates |natpash.idf.il ET SCAN NVAP -f -sS 1
151. 225. 152, 211|147. 237. 76. 44 E?';;gom erefuah.idf.il ET SCAN Potential SSH Scan 1
151. 225. 152. 211|147. 237. 77. 226 LKJ?';:gom w chamat z. aka. i df.i | |ET SCAN Potential SSH Scan 1
61.216.84. 147 |147.237.0.34 |Taiwan tikshuv.idf.il ET SCAN Potential SSH Scan 1
151. 225. 152, 211|147. 237. 76. 31 E;Ir:;cci]om nakchal .i df . i ET SCAN Potential SSH Scan 1
151. 225. 152, 211|147, 237. 77. 212 E?';;gom e. dover.idf.il ET SCAN Potential SSH Scan 1
151. 225. 152. 211|147, 237. 72. 167 E;Ir:;cci]om i shuri maka. i df . il ET SCAN Potential SSH Scan 1
151. 225. 152, 211|147, 237. 77. 176 E?';;gom nat pash. i df . i | ET SCAN Potential SSH Scan 1
151. 225. 152. 211|147, 237. 72. 156 E;Ir:;cci]om aan. i df i ET SCAN Potential SSH Scan 1
151. 225. 152, 211|147. 237. 77. 61 E?';;gom e.cogat.idf.il ET SCAN Potential SSH Scan 1
114 27 184. 201 |147. 237 0. 16 |Tai vosher-kravi i df i ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
. . . . . 0. al wan - KOsher-Krawvi . | N .
v Potential Scan or Brute Force
151. 225. 152, 211|147, 237. 76. 202 E?';;gom e halag.idf.il ET SCAN Potential SSH Scan 1
105. 154. 47. 147 |147.237. 77. 216 |Mor occo dover.idf.il ETPRO WEB SERVER PHP (pen Flash Charts File Wload Attenpt |1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
41.33. 231. 90 Egypt 147. 237.77. 216 |dover.idf.il drop SAMrule drop 30
105. 154. 47. 147 |Mor occo 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 15
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 10
Sreaning BEngine: TCP Invalid i i SSi
46. 19. 86. 40 I srael 147. 237. 72. 166 |aka. i of . i | 9 =g Inval id segnent retransmssion. |, 9
Ret r ansmi ssi on Packet dropped.
105. 154. 47. 147 |Mor occo 147.237.77. 216 |dover.idf. il Bad TCP sequence nonitor |8
120. 52. 72. 42 Chi na 147.237.77. 216 |dover.idf.il drop SAMrul e drop 6
41.33.232.66 Egypt 147.237.77. 216 [dover.i df . i Bl ock HTTP Non Conpl i ant Fai | ed to handl e connection data |nonitor 5
105. 154. 47. 147 |Mor occo 147.237.77. 216 |dover.idf. il Bad TCP sequence I'nval i d AGK nunber nonitor |5
105. 154. 47. 147 |Mor occo 147. 237. 77. 216 |dover.idf .il SYN At ack SYN -> SYN-ACK -> Tineout |[reject 5
195.34.150.18  |Austria 147.237. 77. 216 |dover.idf .i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor |4
105. 154. 47. 147 |Mor occo 147.237.77. 216 |dover.idf. il Bad TCP sequence I'nval i d AGK nunber alert 3
reamng BEngine: TCP Invali i i ssi
79.179.20.167 |Israel 147.237.72. 166 |aka. i df . Streaning Engi ne: TCP Invalid|imvalid segnent retransnissi on drop 3
Ret r ansm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
79.179. 124. 223 | srael 147.237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dropped.
reamng BEngine: TCP Invali i i ssi
79.180.49.110 | srael 147.237. 72. 166 |aka. i df . i Streaming Engi ne: TCP Inval id|invalid segnent retransnssi on drop 3
Ret r ansm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
77.127.134.177 |israel 147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i Ssi
2.54.57. 242 I'sr ael 147.237. 72. 166 |aka. i df . i g =g Invalid segnent retransmssion. | 3
Ret r ansm ssi on Packet dropped.
94.77.196. 82 Saudi Arabia  |147.237.77.216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor
162.209.124.35 |Uhited Sates [147. 237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor
37.26.148.147 |Israel 147. 237. 72. 156 |anan. i df . i | Bad TCP sequence aert
Sreamng Engine: TCP Invalid i
105. 154. 47. 147 |Mor occo 147. 237. 77. 216 |dover . i of . i | 9 =g I nval i d checksum Packet drop 2
Checksum dr opped.
37.26.148.147 |lIsrael 147.237. 72. 156 |anan. i df . i | Bad TCP sequence noni t or
54.244.22.103 |Wnited Sates |147.237.77.176 |natpash.idf.il drop First packet isn't SN drop
Sreanming Engine: TCP Invalid i i ssi
40.77.167.88  |Wited Sates |147.237.72.166 |aka idf. il 9 =g Invalid segnent retransmssion. |, 2
Ret ransmi ssi on Packet dr opped.
46. 236. 26. 102 E?';;gom 147. 237. 72. 166 |aka.i df . i1 SYN At ack SYN -> SYN-ACK -> Tineout |[alert 1
192. 185. 4. 39 Lhited Sates |147.237.77.216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fai | ed to handl e connection data |nonitor 1
37.26.148.147 |lsrael 147. 237.72. 156 |anan.i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 195|Whited Sates |147.237.76.44 |e.refuah.idf.il Geo-1 ocation enf or cenent Ceo-I ocati on i nbound drop 1
enf or cenent
146. 185. 239. 102 R‘F Sf:;”ion 147.237.72. 166 |aka.i df .i SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
2.54.153. 144 I srael 147. 237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 1
46. 236. 26. 102 LK!i“r:;(cjjom 147. 237.72. 166 |aka. i df .i | SYN Att ack SYN -> SYN-ACK -> Tineout |reject 1
37.26.148.187 |lsrael 147.237.77. 216 |dover.idf.il SYN At ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 201 |Uhited Sates [147.237.77.179|e.nazi.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
213. 8. 204. 67 I 'srael 147. 237. 72. 156 |anan. i df . i SYN At ack SYN -> SYN-ACK -> RST rej ect 1
123.125.71.82 |[China 147. 237. 72. 156 |anan. i df . i | drop First packet isn't SN drop 1
96.243.254.85 |Uhited Sates |147.237.77.216 |dover.idf.il Bl ock HTTP Non Conpli ant Failed to handl e connection data |nonitor |1
Lhi ted s SYN+tACK retransnmt wth )
46.236.26.102 | .. ngdom 147.237.72. 166 |aka. i df .i | Bad TCP sequence di fferent vindow scal & monitor |1
195. 228. 75. 121 |[Hungary 147.237.77. 233 |atal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
o SYNtACK retransmt wth .
37.142.143.39 |[Israel 147.237.76.86 |navy.idf.il Bad TCP sequence di fferent vi ndow scal e mnitor |1
141.212.122. 202|Uhited Sates [147.237.77.179|e.nazi.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
46. 120. 80. 92 I srael 147.237.72. 156 |anan. i df . i Bad TCP sequence Inval i d AGK nunber aert 1
185.3.135.58  |Sweden 147.237.0. 17 ][“I”IV kosher-kravi.id |ouN At ack SYN -> SYN-ACK -> RST rej ect 1
123.125.71.82 |[China 147. 237. 72. 156 |anan. i df . i | SYN Attack SYN -> SYN-ACK -> Tineout |reject 1
195. 228. 75. 149 |Hungary 147.237.77.233 |atal .idf.il SYN Attack SYN -> SYN-ACK -> Tineout |[reject
141.212.122. 206|Wnited Sates  [147.237.8.24 |e.lifestyle.idf.il Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
84.111.154.18 |Israel 147.237.72. 156 |anan. i df . i Bad TCP sequence Inval i d AGK nunber aert 1
46. 120. 80. 92 I srael 147.237.72. 156 |anan. i df . i | Bad TCP sequence I'nval i d AGK nunber nonitor |1
185. 3. 144. 44 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
37.26.148.147 |Israel 147.237.72. 156 |anan. i df . il Bad TCP sequence Inval i d AGK nunber moni tor |1
141.212. 122. 194|Wited Sates |147.237.76.44 |e.refuah.idf.il Geo- | ocati on enf or cement Geo-1 ocati on i nbound drop 1
enf or cenent
201.205.49.48 |Qosta Rca 147.237.76.86 |navy.idf.il dr op Frst packet isn't SN drop 1
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