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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
115. 239. 228. 10 Chi na 147.237.76. 148 gogcenter.aka. idf.il [JLMPurple Gon Limt _Htp drop 3
115. 239. 228. 10 Chi na 147.237. 76. 148 ggcenter.aka. idf.il |JLM Under Attack _Con Htp dr op 2
117.32.75. 18 Chi na 147.237.76. 201 e atal.idf.il Bl ock UWp Al Nets drop 1
185. 35. 62. 93 St zerl and 147.237.76. 30 hi nush. i df . i | B ock Udp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address

|Attacker Gountry

arget Address

|Site

Devi ce Action |Oount

106. 120.173.130 |China 147.237.77.216 |dover.idf.il Cl000071: HTTP: User Agent Sogou+web+spi der B ock 4
2.54.9.155 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the UR B ock 2
51. 254. 131. 246 Uhited Ki ngdom 147.237.77. 74 lawidf.il C1000074: HTTP. naj estic bot Bl ock 2
51. 254, 131. 246 United Kingdom |147.237.77.176 |natpash.idf.il [CL000074: HTTP. najestic bot B ock 2
109. 253.129. 200  |Israel 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the UR B ock 2
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou+web+spi der Bl ock 1
106. 38. 241. 106 Chi na 147.237.77.176 |matpash.idf.il [ClL000071: HTTP: User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il C1000071: HTTP: User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry Ste Signature

195. 34. 150. 18 147.237.77.216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
31.168. 172. 144 147.237.77. 205 I 'srael prisha.idf.il SERVER- WEBAPP Manbo upl oad. php access 1
31.168. 172. 144 147.237.77.19 I srael | aw forumidf .il SERVER- WEBAPP Manbo upl oad. php access 1
31.168. 172. 144 147.237.0. 34 I srael tikshuv.idf il SERVER WEBAPP Manbo upl oad. php access 1
31.168. 172. 144 147.237.77. 234 I 'srael hal ag. i df .il SERVER- WEBAPP Manbo upl oad. php access 1
31.168.172. 144 147.237.77. 170 I srael maar achot . i df .i | SERVER- WEBAPP Manbo upl oad. php access 1
31.168. 172. 144 147. 237. 76. 200 I srael eitan aka idf.il SERVER WEBAPP Manbo upl oad. php access 1
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|Top Attackers In FW |

A tacker
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80. 246. 130. 236 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence . noni t or 128
w ndow scal e
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
185. 3. 147. 117 |Israel 147.237.72. 166 |aka.i df .i | Bad TCP sequence Invalid AGK nunber noni t or 28
. . SYNretransmt wth different .
85. 65. 95. 114 | srael 147.237.72. 166 |aka.idf . il Bad TCP sequence wi ndow scal e noni t or 25
65.49. 68. 171 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 24
195. 239. 16. 40 RF;ZZ;::: o 147.237.77.74 |lawidf.il Bl ock HTTP Non Conpl i ant Failed to hand e connection data  [menitor  [22
149.78.154.69 |l srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d AGK nunber alert 22
195. 239. 16. 53 gj;;”l o 147.237.77.74 [lawidf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data  [nonitor  [22
. . SYNretransmt wth different )
194. 218. 27. 162 |Sweden 147.237.72. 166 |aka.idf il Bad TCP sequence i ndow scal e noni t or 22
149. 78. 154. 69 |l srael 147.237. 77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 22
37.26.148.155 |Israel 147.237.77. 216 |dover.idf i Bad TCP sequence Inval i d ACK nunber noni t or 21
37.26.148. 155 |l srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d AGK nunber alert 21
84.109. 49. 196 |l srael 147.237.76.86 |navy.idf.il Bad TCP sequence I nval i d ACK nunber alert 19
84.109. 49. 196 |Israel 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 19
63.141. 204. 197 |Lhited Sates 147.237.72. 166 |aka. i df . il drop First packet isn't SYN drop 18
81.218.104.66 |[lsrael 147.237.72. 166 |aka.i df .i1 Bad TCP sequence I'nval i d ACK nunber aert 17
. . SYNretransmt wth different .
81.218. 104. 66 |l srael 147.237.72. 166 |aka.idf . il Bad TCP sequence wi ndow scal e noni t or 17
109. 66. 15. 111 [l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I nval i d ACK nunber alert 17
109. 66. 15. 111 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 17
94. 230. 86. 242 |Israel 147.237.76.86 [navy.idf.il Bad TCP sequence Invalid AGK nunber noni t or 16
81.218. 104. 66 |l srael 147.237.72. 166 |aka.idf.il Bad TCP sequence I nval i d ACK nunber moni t or 16
79.178.115.36 |Israel 147.237.77. 216 |dover.idf.il  |Bad TCP sequence SN retransmt wth different monitor |16
w ndow scal e
149.88.36.60 |lIsrael 147. 237. 72. 156 |aman. i df . i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 16
94. 230. 86. 242 |l srael 147.237.76.86 |navy.idf.il Bad TCP sequence I nval i d ACK nunber alert 16
. . SYNretransmt wth different .
87.70. 20. 105 | srael 147.237.72. 166 |aka.idf . il Bad TCP sequence wi ndow scal e noni t or 15
85. 130. 240. 173 |l srael 147.237.72. 166 |aka.idf.il Bad TCP sequence I nval i d ACK nunber alert 14
85. 130. 240. 173 |I srael 147.237.72. 166 |aka.idf il Bad TCP sequence Inval i d ACK nunber noni t or 14
107. 150. 24. 150 |Lhited Sates  |147.237.76.31 |nakchal.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 13
46.116. 255. 77 |Israel 147.237.72. 166 |aka.idf.il Bad TCP sequence I nval i d ACK nunber moni t or 12
79.176.17.127 |israel 147.237.72. 166 |aka.idf il Bad TCP sequence Inval i d ACK nunber alert 12
. . SYNretransmt wth different )
46.121. 252. 116 |l srael 147.237.72. 166 |aka.idf .il Bad TCP sequence i ndow scal e noni t or 12
Sreanming Engine: TGP Invalid i i ssi
87.71.1. 4 I srael 147. 237. 76. 200 |ei tan. aka. i of .1 9 =g nvalid segnent retransmssi on. drop 12
Ret ransm ssi on Packet dropped.
84. 108. 100. 240 |l srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber aert 12
79.176.17.127 |Israel 147. 237.72. 166 |aka i f . i Bad TCP sequence SNretransmt with different moni tor |12
w ndow scal e
84. 108. 100. 240 |I srael 147.237.77. 216 [dover.idf i Bad TCP sequence Inval i d ACK nunber noni t or 12
Sreanming BEngine: TCP Invalid i i ssi
185. 120. 125. 59 147. 237. 72. 167 |i shuri maka. i of . i 9 =9 nval i d segnent retransmssi on. drop 12
Ret r ansm ssi on Packet dr opped.
46. 19. 86. 90 | srael 147.237.76.86 |navy.idf.il drop First packet isn't SN drop 12
2.52.161. 27 I srael 147.237.77.74 |lawidf.il drop First packet isn't SN drop 11
87.70.20.105 |Israel 147.237.72. 166 |aka.idf.il Bad TCP sequence Inval i d ACK nunber alert 11
46.116. 255. 77 |l srael 147.237.72. 166 |aka.idf il Bad TCP sequence Inval i d ACK nunber alert 11
79.176.30. 4 I srael 147.237.72. 166 [aka.i df .i | Bad TCP sequence Inval i d AGK nunber noni t or 10
185. 120. 126. 67 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber alert 10
82.166. 68. 171 |Israel 147.237.0.35 |akavs.idf.il  |Bad TCP sequence SN retransmt wth different monitor |10
w ndow scal e
5.144.63.115 |[lIsrael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d AGK nunber alert 10
149. 88. 243.39 |[lIsrael 147.237.77.233|atal .idf.il Bad TCP sequence I nval i d ACK nunber alert 10
149. 88. 243.39 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 10
. . SYNretransmt wth different .
185. 120. 126. 67 147.237.77. 216 |dover. i df .i Bad TCP sequence wi ndow scal e noni t or 10
46.19. 85. 43 | srael 147.237.77. 74 [lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or 10
2.52.36. 233 I srael 147.237.72. 166 |aka.i df . il drop First packet isn't SN drop 10
46.19.85.148  [Israel 147.237.77.74 |lawidf.il Bad TCP sequence I'nval i d AGK nunber noni t or 10
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