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Attacker Address \Attacker Country Target Address Signature Device Action Count
173. 208. 206. 204 Lhited Sates 147.237.77. 235 svivaidf.il bl ock-sp-traf 1 drop 1
107. 150. 60. 75 Lhited Sates 147.237.76. 86 navy.idf.il bl ock-sp-traf 1 drop 1
180. 97. 106. 37 Chi na 147.237.76. 199 e. nakchal .idf.il Bock Np Al Net drop 1
107. 150. 60. 78 Lhited Sates 147.237.76. 30 hi nush.idf.il bl ock-sp-traf 1 drop 1
180. 97. 106. 162 Chi na 147. 237. 76. 196 e.svivaidf.il B ock Np Al _Net drop 1
173. 208. 206. 203 Lhited Sates 147.237.77. 74 lawidf.il bl ock-sp-traf 1 drop 1
180. 97. 106. 162 Chi na 147.237.76. 200 eitan. aka. idf.il B ock Np Al _Net drop 1
107. 150. 33. 62 Lhited Sates 147.237.76. 30 hi nush.idf.il bl ock-sp-traf 1 drop 1
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|Top Attackers In IPS|

| Attacker Qountry

Attacker Address

get Address

|Site

Devi ce Action |Count |

79.179. 34. 222 I srael 147.237.0. 34 tikshuv.idf.il [Cl1000138: HITP. prefix 1.01 in the LR B ock 20
46.137.81.122 Irel and 147.237. 76. 86 navy.idf.il 5670 HTTP. SQ Injection (SALECT) B ock 4
176.13.6. 14 | srael 147.237.0. 34 tikshuv.idf.il |Cl000138: HTTP. prefix 1.01 in the URL B ock 4
46.137. 81. 122 Irel and 147.237.76.86  [navy.idf.il 6134: HITP. SQ Injection Variabl e Declaration Evasion B ock 4
46.137.81.122 Irel and 147.237.77.233 |atal .idf.il 5670 HTTP. SQ Injection (SALECT) B ock 4
106. 120.173. 130 |[China 147.237.77.216 |dover.idf.il C1000071: HTTP:. User Agent Sogou+web+spi der B ock 4
46.137. 81. 122 Irel and 147.237.76.86  [navy.idf.il 3808: HITP. SQ Injection Variabl e Declaration Evasion B ock 4
87.68.78. 11 I srael 147.237.0. 34 tikshuv.idf.il |ClL000138: HITP. prefix 1.01 in the URL B ock 2
152. 115. 70. 227 Denmar k 147.237.77.74 lawidf.il 5670: HITP. SQ Injection (SELECT) Bl ock 2
87.71.23.36 I srael 147.237.0. 34 tikshuv.idf.il [Cl1000138: HITP. prefix 1.01 in the LR B ock 2
136. 243.103. 156  [Ger many 147.237.77.216 |dover.idf.il C1000074: HTTP. naj estic bot B ock 2
106. 38. 241. 106 Chi na 147.237.77.176 |nat pash.idf.il [C1000071: HTTP: User Agent Sogou+web+spi der B ock 1
211.23.251. 92 Tai wan 147.237.77. 74 lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address [Ste Signature
Sreaning Engine: TCP Invalid i i Ssi
109. 226.21.89 |Israel 147. 237. 76. 200 |ei tan. aka. i df . | 9 =g Inval i d segnent retransmssi on. drop 60
Ret r ansm ssi on Packet dropped.
5.102. 242. 50 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 37
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
109. 66. 211. 232 |l srael 147.237. 72. 166 |aka. i df . i | Bad TCP sequence noni t or 29
Sreamng Engine: TCP Invalid i i ssi
2.54.27. 151 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i | g =g nval i d segnent retransmssi on. drop 24
Ret r ansm ssi on Packet dropped.
5.102. 242. 50 I srael 147.237. 72. 166 |aka.i df . i | Bad TCP sequence I'nval i d ACK nunber alert 22
S SYNretransmit wth different '
87.70.4.13 I srael 147. 237. 77. 216 |dover . i df .i | Bad TCP sequence i ndow scal e noni t or 22
2.54.128. 146 | srael 147. 237. 76. 147 [chi nuch. aka. i df . i I{dr op First packet isn't SN drop 21
2.54.128. 146 | srael 147. 237. 76. 147 [chinuch. aka. i of . i |Bad TCP sequence I'nval i d ACK nunber aert 21
2.54.128. 146 I srael 147.237.76. 147 |chinuch. aka.i of . i [Bad TCP sequence Inval i d AGK nunber noni t or 21
Sreaning Engine: TCP Invalid i i Ssi
79.177.112. 236 |Israel 147.237. 77. 243 |robi 1 e i df . | 9 =g nval i d segnent retransmssi on. drop 21
Ret r ansni ssi on Packet dropped.
5.22.130.75 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber noni t or 19
79.179.173.14  |israel 147.237.77. 233 |atal i df i Bad TCP sequence SNretransmt with i fferent monitor  [18
W ndow scal e
79.181. 223. 206 |l srael 147. 237. 77. 216 |dover . i df .i | Bad TCP sequence I'nval i d ACK nunber aert 18
85. 65. 116. 4 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber alert 18
79.181.223. 206 |l srael 147.237.77. 216 |dover. i df . il Bad TCP sequence Invalid ACK nunber noni t or 18
85. 65. 116. 4 | srael 147.237. 72. 166 |aka. i df . i | Bad TCP sequence I'nval i d ACK nunber noni t or 18
S SYNretransmit wth different
79.179.173. 14 |Israel 147.237.77. 233 atal .idf.il Bad TCP sequence wi ndow scal e alert 17
5.28.183. 169 I sr ael 147.237. 72. 166 |aka.i df . i | Bad TCP sequence noni t or 17
S SYNretransmit wth different '
89. 139. 237. 162 [l srael 147.237. 72. 166 |aka.i df . i | Bad TCP sequence i ndow scal e noni t or 17
194.218.27.162 |Sweden 147.237.72. 166 |aka. i df .| Bad TCP sequence SN retransnt wih different monitor |16
w ndow scal e
109. 66. 211. 232 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid AGK nunber aert 16
109. 64. 104. 95 |l srael 147.237.72.166 |aka.i df .i | Bad TCP sequence I'nval i d ACK nunber alert 15
109. 65. 123. 151 |Israel 147.237.72. 166 |aka.i df i Bad TCP sequence SWretransmt wth different monitor (15
w ndow scal e
40. 77. 167. 55 Lhited Sates |147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber alert 15
40. 77. 167. 55 Lhited Sates |147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or 15
Streaming Engine: TCP Invalid i i ssi
2.54.25.113 I'srael 147. 237. 72. 166 |aka i of . i 9 =g Inval i d segnent retransmssi on. drop 15
Ret r ansm ssi on Packet dropped.
109. 65. 123. 151 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence noni t or 14
Sreaning Engine: TCP Invalid i i Ssi
159. 203. 89. 254 [Uhited Sates |147.237.76.86 |navy.idf.il 9 =g Inval i d segnent retransmssi on. drop 14
Ret r ansm ssi on Packet dropped.
89. 139. 237. 162 |l srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber alert 13
109. 64. 104. 95 |l srael 147.237.72.166 |aka.i df .i 1 Bad TCP sequence Inval i d ACK nunber noni t or 13
5. 28.183. 169 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber alert 13
S SYNretransmit wth different .
89. 139. 143. 255 |l srael 147.237. 72. 166 |aka. i df . i | Bad TCP sequence vi ndow scal noni t or 13
2.54.99. 242 I srael 147.237. 72. 166 |aka.i df . i | drop First packet isn't SN drop 12
S SYNretransmit wth different '
77.126. 82. 93 I srael 147. 237. 77. 216 |dover . i df .i | Bad TCP sequence i ndow scal e noni t or 12
79.179.173.14  |israel 147.237.76.42 |refuahicf.il  [Bad TCP sequence SN retransnt wih different dert 12
w ndow scal e
2.52.168. 102 | srael 147.237.76.42 |refuah.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 12
79.179.173.14  [israel 147.237.76.42 |refuahicf.il  [Bad TCP sequence S retransmt wth different monitor |12
W ndow scal e
79.179.221. 111 |lIsrael 147.237. 72. 166 |aka. i df . i | Bad TCP sequence I'nval i d ACK nunber noni t or 11
208.109.97.62 |Lhited States [147.237.77.216 |dover.idf.il Bad TCP sequence I'nval i d ACK nunber alert 11
185. 120. 126. 67 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d ACK nunber alert 11
109. 253. 204. 112l srael 147.237.0.34 |tikshw.idf.il  [Bad TCP sequence noni t or 11
2.52.10. 246 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence I'nval i d ACK nunber alert 10
2.52.10. 246 I srael 147.237.77. 216 |dover. i df . i Bad TCP sequence Invalid ACK nunber noni t or 10
108. 21. 51. 69 Lhited Sates [147.237.72.166 [aka idf.il Bad TCP sequence Invalid ACK nunber alert 10
84.94.181. 155 |[lIsrael 147.237.72. 167 |ishurimaka.idf .il[Bad TCP sequence noni t or 10
89. 139. 237. 162 |l srael 147.237.72. 166 |aka.i df .i 1 Bad TCP sequence I'nval i d ACK nunber noni t or 10
2.54.152.131 | srael 147.237. 72. 166 |aka. i df . i | SYN At tack SYN -> SYN-ACK -> RST rej ect 10
208.109.97.62 |Lhited States [147.237.77.216 |dover.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 10
93.173.24.148 |lsrael 147.237.76.42 |refuah.idf.il Bad TCP sequence noni t or 10
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Lhtraceabl e S Sessi ons: Protocol viol ation

(SSL_CONN_APPL| CATI ON_DATA EXCHANGE)

79.181.125.3  |lIsrael 147.237.72. 166 |aka. i df . i | (SSL_CONN APPLI CATI ON_DATA_EXCHANGE) None
. . Lhtraceabl e S Sessions: Protocol viol ation

109. 66. 211. 232 |l srael 147.237.72. 166 |aka. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None
. . Lhtraceabl e S3. Sessions: Protocol viol ation

199. 203. 77. 232 |I srael 147.237.72. 166 |aka. i df . i | (SSL_CONN_APPLI CATI ON_DATA_EXCHANGE) None

77.126.151. 24 |israel 147. 237.72. 167 i shuri m aka. i df . |/ aceabl e S Sessions: Rrotocol violation None
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