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Attacker Address

|Attacker Country

|Target Address

Site

Signature

Device Action

81. 218. 56. 125 | srael 147.237. 76. 86 navy.idf.il Bl ock_UWp Al _Nets drop 1
107. 150. 40. 34 Lhited Sates 147.237.77. 235 sviva idf.il bl ock-sp-traf 1 dr op 1
89. 248. 160. 192 Net her | ands 147.237. 76. 30 hi nush. i df.il B ock Udp Al Nets drop 1
173. 208. 206. 204 Lhited Sates 147.237.77.216 dover.idf.il bl ock-sp-traf 1 drop 1
104. 245. 97. 224 147.237.76. 177 ncore.idf.il B ock Np Al Net drop 1
173. 208. 206. 206 Lhited Sates 147.237.0. 17 m ny- kosher -kravi .idf . il bl ock-sp-traf1 forward 1
107. 150. 33. 59 Lhited Sates 147.237.77. 74 lawidf.il bl ock-sp-traf 1 drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry | rget Address |Site Sgnature Devi ce Action |Oount |
64.31.44.3 Lhited Sates 147.237.77.233 |atal .idf.il 6134: HITP. SQ Injection Variabl e Decl aration Bvasi on Bl ock 16
5.29.212. 105 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the URL B ock 12
184. 168. 193. 34 Lhited Sates 147.237.76.86 |navy.idf.il 6134: HITP. SQ Injection Variable Decl aration Evasion Bl ock 8
64.31.44.3 Lhited Sates 147.237.77.233 |atal .idf.il 5670: HITP. SQ Injection (SELECT) B ock 8
177.185.194.92  |Brazil 147.237.77.74 |lawidf.il 5670. HTTP. SQ Injection (SELECT) B ock 8
177.185. 194. 92 Brazil 147.237.77.74 |lawidf.il 6134: HITP. SQ Injection Variable Decl aration Evasion Bl ock 8
37.60.41.24 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the LR B ock 7
66. 249. 93. 125 Lhited Sates 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the URL B ock 6
184. 168. 193. 34 Lhited Sates 147.237.76.86 |navy.idf.il 5670: HITP. SQ Injection (SELECT) Bl ock 4
106. 120. 173. 130 |Chi na 147.237.77.216 |dover.idf.il Cl000071: HTTP:. User Agent Sogou+web+spi der B ock 4
108. 168. 219. 166 |lhited Sates 147.237.77.74 |lawidf.il 5670. HTTP. SQ Injection (SELECT) B ock 4
209.173.241. 141 |Whited Sates 147.237.77.74 |lawidf.il 5670: HITP. SQ Injection (SELECT) Bl ock 4
106. 38.241.106  |Chi na 147.237.77.216 |dover.idf.il C1000071: HTTP. User Agent Sogou-+web+spi der B ock 3
106. 38.241. 106  |Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP. User Agent Sogou+web+spi der B ock 3
106. 38. 241. 106 Chi na 147.237.77.176 |mat pash.idf.il C1000071: HTTP. User Agent Sogou+web+spi der Bl ock 3
151. 80. 44. 115 Italy 147.237.72.166 |aka.idf.il CL000074: HTTP. maj estic bot B ock 2
151. 80. 44. 115 Italy 147.237.77.216 |dover.idf.il C1000074: HTTP. naj estic bot B ock 2
69. 30. 198. 242 Lhited Sates 147.237.77.216 |dover.idf.il C1000074: HTTP. maj estic bot B ock 2
79.176. 189. 94 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the LR B ock 2
199. 58. 86. 206 Lhited Sates 147.237.77.216 |dover.idf.il C1000074: HTTP. naj estic bot B ock 2
66. 249. 93. 121 Lhited Sates 147.237.0. 34 tikshuv.idf.il C1000138: HTTP. prefix 1.01 in the URL B ock 2
109. 253.132.22  |[Israel 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the LR B ock 2
66. 249. 93. 125 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the URL B ock 2
66. 249. 81. 239 | srael 147.237.72.167 |i shurimaka.idf.il [13840: TLS QenSSL Heartbeat Packet Bl ock 1
66. 249. 93. 117 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the LR B ock 1
66.249.93. 121 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the URL B ock 1
152.115.70.227  |Denmark 147.237.77.74  |lawidf.il 5670: HTTP. SQ Injection (SALECT) B ock 1
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|Top Attackers In FW |

At acker

count ry ‘Target Address |Ste Signature
Sreanmng Engine: TCP Invalid i i ssi
85. 130. 133. 233 [I srael 147. 237. 72. 167 |i shuri maka. i df . i 9 =g Invalid segnent retransmssion. drop 102
Ret r ansm ssi on Packet dropped.
. . SN retransmit wth different .
93.173.24. 148 |[lsrael 147.237.76.42 |refuah.idf.il Bad TCP sequence wi ndow scal e noni t or 98
79.177. 139. 103 |I srael 147.237.76.42 |refuahicf.il  |Bad TCP sequence S retransmt with different monitor  [59
w ndow scal e
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 28
Sreanming Engine: TQP Invalid i i ssi
5.22.135.114 |Israel 147.237. 77. 243 |robi 1 e i of . i | 9 =g Invalid segnent retransmssion. drop 18
Ret r ansmi ssi on Packet dropped.
Sreamng Engine: TGP Invalid i i ssi
46.19.85.40  |Israel 147.237.72. 166 |aka i df .i 9 =9 Inval i d segnent retransnission drop 18
Ret r ansm ssi on Packet dropped.
2.52.168.102 |Israel 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 17
2.52.168.102 |[lIsrael 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 16
79.181.53.140 |Israel 147.237.77. 216 |dover. i df il SYN Att ack SYN -> SYN-ACK -> RST rej ect 13
46.19.85.203 |Israel 147.237.76.42 |refuahidf.il  |Bad TCP sequence SAXK retransmt with different ooqivor |13
W ndow scal e
Sreamng Engine: TGP Invalid i i ssi
2.52.136.206 |Israel 147.237.72. 166 |aka i f .11 9 =9 Inval i d segnent retransnission drop 12
Ret r ansm ssi on Packet dropped.
46. 19. 85. 26 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 12
Lhi ted o
94.102. 153. 58 Ki ngdom 147.237.76.42 |refuah.idf.il drop SAMrul e drop 12
37.205.0. 49 Tur key 147.237.77. 216 |dover.idf.il drop SAMrul e drop 12
149. 78. 224. 116 |I srael 147.237.77. 233 |atal i df . Bad TCP sequence SNretransmt with different moni tor |12
w ndow scal e
Sreaming Engine: TP Invalid i i ssi
79. 182, 191. 130 |I srael 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransnission. drop 9
Ret r ansni ssi on Packet dropped.
80. 246. 133. 212 [l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 9
Sreamng Engine: TCP Invalid i i ssi
87.68.69.150 |Israel 147.237.77. 243 |nubi le.i o . i1 9 =9 Inval i d segnent retransnission drop 9
Ret r ansm ssi on Packet dr opped.
46.19.85.203 |lsrael 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 9
84.228.185.1 |[lIsrael 147.237.77. 170 [mmarachot . i df .i1 |[Bad TCP sequence Invalid ACK nunber alert 8
84.228.185.1 |Israel 147.237.77. 170 |mearachot. i of .i| [Bad TCP sequence Invalid ACK nunber moni t or 8
2.54.191.209 |Israel 147. 237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 8
79.180. 2. 17 | srael 147.237.72.166 |aka.idf .il dr op First packet isn't SN drop 7
46.19.85.134  [Israel 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber alert 6
80. 246. 136.58 |Israel 147.237.72. 156 |anan. i df .i SYN Attack SYN -> SYN-ACK -> RST rej ect 6
2.52.168.102 |Israel 147.237.77. 216 |dover.idf .il Bad TCP sequence Invalid sequence nunier noni t or 6
80. 246. 133. 212 [l srael 147.237.77. 233 |atal .idf. il Bad TCP sequence Inval i d ACK nunber alert 6
46.19.85.134  [Israel 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
46.19.85.146 |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber alert 6
46.19.85.245  [Israel 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber alert 6
2.54. 30. 240 I srael 147. 237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
. . SWNretransmt wth different .
46. 120. 232. 252 |I srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Vi ndow scal e noni t or 6
46.19.85.146  [Israel 147.237.77. 216 |dover. i df .| Bad TCP sequence Invalid ACK nunber alert
46.19.85.245 |Israel 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or
41.33.232.66 |Egypt 147. 237. 77. 216 [dover.i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or
Sreaming Engine: TGP Invalid i i ssi
46.19.85.212 |israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segment retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
2.52.168.102 |[lIsrael 147.237.77. 216 |dover.idf il Bad TCP sequence Invalid ACK nunber noni t or 6
Sreaming Engine: TGP Invalid i i ssi
46.19.86.255 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransnission. drop 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TQP Invalid i i ssi
85.64.112.59 |l srael 147.237.77. 243 |nobi l e, i df .1 9 =g Invalid segnent retransmssion. drop 6
Ret r ansm ssi on Packet dropped.
211.23.251.92 |Tai wan 147.237.77.74 |lawidf.il drop SAMrul e drop 5
84.108.249.65 |Israel 147.237.77. 216 |dover.idf .il Bad TCP sequence Inval id ACK nunber noni t or 5
212.143.142. 56 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 5
37.26.149. 207 |Israel 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
80. 246.136. 76 |l srael 147.237. 72. 156 |anan. i f . i1 Bad TCP sequence SIAK retransmt with different \ ohiior |5
W ndow scal e
2.52.168.102 |Israel 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 5
94. 230. 86. 196 |l srael 147.237.0.19 |nadimatal.idf.il[Bad TCP sequence Inval id ACK nunber noni t or 5
46.19.85.245  |[Israel 147.237.77. 216 |dover. i df .i| Bad TCP sequence Invalid ACK nunber noni t or 4
46.19.85.145  |Israel 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d AGK nunber noni t or 4
213.8.204.52 |Israel 147.237.77. 216 |dover. i df il SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 4
2.52.9. 248 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber alert 4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
109. 253. 206. 196 srael 147.237.0.19 |nadimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 334
87.68.148.113 |[Israel 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Qde Character in LR B ock 5
: . . Lhtraceabl e S3. Sessi ons: Protocol violation
157.55.39. 188 [lhited Sates [147.237.72.166|aka.idf.il (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 3
93.172.56.191 |Israel 147.237.72. 166 |aka. i df . i | Unhaut hori zed Met hod HEAD for www aka. i df . i |/ nai n/ gi yus/ gener al . aspx Bl ock
66.249.78.159 |[lIsrael 147.237.77.216|dover. i df . i | D stributed Uhaut hori zed UR. Access on waw i df.il/error.htm B ock
. . . Lhtraceabl e S3. Sessi ons: Protocol viol ation
157.55.39.222 |lhited Sates [147.237.72.156|aman.idf.il (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 3
217.237. 149. 216|Ger many 147.237.77. 216 |dover . i df . i | Distributed Uhauthorized URL Access on wawidf.il/error.htm B ock 3
. . . |Unaut hori zed URL Access to
94.230. 86.196 |l srael 147.237.0.19 |[madi matal .idf.il nadi matal i df i1/ shar ed aj ax/ updat enakat gaunt i ty. aspx B ock 3
] . ] Lhtraceabl e S3. Sessions: Protocol viol ation
207.46.13.193 |lnited Sates [147.237.72.166|aka.idf.il (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 3
. . . .|Lnhtraceabl e SS. Sessions: Protocol violation
37.46.38. 89 I srael 147.237.72.167|i shuri maka. i df . i (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 2
. . Untraceabl e S3. Sessions: Protocol violation
109. 67. 15. 149 |l srael 147.237.72. 156 [anan. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 2
: . . Lhtraceabl e S3. Sessi ons: Protocol violation
40.77.167. 88 Uhited Sates [147.237.72.166|aka.idf.il (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 2
176.13.22.141 |Israel 147. 237. 76. 147 |chi nuch. aka. i df . i|Unaut hori zed URL Access to ww chi nuch. aka.idf.il/404. htm B ock
109. 65. 57. 92 I srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock
. . . Lhtraceabl e S3. Sessions: Protocol viol ation
207. 46. 13. 42 Lhited Sates [147.237.72.166|aka.idf.il (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 2
. . . .|Untraceabl e SS. Sessions: Protocol violation
2.54.164. 181 I srael 147.237.72.167|i shuri maka. i df . i (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 2
73.22.155. 10 Lhited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw i df.il/newsitelenglish/ B ock 2
] ] ] Lhtraceabl e S3. Sessions: Protocol viol ation
157.55.39. 132 |lhited Sates [147.237.72.156|aman.idf.il (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 2
213.57.187.63 |[Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to waw aka.idf.il/mai n/giyus/control s/atuda/A |B ock 2
. . Lhtraceabl e S3. Sessi ons: Protocol viol ation
5.22.135. 180 I srael 147.237.72. 166 [aka. i df . i | (SSL_CONN_APPLI CATI ON_DATA_EXCHANGE) None 2
. . Lhtraceabl e S3. Sessi ons: Protocol violation
2.52.136. 206 I srael 147.237.72. 166 |aka. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
79.177.139. 103 |lsrael 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237. 76. 42/ styl ef shared/ | ayout 2. css Bl ock 1
Russi an . . Uhtraceabl e S3. Sessions: Protocol violation
130. 193. 51. 73 e ot i on 147.237.72. 166 |aka. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
. . Lhtraceabl e S3. Sessi ons: Protocol viol ation
46. 19. 85. 99 I srael 147.237.72. 166 |aka. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
87. 68. 166. 90 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237. 77. 233/ 1275- he/ at al . aspx B ock 1
: . . . .|Lnhtraceabl e S3. Sessions: Protocol violation
192.127.94.7 Lhited Sates |147.237.72.167|i shuri maka. i df. i (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
. . Untraceabl e S3. Sessions: Protocol violation
80. 246. 137. 218 |[Israel 147.237.72. 166 [aka. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
177.185.194. 92 |Brazil 147.237.72. 166 [aka. i df . i | Mil tipl e signatures from177.185. 194. 92 B ock 1
. . Lhtraceabl e S3. Sessi ons: Protocol viol ation
77.125.161. 137 [Israel 147.237.72. 166 [aka. i df . i | (SSL_CONN_APPLI CATI ON_DATA_EXCHANGE) None 1
Unknown HTTP Request Met hod
. . eCapt chal mage. aspx?r nd=DRCH 06J6PLVFTUFJ| GLILBP5NCW5DNYASDIVYS2
212.34.12.138  Jordan 147.237.77. 216 |dover . i df . i | AFORGE43J9J XFEYI SGDCUOYESTNKMG7 GOFBE8UUALKTNLG7| CAKexGsasL |2 %K |1
YER&Sessi onCode=P in URL ww idf.ilhttp/1. 1
Russi an . . Uhtraceabl e S3. Sessi ons: Protocol violation
5. 255. 253. 120 e ot i on 147.237.72. 166 |aka. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
. . Lhtraceabl e S3. Sessions: Protocol viol ation
79.182. 55. 54 I srael 147.237.72. 166 [aka. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
- . Uhtraceabl e S3. Sessi ons: Protocol violation
66.249.78.134 |lIsrael 147.237.72. 156 |anan. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
. . Lhtraceabl e S3. Sessions: Protocol viol ation
109. 64.58. 160 |l srael 147.237.72. 166 |aka. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
. . Uhtraceabl e S3. Sessi ons: Protocol violation
46.117.0. 151 I srael 147.237.72. 166 |aka. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
. . Lhtraceabl e S3. Sessions: Protocol viol ation
87.71.31.191 I srael 147.237.72. 166 [aka. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
207. 46.13. 19 Lhited Sates [147.237.77.216|dover.idf.il D stributed Whaut hori zed UR. Access on waw i df.il/error.htm B ock 1
. . Lhtraceabl e S3. Sessi ons: Protocol violation
2.54.186. 183 I srael 147.237.72. 166 |aka. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
. ] . .|Untraceabl e SS_ Sessions: Protocol violation
79.178.106. 143 |[Israel 147.237.72.167|i shuri maka. i df . i (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
149. 50. 100. 117 |Uhited Sates [147.237.72.166|aka.idf.il Dstributed PHP Attenpt B ock 1
. . Lhtraceabl e S3. Sessions: Protocol viol ation
79.176. 0. 214 I srael 147.237.72. 166 [aka. i df . i | (SSL_CONN_APPLI CATI ON_DATA_EXCHANGE) None 1
. . Lhtraceabl e S3. Sessi ons: Protocol violation
109. 253. 215. 117|I srael 147.237.72. 166 |aka. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
. . Lhtraceabl e S3. Sessi ons: Protocol viol ation
85. 65. 90. 146 I srael 147.237.72. 166 [aka. i df . i | (SSL_CONN_APPLI CATI ON_DATA_EXCHANGE) None 1
. . Lhtraceabl e S Sessi ons: Protocol violation
185. 120. 125. 38 147.237.72. 166 |aka. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
66. 249. 81. 233  |Israel 147.237.77. 176 |nat pash. i df . i | D stributed Wauthori zed UR. Access on wn cogat . i df . i | /894-ar B ock 1
. . Uhtraceabl e S3. Sessions: Protocol violation
109. 66. 48. 100 I srael 147.237.72.166 |aka. i df . i | (SSL_CONN_APPLI CATI ON_DATA EXCHANGE) None 1
Uhaut hori zed URL Access to
. . wawv aka. i df . i |/ mai n/ gi yus/ &a=u& ed=0ahukew b7zcskyzl ahxl vbokhexzat
213.151. 40. 2 I srael 147.237.72. 166 |aka. i df . i | cqf ggi maagsi g2=cqt 3x1v- gj yul pl o3 6zweusg=af gj cnhcvyyg7wica- yhds B ock 1
_ammreoyodt wa
. . . .|Lnhtraceabl e SS. Sessions: Protocol violation
31.168.194.98 |[Israel 147.237.72.167|i shuri maka. i df . i (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
. . Untraceabl e S3. Sessions: Protocol violation
80.246.136.26 [Israel 147.237.72. 166 [aka. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
176.13.16.228  [Israel 147. 237.72. 156 |anan. i df . i | Untraceabl e S8 Sessi ons: Protocol viol ation None |1

(SSL_CONN APPL| CATI ON DATA EXCHANGE)
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