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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

|Target Address |Site

|Signature

|Device Action |Count |

0.0.0.0 147.237.77. 216 dover.idf.il HITP Page F ood Attack drop 45
213.57.88. 74 | srael 147.237.76. 86 navy.idf.il Bl ock_Udp All _Nets dr op 6
212.179. 54. 237 | srael 147.237.72. 166 aka.idf.il ock Wdp Al Nets drop 3
8.37.231. 14 Anonynous Proxy 147.237.77.216 dover.idf.il F Dover Unhder Attack Con Htp drop 2
66. 240. 192. 138 Lhited Sates 147.237.76. 44 e.refuah.idf.il Block Udp All _Nets _Con_Linit drop 1
107. 150. 60. 75 Lhited Sates 147.237.72. 167 i shurimaka.idf.il [bl ock-sp-trafl drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Address |Site |S gnat ure Devi ce Action |Oount |
212.179.132. 203 |Israel 147.237.0. 34 ti kshuv.idf.il |C1000138: HITP. prefix 1.01 in the URL B ock 12
217.132.152. 229 |Israel 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the UR B ock 12
136. 243. 5. 215 Ger many 147.237.77.216 |dover.idf.il C1000074: HTTP. naj estic bot Bl ock 10
31.168.144.217 |israel 147.237.0. 34 ti kshuv.idf.il |C1000138: HITP. prefix 1.01 in the URL B ock 8
106. 38. 241. 144  |China 147.237.77.216 |dover.idf.il C1000071: HTTP: User Agent Sogou+web+spi der B ock 5
87.71.161. 248 | srael 147.237.0. 34 tikshuv.idf.il [C1000138: HITP. prefix 1.01 in the URL Bl ock 4
123.126. 113. 154 |China 147.237.77.216 |dover.idf.il Cl000071: HTTP: User Agent Sogou+web+spi der B ock 3
69. 30. 213. 18 Lhited Sates 147.237.72.166 |aka.idf.il C1000074: HITP. maj estic bot B ock 2
188. 40. 95. 70 Ger many 147.237.77.216 |dover.idf.il C1000074: HTTP. maj estic bot B ock 2
69. 30. 213. 18 Lhited Sates 147.237.77.216 |dover.idf.il C1000074: HITP. naj estic bot B ock 2
79.179.52. 186 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the UR B ock 2
62.219.239.216 |lsrael 147.237.0. 34 tikshuv.idf.il [C1000138: HITP. prefix 1.01 in the URL Bl ock 2
188. 40. 95. 70 Ger many 147.237.77.176 |mat pash. i df.i| |C1000074: HTTP: ngjestic bot B ock 2
106. 39. 60. 187 Chi na 147.237.77.179 |e.nmazi.idf.il |13891: TLS QpenSSL Encrypted/ Uhencrypted Heartbeat Packet Per nit 1
79.181. 146. 91 I srael 147.237.72.166 |aka.idf.il C1000008: HTTP: Xenu User Agent B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Country |Ste |Signature |Count |
2.54.29.139 147.237.72.166  [Israel aka.idf.il |PCLI CY- OTHER TCP packet with urgent flag attenpt 8
80. 246. 136. 18 147.237.77.216  |israel dover.idf.il |portscan: TCP O stributed Portscan 1
79.176. 183. 52 147.237.72.166  [Israel aka.idf.il |portscan: TCP O stributed Portscan 1
46. 19. 86. 159 147.237.77.216  |Israel dover.idf.il |portscan: TCP O stributed Portscan 1
37.26. 148. 205 147.237.77.216  [israel dover.idf.il |portscan: TCP O stributed Portscan 1
2.54.162. 35 147.237.77.216  [Israel dover.idf.il |portscan: TCP DO stributed Portscan 1
2.52.8.4 147.237.72.166  |israel akaidf.il |portscan: TCP D stributed Portscan 1
195. 34. 150. 18 147.237.77.216  |Austria dover.idf.il |Tehila - Perl LWP with fake user agent 1
192.117.129. 18 147.237.77.216  [Israel dover.idf.il |portscan: TCP DO stributed Portscan 1
93.172.235.171 147.237.77.216  |[Israel dover.idf.il |portscan: TCP D stributed Portscan 1
80. 178. 157. 53 147.237.72.166  [Israel akaidf.il |portscan: TCP O stributed Portscan 1
66. 249. 93. 107 147.237.77.216  |wnited Sates dover.idf.il |portscan: TCP DO stributed Portscan 1
46.19. 85. 177 147.237.72.166  [Israel aka.idf.il |portscan: TCP O stributed Portscan 1
5.29.76. 27 147.237.72.166  [Israel akaidf.il |portscan: TCP O stributed Portscan 1
208. 115. 113. 89 147.237.72.166  [lnited Sates aka.idf.il |portscan: TCP O stributed Portscan 1
194. 90. 25. 122 147.237.72.166  |[Israel aka.idf.il |portscan: TCP O stributed Portscan 1
176. 13. 13. 100 147.237.77.216  [israel dover.idf.il |portscan: TCP O stributed Portscan 1




02-22-2016-12:04:07 to 02-22-2016-13:04:07

|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature /?ca\t/ii (;i
8.37.231. 14 Anonynous Proxy 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 24
46. 32. 212. 81 (F;ajcis;iigjja” Territory,ly 47 237.77. 216 |dover . i o .i 1 drop Frst packet isn't SN drop 22
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 17
2.52.132.0 I srael 147.237.72. 166 |aka. i df il SYN At tack SYN -> SYN-ACK -> RST rej ect 16
2.54.147. 19 I srael 147.237. 77, 243 |obi e i o1 | €M ng Engine: TCP Invalid invalid segrent retransnissi on. drop 16
Ret r ansni ssi on Packet dr opped.
5.57.20.129 Net her | ands 147.237.77.176 |nat pash. i df . il dr op Frst packet isn't SN drop 16
176.13.23.21  |israel 147.237.72. 166 |aka i df .i Streamng Engi ne: TCP Inval id fimvalid segnent retransmssion. |, o, 12
Ret r ansni ssi on Packet dropped.
5. 102. 254. 189 | srael 147.237. 77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 12
46.19. 86. 241 I srael 147.237.72. 166 |aka. i df il drop First packet isn't SN drop 11
84.95.202.76  |Israel 147.237.76.42 |refuah.idf.il  |Bad TCP sequence mdroitvrsa:aslnlt wehdfferent | oonitor |10
81.218.195. 252 |Israel 147.237.76.42 |refuahidf.il  |Bad TCP sequence mdﬁvrsafﬂt wehdfferent  loonitor |10
109. 67. 7. 244 | srael 147.237.77. 233 |atal .idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect
2.54.57. 47 I srael 147.237.77. 216 |dover.idf .il SYN At tack SYN -> SYN-ACK -> RST rej ect
66.102. 9. 65 Lhited Sates 147.237.77. 176 |mtpash.idf .il  [dr op First packet isn't SN drop
2.52.164.111  |Israel 147, 237, 72. 167 |i shur i maka. i o || S NG Engine: TCP Inval i d inval i d segrent retransnissi on. drop 9
Ret r ansni ssi on Packet dr opped.
2.54. 161. 51 I'srael 147. 237, 72. 167 |i shurimaka i ar i || SAM NG Engine: TCP I nval id finvalid segrent retransmission. |, 9
Ret r ansni ssi on Packet dropped.
85.130.179. 174 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8
109. 253. 207. 113]I srael 147.237. 72. 166 |aka.i df . il Bad TCP sequence Inval i d ACK nunber noni t or 8
194.90. 251. 20 |Israel 147.237.72. 166 |aka. i df i SYN At tack SYN -> SYN-ACK -> Tineout [reject 7
94.27.207.217 |Hungary 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 7
46. 19. 85. 216 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence I'nval i d AGK nunber alert 6
46.19. 85. 112 I srael 147.237.77. 216 |dover.idf .i | Bad TCP sequence I'nval i d AGK nunber noni tor |6
46. 19. 85. 216 I srael 147.237. 77. 216 [dover. i df . il Bad TCP sequence Inval i d ACK nunber noni t or 6
46. 19. 85. 58 | srael 147.237. 77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 6
62.219.228.172 |Israel 147.237.72. 156 |anan. i df .i | SYN At t ack SYN -> SYN-ACK -> Tineout [reject 6
46.19. 85. 129 I 'srael 147.237. 77. 216 [dover. i df . il Bad TCP sequence Inval i d ACK nunber alert 6
37.26.148.199 |Israel 147.237.72. 166 |aka i df . Streaning Engi ne: TCP Invalid limvalid segnent retransnissi on drop 6
Ret r ansni ssi on Packet dropped.
79.180.170. 221 |Israel 147.237.72. 166 |aka i df .i Streamng Engi ne: TCP Inval id fimvalid segnent retransmssion. |, o, 6
Ret r ansni ssi on Packet dropped.
46. 19. 85. 58 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or
212.25.102. 63 |Israel 147.237.76. 198 |e.yohal an.idf.il [SYN Att ack SYN -> SYN-ACK -> RST rej ect
46.19. 85. 129 I srael 147.237. 77. 216 [dover.idf . i Bad TCP sequence Inval i d ACK nunber noni t or
5.22.131. 14 I srael 147.237.72. 166 |aka i df . Streaning Engi ne: TCP Invalid limvalid segnent retransnissi on drop 6
Ret r ansni ssi on Packet dropped.
79.182. 230. 246 I srael 147.237.72. 166 |aka i df .i Streamng Engi ne: TCP Inval id fimvalid segnent retransmssion. |, o, 6
Ret r ansni ssi on Packet dropped.
46. 19. 85. 161 I srael 147.237.77. 216 |dover. i df .| Bad TCP sequence I'nval i d AGK nunber alert 6
85.250.171.73 | srael 147. 237. 72. 166 |aka. i of . i Streaning Bngine: TCP Inval id finvalid segrent retramsmission. | o 6
Ret r ansni ssi on Packet dropped.
81.209.177.95 |Europe 147. 237.76. 200 [ei tan aka i o1 || SAM NG ENgine: TCP Inval id Jinvalid segnent retransmission drop 6
Ret r ansni ssi on Packet dropped.
46. 19. 85. 161 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
46.19. 85. 112 I srael 147.237. 77. 216 [dover.idf . i Bad TCP sequence Inval i d ACK nunber alert 6
2.52.4.198 I srael 147.237.72. 156 |anan. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
46.19. 85.134 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 5
46.19. 85. 191 I srael 147.237. 77. 216 [dover.idf . i Bad TCP sequence Inval i d ACK nunber noni t or 5
109. 253. 207. 113]I srael 147.237. 72. 166 |aka. i df . il Bad TCP sequence Inval i d ACK nunber alert 5
80. 246. 136. 129 I srael 147.237.72. 166 |aka.i df i Bad TCP sequence wﬁtrs\:;ggzl;fth monitor |5
80.179.9.7 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
212.143.142.56 |[Israel 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop
81.209. 177. 189 |Eur ope 147, 237.76. 200 [ei tan aka i o i1 || SAM NG ENgine: TCP Inval id Jinvalid segnent retransnission drop 4
Ret r ansni ssi on Packet dropped.
194. 90. 251.20 |l srael 147. 237. 72. 166 |aka.i df . il Bad TCP sequence Inval i d ACK nunber noni t or 4
80. 246. 136. 129 |lIsrael 147.237.72. 166 |aka. i df .i SYN At tack SYN -> SYN-ACK -> RST rej ect 4
45. 55. 53. 138 147.237.77.74 |lawidf.il B ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor |4
80. 246. 136. 129 |l srael 147.237.72. 166 |aka.i df i SYN At tack SYN -> SYN-ACK -> Tineout [reject 4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Acti on ‘Count
2.52.133.80 | srael 147.237.0.19 |madimatal .idf.il Distributed Too Many of the Same Response Code (404) B ock 311
46.19. 85. 114 I srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Miny of the Sane Response Code (404) Bl ock 272
2.52.133. 80 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code Bl ock 176
46. 19. 85. 114 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 105
176.13. 3.3 I srael 147.237.0.34 |tikshuv.idf.il Too Mny of the Sane Response Code (404) in Session from Bock  [51
176.13.3. 3
2.52.132. 190 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Gode Bl ock 51
2.54.63.119 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspi ci ous Response Code B ock 36
216.72.40.185 [Israel 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut hori zed URL Access from 216. 72. 40. 185 Bl ock 24
2.54.130. 189 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Gode Bl ock 21
2.54.139. 45 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspi ci ous Response Code B ock 13
216.72.40.185 |[Israel 147.237.72. 166 [aka. i df . i | Ostributed PHP At tenpt Bl ock 12
Russi an . . ! .
86. 62. 117. 180 eration 147.237.72. 166 |aka. i df . i | Dstributed PHP Attenpt Bl ock 12
86. 62. 117. 180 RJSf;;”i o 147. 237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed URL Access from 86.62. 117. 180 B ock 10
80.179.9. 115 I srael 147.237.77.216|dover. i df . i | D stributed Unaut hori zed LRL Access on waidf.il/error. htm Bl ock 8
193. 43. 246. 250 |l srael 147.237.77. 216 |dover.i df . i | Ostributed Wauthorized URL Access on waw idf.il/error.htm B ock 8
46. 19. 85. 90 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code Bl ock 6
109. 65. 115. 231 |l srael 147.237.77.216|dover . i df .i | Ml tipl e Unhaut hori zed URL Access from 109. 65. 115. 231 Bl ock 6
134. 249. 54. 139 |lkrai ne 147.237.77. 216 |dover.i df . i | Unaut hori zed URL Access to waw idf.il/mazi/ B ock 6
2.54.130. 197 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code Bl ock 6
46. 19. 85. 10 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Gode Bl ock 5
2.52.132. 190 I srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 5
185. 89. 217. 227 147.237.77. 216 |dover.i df .i | D stributed Unaut hori zed URL Access on waidf.il/error.htm Bl ock 4
2.54.147.19 I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Gode Bl ock 4
82. 81. 20. 169 I srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed UR. Access to vww aka. i df.il/sip_storage/files/ 7/ B ock 4
109. 65. 115. 231 |l srael 147.237.77. 216 |dover.i df .i | PHP At t enpt Bl ock 4
81.209.177.95 |Europe 147.237.76.200(ei tan. aka. i df . il Mil tipl e Unaut horized URL Access from 81. 209. 177. 95 Bl ock 4
185. 89. 217. 232 147.237.77. 216 |dover . i df .i | Ostributed Wauthorized URL Access on waw idf.il/error.htm B ock 4
185. 89. 217. 226 147.237.77. 216 |dover.i df .i | D stributed Unaut hori zed LRL Access on waidf.il/error. htm Bl ock 4
. . Untraceabl e SS. Sessions: Protocol violation
66. 249. 69. 34 I srael 147.237.72. 166 |aka. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 3
109. 253. 206. 203|l sr ael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code Bl ock 3
80.246.136.14 |[Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code Bl ock
. . Untraceabl e S3. Sessions: Protocol violation
188. 120. 134. 161l srael 147.237.72. 156 |aman. i df . i | (SSL_CONN APPLI CATI ON_DATA_EXCHANGE) None 3
109. 253. 141. 216|I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code Bl ock 3
37.26.146.158 | srael 147.237.72.166 |aka. i df . i | thaut hori zed Method POST for Bock |2
w aka. i df . i |/ mai n/ rabanut/ cont act us. aspx
185.32.179. 111 |[lsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code Bl ock
46.19. 85. 82 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None
. . . Mil tiple Uhtraceabl e SS. Sessions from41. 102. 230. 200 (Prot ocol
41.102. 230. 200 |A geria 147.237.77.216|dover.i df .i | vi ol ati on (SSL_CONN APPLI CATI ON DATA EXCHANGE) ) None 2
91.199.69.254 [Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1136- he/ at al . aspx Bl ock 2
Unaut hori zed URL Access to
213.151.48.89 |[Israel 147.237.77. 216 |dover.i df . i | ww i df . i | / &a=u&ved=0ahukewi i - kxxk4vl ahuceywkhr bcai 8qgf ggnna |B ock 2
a&usg=af gj cnhcdsh5r yhkeugapx! dsq7f owj waw
. . Untraceabl e S3. Sessions: Protocol violation
109. 253. 131. 31 |Israel 147.237.72. 166 |aka. i df . i | (SSL_CONN APPLI CATI ON_DATA_EXCHANGE) None 2
78.137.0. 115 kr ai ne 147.237.77.216|dover . i df . i | Paranet er Type M ol ation PageNumin waw i df . i|/1380- he/ dover. aspx |B ock 2
i www. chamat z. aka. i
83.166.234.6  |SSIan 147.237.77.226| . . Unaut hor i zed URL Access to 147. 237. 77. 226/ B ock 2
Federation df.il
46.117.98. 67 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mode None
82. 81. 20. 169 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed Met hod CPTI QNS for ww aka. i df . il /sip_storage/files/7 [B ock
46.19.85.3 I srael 147.237.77.216|dover. i df .i | Distributed Ml formed URL B ock
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
79.179.221.8 I srael 147.237.72. 166 |aka. i df . i | v aka. i df i |/ mai v sachar / mar ki veysachar . aspx None 2
. . . . Untraceabl e SS. Sessions: Protocol violation
109. 64. 124. 236 |l srael 147.237.72.167|i shuri maka. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 2
199.30.24.129 |lhited Sates [147.237.77.216|dover.idf.il Dstributed Waut hori zed URL Access on waw i df.il/error.htm Bl ock 2
. . Lhtraceabl e SS. Sessions: Protocol violation
87.71.13. 54 I srael 147.237.72.166 |aka. i df . il (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 2
213.57.39.182 |[Israel 147.237.76.31 |nakchal .idf.il Lhaut hori zed URL Access to nakhal .idf.il/sip storage/files/2/ B ock 2
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