02-22-2016-11:04:04 to 02-22-2016-12:04:04

@
1"PT SwNn ()

oV

www.gov.il

IDF Under Attack

Daily Report

[Top Targets |

Nunber
(6]
At acks

M madi matal .idf.il

M aka.idf.il

M dover.idf.il

M i shuri maka.idf.i

M anan.idf.il

M refuah.idf.il

[ atal.idf.il

M natpash.idf.il
navy.idf.il

M tikshuv.idf.il

Top Tar get

[Top Attackers |

360

180-
Nunber
a
At tacks 90+

: R : : A N N \
N N S . A S
o N Y @ NS NP
LA @ el GV WYy e
& 3 oS $ S

Top Attackers

Il 80. 246. 139. 183
2. 54. 148. 230
I 46.19. 85. 161
185. 32.179. 15
Il 176. 13. 3. 203
M 176. 13. 18. 238
[ 109. 253. 157. 31
W 81.218.241. 25
41.33.231.90
M 176.13.21. 111
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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |[Target Address |Site |Signature |Device Action |Count|

0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack drop 48
212.179. 54. 237 | srael 147.237.77. 216 dover.idf.il Bl ock_Udp All _Nets drop 3
125. 74.116. 108 Chi na 147.237. 76. 147 chinuch. aka.idf.il|lInvalid TCP H ags drop 2
159. 104. 163. 19 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
159. 104. 163. 20 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
159. 104. 163. 17 Uhit ed Ki ngdom 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
159. 104. 163. 21 United Ki ngdom 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
66. 249. 66. 33 | srael 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 1
159. 104. 163. 18 Uni t ed Ki ngdom 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
185. 130. 5. 201 147.237.76. 177 ncore.idf.il Bl ock_Udp Al Nets drop 1
77.87.228. 68 Ger nany 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
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|Top Attackers In IPS|

A tacker ACtotuiikf; get Address |Site Sgnature

84.108. 237. 163 |l srael 147.237.0.34 |tikshuv.idf.il |ClL000138: HITP. prefix 1.01 in the URL B ock 8
193. 106. 206. 10 |l srael 147.237.0.34 |tikshuv.idf.il |Cl000138: HITP. prefix 1.01 in the URL B ock 8
106. 38. 241. 144 |Chi na 147.237.77.216|dover . i df .i | C1000071: HTTP: User Agent Sogou+web+spi der B ock 5
79.177.194. 221 |Israel 147.237.0.34 |tikshuv.idf.il |ClL000138: HITP. prefix 1.01 in the URL B ock 4
144.76.29. 162 |Ger many 147.237.72. 166 |aka. i df . i | C1000074: HTTP. naj estic bot B ock 2
144.76.29. 162 |Ger nany 147.237.77.216|dover. i df . i | C1000074: HTTP. maj estic bot B ock 2
37.26.149.218 |Israel 147.237.0.34 |tikshuv.idf.il |ClL000138: HITP. prefix 1.01 in the UR B ock 2
89. 216. 115. 6 147.237.77. 216 |dover . i df . i | gszg HITP. Suspi ci ous User-Agent (WndowsNT) Wth No Separating g o\ 1
5.9.111.70 Ger many 147.237.77. 216 |dover . i df .i | CL000074: HTTP. maj estic bot B ock

106. 39. 60. 188 |Chi na 147.237.76. 176|test. ncore. i df .[13891: TLS QpenSSL Encrypt ed/ Lhencrypted Heartbeat Packet Per mt

106. 39. 60. 188 |Chi na 147.237.76.177|ncore. i df . il 13891: TLS. QpenSSL Encrypt ed/ Unencrypt ed Heartbeat Packet Per nirt 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Quntry |Ste |Signature |Count |
2.54.20.53 147.237.72.156 |Israel aman.idf.il PCLI CY- OTHER TCP packet with urgent flag attenpt 10
82. 80. 196. 44 147.237.72.166 |[lIsrael akaidf.il portscan: TP D stributed Portscan 2
79.176.111.210  |147.237.72.166 |[lIsrael akaidf.il portscan: TCP D stributed Portscan 1
185. 130. 5. 231 147. 237.77. 176 mat pash. i df . i | ET SCAN NVAP -sS wi ndow 1024 1
31.168.123.231  |147.237.77.216 |[lIsrael dover.idf.il portscan: TCQP D stributed Portscan 1
183. 60. 48. 25 147.237.76.148 |China ggcenter.aka.idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
94.102. 48. 193 147.237.8.50 Net her | ands e tikshuv.idf.il ET SCAN NVAP -sS w ndow 1024 1
93. 174. 93. 144 147.237.76.86  [Nether| ands navy. i df.il ET SCAN NVAP -sS w ndow 1024 1
82.81.47.15 147.237.77.216 [lIsrael dover.idf.il portscan: TCP D stributed Portscan 1
82. 80. 196. 44 147.237.77.216 |israel dover.idf.il portscan: TCP DO stributed Portscan 1
82. 80. 66. 122 147.237.72.166 [lIsrael akaidf.il portscan: TCQP D stributed Portscan 1
213.57.105. 53 147.237.77.216 [lIsrael dover.idf.il portscan: TCP D stributed Portscan 1
79.181.209.170  |147.237.77.216 |[lIsrael dover.idf.il portscan: TCP D stributed Portscan 1
212.29.202.226  |147.237.77.216 |[lIsrael dover.idf.il portscan: TCQP D stributed Portscan 1
37.26.147. 128 147.237.77.216 [lIsrael dover.idf.il portscan: TCP D stributed Portscan 1
185. 130. 5. 231 147.237.76. 31 nakchal .i df .il ET SCAN NVAP -sS w ndow 1024 1
2.54.20. 206 147.237.77.216 |[Israel dover.idf.il portscan: TCQP D stributed Portscan 1
176.13. 8. 221 147.237.72.166 [lIsrael aka idf.il portscan: TCP D stributed Portscan 1
93.174.93. 144 147.237.77.176  |Netherl ands mat pash. i df . i | ET SCAN NVAP -sS wi ndow 1024 1
84. 95. 202. 76 147.237.72.166 [lIsrael akaidf.il portscan: TCQP D stributed Portscan 1
82. 81. 11. 100 147.237.77.216 [lIsrael dover.idf.il portscan: TCP D stributed Portscan 1
80. 246. 136. 155  |147.237.77.216 |[lIsrael dover.idf.il portscan: TCP D stributed Portscan 1
212.235.79.123  |147.237.77.216 |[lIsrael dover.idf.il portscan: TCQP D stributed Portscan 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry Target Address |Jte Signature Action ‘Count
41.33.231. 90 Egypt 147.237. 77. 216 |dover.idf il drop SAMrul e drop 24
66. 249. 93. 67 Lhited Sates 147.237.77.233|ata .idf.il drop Frst packet isn't SYN drop 21
176.228.218.6  |Israel 147.237.76.42 |refush.icf.il  |Bad TCP sequence SWretransmt wth different oo |1g
w ndow scal e
66.249.93.123 |lhited Sates 147.237.77.233|atal .idf.il drop First packet isn't SN drop 14
194. 90. 153. 133 |l srael 147.237.72. 167 |i shuri maka.i df . i I{dr op SAMrul e drop 10
Sreaning Engine: TCP Invalid i i ssi
109. 65.170. 40 | srael 147. 237.76. 200 |ei tan. aka. i of .1 9 =g Invalid segnent retransmssion. | . 8
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
2.52.156.166  |Israel 147.237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
5.22.131. 17 I'sr ael 147. 237. 72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. | . 6
Ret ransni ssi on Packet dr opped.
46. 19. 85. 70 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid AGK nunber moni tor |6
5.22.131.17 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence Inval i d ACK nunber nonitor |6
Sreanming Engine: TCP Invalid i i ssi
77.127.209. 155 |l srael 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
84.95.202.76  |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
202. 62. 98. 33 g?m??;[t)liecs%public 147. 237. 77. 216 |dover . i of . i | drop First packet isn't SWN drop 6
212.143.71.106 |[lsrael 147. 237.77. 216 |dover.idf.il Bad TCP sequence Invalid sequence nunber noni t or 5
2.54.55. 189 I srael 147. 237.72. 166 |aka. i df . i SYN Attack SYN -> SYN-ACK -> RST rej ect 5
2.52.7.171 I srael 147.237. 72. 156 |anan.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
46. 19. 85. 187 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence Invalid ACK nunber alert 5
199.203.215.1 |l srael 147.237.76.86 |[navy.idf.il Bad TCP sequence Inval i d ACK nunber monitor |5
46. 19. 85. 187 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber mnitor |5
2.52.7.171 I srael 147.237.72. 156 [anan.i df . i | Bad TCP sequence Invalid ACK nunber nonitor |4
2.54.55. 189 I srael 147.237.72. 166 |aka. i df . il Bad TCP sequence Inval i d sequence nuniber noni t or 4
37.8.53. 236 g‘ilcisgi':('ja” Territory. 1147, 237.77. 176 |natpash.idf.il  |drop Frst packet isn't SWN drop 4
2.52.7.171 I srael 147. 237.72. 156 |anan.i df .i Bad TCP sequence Invalid sequence nunber noni t or 4
41. 33.232. 66 Egypt 147.237. 77. 216 |dover.i df .i Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |monitor |4
66.249.81.202 |lhited Sates 147.237.0.34 |tikshuv.idf.il drop Frst packet isn't SYN drop 4
2.54.55.189 I srael 147.237.72. 166 [aka i df . i | Bad TCP sequence Inval i d ACK nunber alert 4
Sreanming Engine: TCP Invalid i i ssi
194.90.66.15  |Israel 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =g Invalid segnent retransmssion. |, 4
Ret r ansni ssi on Packet dr opped.
212.25.84.200 |lsrael 147.237.76.86 |navy.idf.il drop First packet isn't SYN drop 4
149. 88. 74. 165 |l srael 147.237.77. 170 |naarachot. i df .il [SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
2.52.7.171 I srael 147.237. 72. 156 |anan.i df .i Bad TCP sequence Inval i d ACK nunber alert 4
212.179. 238.58 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
2.54.55.189 I srael 147.237.72. 166 [aka. i df . i | Bad TCP sequence Inval i d ACK nunber nonitor |4
Sreaning Engine: TCP Invalid i i ssi
31.168. 144. 255 |Israel 147. 237. 76. 147 |chi nuch. aka. i df . i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi
192. 114. 23,208 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. . 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
2.52.38.27 I srael 147. 237.72. 166 |aka. i f . i1 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi
79.180.55.172 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. . 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
84. 228. 166. 164 I srael 147. 237. 72. 166 |aka. i f . i1 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi
185. 27. 105. 111 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. . 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
84.94.207.64  |israel 147. 237.72. 166 |aka. i f .11 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi
176.13.16. 119 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. . 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
46.19.86.170  |israel 147. 237.72. 166 |aka. i f .11 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi
80.178.191.14 |israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. . 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
79.179.15.160 |Israel 147.237.72. 166 |aka. i f .11 9 =g Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi
192. 116. 255. 106/l srael 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. . 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
37.26.146.215 |Israel 147. 237.72. 166 |aka. i f .11 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi
79.181. 225.173 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. . 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
2.52.6.220 I srael 147. 237.72. 166 |aka. i f .11 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 98 | srael 147.237.77.74 [lawidf.il drop First packet isn't SYN drop 3
Sreanming Engine: TCP Invalid i i ssi
185. 27. 105. 115 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
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Attacker Address |Attacker Qountry Target Address |Jte Signature

2.54.53. 26 I srael 147.237.72. 166 |aka. i df .i | ..
Ret ransm ssi on Packet dr opped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site dgnature Action ‘Count
80. 246. 139. 183 |l srael 147.237.0.19 |nadimatal .idf.il[Dstributed Too Many of the Sane Response Code (404) Bl ock 210
2.54. 148. 230 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 179
80. 246. 139. 183 |[Israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 160
46. 19. 85. 161 | srael 147.237.0.19 |nadimatal .idf.il[Dstributed Too Many of the Sane Response Code (404) Bl ock 156
185.32.179.15 |[lIsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 126
2. 54.148. 230 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 106
46. 19. 85. 161 | srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 94
176. 13. 3. 203 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 54
185.32.179.15 |Israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 41
176.13.18.238 |Israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code Bl ock 34
109. 253. 157. 31 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 28
81.218.241.25 |Israel 147.237.77. 216 |dover.i df . il Ml tipl e Unhaut horized URL Access from 81.218.241. 25 B ock 26
176.13.21.111  |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 23
176. 13. 3. 203 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 21
46.19. 86. 34 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 21
90.179.91.227 |Czech Republic [147.237.77.176 |mat pash. i df.i | Mil ti pl e Unaut horized URL Access from 90.179. 91. 227 Bl ock 14
89. 138. 68. 53 I srael 147.237.77.243|nobi l e. i df . i | Paraneter Type Mol ation Password in nobile.idf.il/sachar/login B ock 10
208.115.111.72 |thited Sates [147.237.76.86 [navy.idf.il Ml tipl e Uhaut horized URL Access from 208.115. 111. 72 B ock 10
195. 154. 146. 225|France 147.237.77.216 |dover. i df . il Dstributed I11egal HITP \ersion Bl ock 8
208.115.111. 72 |thited Sates [147.237.76.86 |navy.idf.il Uhaut hori zed LRL Access to navy.idf.il/giyus/forumasp/ showf orum asp |B ock 5
80.179.9.7 I srael 147.237.77. 216 |dover.idf . il D stributed Unaut hori zed LRL Access on wanidf.il/error. htm B ock 4
82.102. 169. 113 |l srael 147.237.77. 216 |dover. i df .i | Ostributed Lhaut horized UR. Access on www idf.il/error. htm B ock 4
2.54.148. 230 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed I11egal Response Qode None 4
176.13.18.238 |Israel 147.237.0.19 |nadimatal .idf.il[Ostributed Too Many of the Sane Response Code (404) B ock 4
45.79. 168. 168 147.237.77. 176 |mat pash. i df . i | Distributed Too Many of the Same Response Code (404) Bl ock 4
46.19. 85. 211 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
46.19. 86. 107 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
82.80.198.164 |lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 3
66.249.69.34  |Israel 147.237.72. 166 |aka. i df . i | ggiﬂiﬁpﬁyﬁg\i g:ﬁg_é’;giﬂ) None 3
176.13.19.13  [Israel 147.237.72.166 |aka. i df . i | ggfﬁ%ﬂ%ﬁpﬁg’ﬁa\i &fﬂ_&giﬂ) None 3
46.19. 86. 114 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
66.249.69.42  |Israel 147.237.72.166 |aka. i df . i | g;ﬁiﬂ%ﬁfﬁfi:ﬁa\i gﬁg_&gi& None 3
46. 19. 86. 80 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
2. 54. 160. 37 I srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 3
2.54.15. 216 I srael 147.237.0.19 |nadi matal .idf.il|Dstributed Suspicious Response Gode B ock 3
212.179. 61. 123 |Israel 147.237.77.216|dover. i df .i | Unaut hori zed URL Access to wawidf.il/ https:/twtter.cond Bl ock 2
77.127.242.156 | srael 147.237.72.166 |aka. i df . i | g;ﬁi%a&iﬁ,ﬁyﬁqi g‘:ﬁ;'_é’;gi& None 2
5.22.131. 17 I srael 147.237.72. 167 i shuri maka. i df . i ggfﬁ%ﬁipﬁgﬁq\i gﬁﬂ_&mﬂ) None 2
207.46.13.193 |lnited Sates |147.237.72.166|aka.idf.i | Uhaut hori zed Method GET for aka.idf.il/kanmar/contact/default.asp B ock 2
Unknown HTTP Request Met hod
46. 19. 85. 70 | srael 147.237.77. 216 |dover. i df .i | b21f 02d43b80. 1456134211. 1. 1456134211. 1456134211.; in URL B ock 2
_pk_ses. 20. 8af c=*
81.209.177.95 |Europe 147.237.76.200 |ei tan. aka. i df . i | mu::(;' ZE; i?ﬁfgﬁ; ;ZS“ e i ks, e B ock 2
141.8.183. 16 gcsj:;:ﬂ on 147.237.77. 176 |nat pash. i df . i | Unaut hori zed URL Access to v cogat . i df . il/894-en B ock 2
37.26.148.242 |israel 147. 237.77. 243 |nobi | e. i df . i | mgﬂt:?rc'ﬁz?? , tgegpgrcﬁzmgtes” st ehi | ddocunent </ 1403 Bl ock 2
109. 253. 215. 1171 sr ael 147.237.72.166 |aka. i df . i | g;ﬁi%a&iﬁ,ﬁyﬁqi g‘:ﬁ;'_é’;gi& None 2
2.54.59.0 I srael 147.237.77.216|dover.idf .i | Untraceabl e SSL Sessi ons: Qpen Mbde None 2
46.19.85.161  |Israel 147.237.0.19  [madi matal . i df . i [T .Tiyd‘:f’e.i\lﬁlc:mzf: o g;i' r?OiC;(nt ent M acekbl der 13t xt Gaptcha i n Bl ock 2
68.180.230.29 [United Sates  |147.237.77. 176 |nat pash. i df . i | Tma:z;jt%?e M /Oigéfﬂef?gggt@aisgx HBock |2
46. 19. 85. 70 I srael 147.237.77. 216 |dover . i df . i | Abnormal |y Long Request met hod B ock 2
46.19.86.232 |Israel 147.237.72.167 |i shuri maka. i df . i g;ﬁiﬂ%ﬁﬁyﬁo\i gﬁg_&gi& None 2
188. 120. 159. 2121 sr ael 147.237.76.42 |refuah.idf.il ?4? ;;?}';gﬂ;;“;hg;ﬁ:rdeﬁe :e‘icissss on Bl ock 2
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