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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
81. 218. 241. 26 | srael 147.237. 72. 156 anan.idf.il Anonal y- TLS-renegot i ati on-d i dest - r eset 110
0.0.0.0 147.237.77.216 dover.idf.il HITP Page H ood Attack dr op 37
54.72.0. 55 Irel and 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
124.161.142. 10 Chi na 147.237.77. 121 e navy.idf.il Invalid TGP H ags drop 1
173. 208. 206. 206 Lhited Sates 147.237.0.19 nadi matal .idf.il |bl ock-sp-trafl forward 1
185. 130. 5. 201 147.237.76. 30 hi nush. i df .i | Bl ock_Ulp Al _Nets drop 1

5. 39.218. 13 Net her | ands 147.237. 76. 200 eitan. aka. idf.il ock Wdp Al _Nets drop 1
120. 55. 161. 235 Chi na 147.237.77.216 dover.idf.il bl ock-sp-traf 1 dr op 1
192. 99. 58. 235 Canada 147.237.76. 34 yohal an.i df.il Block Np All Net drop 1
45. 35. 64. 142 147.237.77.216 dover.idf.il SYN H ood out of context drop 1




02-22-2016-07:04:00 to 02-22-2016-08:04:00

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site ‘Sgnature Devi ce Action |Count
106. 38. 241. 144 Chi na 147.237.77.216 |dover.idf.il Cl000071: HTTP:. User Agent Sogou+web+spi der B ock 5
174. 34. 135. 242 Lhited Sates 147.237.77.216 |dover.idf.il C1000074: HITP. naj estic bot B ock 2
51. 254. 215. 130 United Ki ngdom 147.237.77.216 |dover.idf.il C1000074: HTTP. naj estic bot Bl ock 2
162.210.196.130 |Lhited Sates 147.237.72.166 |aka.idf.il CL000074: HTTP. naj estic bot B ock 2
157. 55. 39. 97 Lhited Sates 147.237.0. 34 tikshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 1
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Country

|Signature

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
218.246. 0. 97 147. 237. 76. 200 Ghi na eitan. aka.idf.il ET SCAN NVAP -sS wi ndow 1024 1
192. 114. 185. 100 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
93.174.93. 144 147. 237. 76. 148 Net her | ands gqcenter. aka. i df . i | ET SCAN NVAP -sS wi ndow 1024 1
66. 249. 78. 223 147.237.77. 243 Lhited Sates nobi | e.i df .il ET SCAN NVAP -sA (2) 1
46.120. 142, 31 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
45, 32.192. 66 147.237.77.233 atal.idf.il ET SCAN NVAP -f -sS 1
218.246. 0. 97 147. 237. 76. 201 Ghi na e.atal.idf.il ET SCAN NVAP -sS w ndow 1024 1
123. 30. 143. 146 147.237.72. 166 Mi et nam aka.idf.il ET SCAN NVAP -sS wi ndow 1024 1
79. 176. 98. 210 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
66. 249. 69. 42 147.237.77.216 Lhited Sates dover.idf.il portscan: TCP Distributed Portscan 1
45.32.192. 66 147.237.77.233 atal.idf.il ET SCAN NVAP -sS wi ndow 2048 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address |Ste Signature

41.33.231.90 Egypt 147.237. 77. 216 |dover.idf .i | drop SAMrule drop 34
Sreaning Engine: TCP Invalid i i ssi

46.19.85.141  |israel 147.237.0.34  |tikshw.idf.il 9 =9 Invalid segnent retransnission drop 33
Ret r ansni ssi on Packet dropped.

107.167.113.39 |Wited Sates [147.237.77.216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 24
Sreaning Engine: TGP Invalid i i ssi

109. 253. 146. 1171 sr ael 147. 237.77. 243 |mobi l e. i f . i 9 =9 Invalid segnent retransmssion. drop 24
Ret r ansni ssi on Packet dropped.

81. 218. 241. 26 | srael 147.237. 72. 156 |anan.i df .il dr op Frst packet isn't SYN drop 14
Sreanming Engine: TCP Invalid i i sSi

207.46.13.42  |nited Sates |147.237. 76. 200 |ei tan. aka i of il 9 =g Invalid segnent retransmssion. drop 12
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

77.126.85.135 |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmission drop 9
Ret r ansni ssi on Packet dropped.

80. 246. 136.38 |l srael 147.237.72. 156 |anan. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 8
Sreaning Engine: TCP Invalid i i ssi

40.77.167.10  |Wited Sates |147.237.76.200 |eitan aka.idf. i 9 =9 Invalid segnent retransnission drop 8
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TQP Invalid i i ssi

207.46.13.193 |United Sates |147.237. 76. 200 |ei tan. aka i of il 9 =g Invalid segnent retransmssion. drop 8
Ret r ansmi ssi on Packet dropped.

85.130. 206. 31 |l srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber noni t or 8

46. 19. 86. 178 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 8

85.130.206.31 |[lIsrael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 8

46.19.85.7 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber noni t or 6

46. 19. 85. 135 I srael 147.237.77. 216 |dover.idf. | Bad TCP sequence Invalid ACK nunber alert 6
Sreanming Engine: TCP Invalid i i sSi

157.55.39.226 |Wited Sates [147.237.76.200 |eitan aka.idf.il 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.

46. 19. 85. 49 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Invalid ACK nunber alert 6

46. 19. 85. 135 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6

46. 19. 85. 49 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d ACK nunber noni t or 6

41.33.232.66 Egypt 147. 237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 6

212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 6

46.19.85.7 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Invalid ACK nunber aert 6
Sreamng Engine: TCP Invalid i i ssi

79.181.15.229 |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmission drop 6
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i sSi

2.52.156.166  |Israel 147.237.72. 166 |aka. i df .| 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.

46. 19. 85. 106 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval i d ACK nunber noni t or 5

70. 51. 38. 245 Canada 147. 237. 77. 216 [dover.i df . il SYN Attack SYN -> SYN-ACK -> RST rej ect 4

109. 253. 146. 117|l srael 147.237.77. 243 |mobil e.idf .i 1 Bad TCP sequence Inval i d ACK nunber aert 4

109. 253. 146. 117|l srael 147.237.77. 243 |nobi l e.i df . i | Bad TCP sequence Invalid ACK nunber noni t or 4

81.218.241.26 |[lIsrael 147.237. 72. 167 |i shuri maka. i df . i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 4

195.34.150. 18  |Austria 147.237.77. 216 |dover. i df .il Bl ock HTTP Non Conpl i ant Failed to handl e connection data noni t or 4

46. 19. 85. 106 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence Invalid ACK nunber alert 4
Sreanming Engine: TQP Invalid i i ssi

46.19.85.171  |Israel 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. drop 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi

79.183.6.60  |Israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransnission drop 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TQP Invalid i i ssi

37.26.148.235 | srael 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. drop 3
Ret r ansmi ssi on Packet dropped.

94.77.196. 82 Saudi Arabia [147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 3
Sreaming Engine: TGP Invalid i i ssi

132. 66. 63.236 |Israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segment retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi

79.177.59.236 | srael 147. 237. 72. 166 |aka. i f . i 9 =9 Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi

109. 253. 210. 202|1 srael 147. 237.72. 166 |aka i of . i | 9 =g Invalid segment retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi

109. 253. 145.72 |Israel 147. 237. 72. 166 |aka. i f . i 9 =9 Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi

46.19. 86. 2 I srael 147. 237.72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi

46.19. 85. 16 I'srael 147. 237. 72. 166 |aka. i f . i 9 =9 Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi

31.168.68.122 |israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.

46.19.85.2 I srael 147.237.77. 216 |dover. i df .i| Bad TCP sequence Invalid ACK nunber aert 3
Sreamng Engine: TCP Invalid i i ssi

79.177.123. 149 |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransnission. drop 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i sSi

185. 120. 126. 178 147.237.72. 166 |aka. i df .| 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

2.52.131.231  |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransnission. drop 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i sSi

109. 64. 1. 44 I srael 147.237.72. 166 |aka. i df .| 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.

46. 19. 85. 2 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence Inval i d ACK nunber noni t or 3
Sreanming Engine: TQP Invalid i i ssi

79.179. 143. 215 |israel 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. drop 3
Ret ransmi ssi on Packet dropped.
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A tacker

Attacker Address count ry ‘Target Address |Ste Signature

Streaning Engine: TCP Invalid Inval i d segnent retransnission.

109. 64.54.193 |Israel 147.237.72. 166 |aka. i df .i | ..
Ret ransm ssi on Packet dr opped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
79.177.116.17 |lsrael 147.237.0.19 |nadimatal .idf.il[Dstributed Too Many of the Sane Response Code (404) B ock 213
2.54. 148. 100 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 141
79.177.116.17 |[israel 147.237.0.19 |[nmadimatal .idf.il|DOstributed Suspicious Response Code B ock 130
2.54.148. 100 | srael 147.237.0.19 |nadimatal .idf.il{DOstributed Suspicious Response Code B ock 87
208.115.111. 72 |thited Sates |147.237.76.86 [navy.idf.il Mil tipl e Unauthorized URL Access from 208.115. 111. 72 B ock 18
81.218.241.26 |[Israel 147.237.77.216|dover.idf .il Ml tipl e Unaut hori zed URL Access from 81.218. 241. 26 B ock 11
46. 19. 85. 10 | srael 147.237.0.19 |nadimatal .idf.il{DOstributed Suspicious Response Code B ock 5
. . Uhtraceabl e S3. Sessions: Protocol violation
85. 65. 5. 248 I srael 147.237.72. 156 |aman. i df . i | (SSL_CONN_APPLI CATI ON_DATA EXCHANGE) None 3
194. 90. 128. 185 |l srael 147.237.77. 216 |dover.idf.il Ml tipl e Unaut hori zed URL Access from 194. 90. 128. 185 B ock 3
] ] ] ] JLhtraceabl e SS_ Sessions: Protocol violation
207.46.13.193 |lnited Sates [147.237.72.167|i shuri maka.idf.i (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 2
128. 232. 110. 28 LK!i“r:gegom 147.237.77. 170 |m@ar achot . i df . i | |Unaut hori zed URL Access to 147.237.77. 170/ B ock 2
176.12.160. 5 I srael 147.237.0.19 |[nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
213.8.71.26 I srael 147.237.77.216|dover.idf.il Ml tipl e Unaut horized URL Access from213.8.71.26 B ock 2
176.12.160.5 I srael 147.237.77.243|nobi l e.idf . i | Lhaut hori zed URL Access to nobile.idf.il/nekudot/index B ock 2
208.115.111. 72 |thited States [147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to navy.idf.il/main/drushi ndnsrot.aspx B ock 2
95. 86. 78. 53 I srael 147.237.0.34 |tikshuv.idf.il Ml tipl e Unaut horized URL Access from 95. 86. 78. 53 B ock 2
. . . |Uhtraceabl e SS. Sessions: Arotocol violation
2.52.164.57 I srael 147.237.72.167|i shuri maka. i df . i (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 2
Russi an . . Uhtraceabl e S3. Sessions: Protocol violation
141. 8. 132. 112 e ot i on 147.237.72. 166 |aka. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 2
. . Untraceabl e SS. Sessions: Protocol violation
66. 249. 69. 50 | srael 147.237.72. 166 |aka. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 2
220. 255. 148. 17 |9 ngapor e 147.237.77.216|dover . i df . i O stributed Lhauthori zed URL Access on waw i df.il/error.htm B ock 2
203.127.96. 230 |9 ngapore 147.237.77.216|dover.idf .il Ostributed Wnhaut horized URL Access on waw idf.il/error.htm B ock 2
Uhaut hori zed URL Access to
. - . waw ti kshuv. i df . i |/ &a=u&ed=0ahukew i 7e210yr | ahxf nwakhxcr br sqf ggi
95.86.78.53 | srael 147.237.0.34  [ti kshuv.idf.il maad&si g2=t _sabj qdr ggh7nz13xyphq&usg=af qj cnedv5nzukzgf 8eer | sef hnr B ock 2
VI onew
Uhaut hori zed URL Access to
178. 255. 215. 87 |France 147.237.77.216|dover.i df . il wwy. i df . i | / hebr ew or gani zat i on/ horref r ont / mmmmmm=d507e1d3nmm |B ock 2
mmmm d507e1d3
. . Uhtraceabl e S3. Sessions: Protocol violation
80.179. 9. 62 I srael 147.237.72. 166 [aka. i df . i | (SSL_CONN_APPLI CATI ON_DATA_EXCHANGE) None 1
. . . JLntraceabl e S3. Sessi ons: Protocol violation
2.54.128. 111 I srael 147.237.72.167|i shuri maka. i df . i (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
173. 208. 206. 206|Lhited Sates |147.237.0.19 nadi matal .idf.illUnaut hori zed URL Access to 1144l u. comd Bl ock 1
. - Uhtraceabl e S3. Sessions: Protocol violation
109. 253. 131. 50 |l srael 147.237.72. 166 |aka. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
. . Untraceabl e S3. Sessions: Protocol violation
66. 249. 93. 32 | srael 147.237.72. 166 |aka. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
. - Uhtraceabl e S3. Sessions: Protocol violation
87.70. 35. 89 I srael 147.237.72. 166 |aka. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
. . Untraceabl e S3. Sessions: Protocol violation
46.19. 86. 72 | srael 147.237. 72. 156 |aman. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
31.168. 16. 94 I srael 147.237.72. 166 |aka. i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
. . Unhtraceabl e S3. Sessions: Protocol violation
185. 32.179. 111 |lIsrael 147.237.72. 166 |aka. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
66. 249. 64. 80 Lhited Sates [147.237.76.200|eitan. aka.idf.il |Uauthorized URL Access to wu ei tan. aka.idf.il/1105-en/ cont act us. aspx |B ock 1
212.199. 251. 2271 srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mode None 1
. . Untraceabl e S Sessions: Protocol violation
109. 66. 170. 22 |l srael 147.237.72. 166 |aka. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
. - Uhtraceabl e S3. Sessions: Protocol violation
84.108. 96. 57 I srael 147.237.72. 166 |aka. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
. . Untraceabl e S Sessions: Protocol violation
37.142.64.101 |Israel 147.237.72. 166 |aka. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
194. 90. 128. 185 |l srael 147.237.77.216|dover.i df . i Unaut hori zed URL Access to www i df.il/images/ 1. he/ trigger. png B ock 1
80. 246. 130. 153 [l srael 147.237.77.216|dover. i df . il D stributed Lhauthori zed URL Access on www i df.il/error.htm B ock 1
. . Uhtraceabl e S3. Sessions: Protocol violation
109. 253. 146. 141 |l srael 147.237.72. 156 [aman. i df . i | (SSL_CONN_APPLI CATI ON_DATA_EXCHANGE) None 1
72.2.139. 139 Uhited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to ww i df.i|/894-en/i df gdover. aspx B ock 1
. . . |Uhtraceabl e SS. Sessions: Arotocol violation
46. 19. 86. 226 I srael 147.237.72.167|i shuri maka. i df . i (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
. - Uhtraceabl e S3. Sessions: Protocol violation
87.70. 36. 161 I srael 147.237.72. 166 |aka. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
31.168. 16. 94 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
. . Untraceabl e S3. Sessions: Protocol violation
188. 120. 134. 161l srael 147.237.72. 156 [aman. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
81.218.241.26 |[Israel 147.237.77.216|dover.idf .il Unaut hori zed URL Access to ww i df.il/images/ 1. he/ back. png B ock 1
. . Uhtraceabl e S3. Sessions: Protocol violation
79.177.194.96 |[Israel 147.237.72. 166 [aka. i df . i | (SSL_CONN_APPLI CATI ON_DATA_EXCHANGE) None 1
. . . JLntraceabl e S3. Sessi ons: Protocol violation
138. 134.192. 10 |l srael 147.237.72. 167 i shuri maka. i df . i (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
. . Uhtraceabl e S3. Sessions: Protocol violation
66.249.64.122 [Israel 147.237.72. 156 [aman. i df . i | (SSL_CONN_APPLI CATI ON_DATA_EXCHANGE) None 1
109. 67.15. 149 | srael 147.237.72. 156 |aman. i df . i | Untraceabl e S Sessions: Frotocol viol ation None 1

(SSL_CONN_APPL| CATI ON_DATA EXCHANGE)
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