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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
212.179. 34.170 | srael 147.237.72. 167 ishurimaka idf.il |Anonal y-TLS renegotiation-di dest - reset 194
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 58

193. 242.218. 6 Sitzerl and 147.237. 76. 86 navy.idf.il Bl ock Wp Al Nets dr op 2

185. 130. 5. 179 147.237.76. 31 nakchal .i df .| Block Udp All Nets drop 1

185. 130. 5. 201 147.237.76. 177 ncore.idf.il Bl ock Udp Al _Nets drop 1

185. 130. 5. 201 147.237.76. 197 e hinush.idf.il ock Wp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnature Devi ce Action |Count |
106. 38. 241. 144 Chi na 147.237.77.216 |dover.idf.il Cl000071: HTTP:. User Agent Sogou+web+spi der B ock 5
203.171. 41. 47 New Zeal and 147.237.77. 74 lawidf.il 5670. HTTP. SQ Injection (SELECT) B ock 4
65. 55. 213. 24 Lhited Sates 147.237.0. 34 tikshuv.idf.il [ClL000138: HTTP. prefix 1.01 in the IR B ock 2
78. 46. 50. 246 Ger many 147.237.77.176  |matpash.idf.il [Cl000074: HITP. naj estic bot B ock 2
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry |Ste |Signature |Count |
203.171. 41. 47 147.237.77.74  |New Zeal and lawidf.il SQ Injection - Select From 4
221.139.14.120 147.237.77.216 |Korea, Republic of dover.idf.il Tehila - Perl LWP with fake user agent 3
41.33.231. 90 147.237.77.216  |Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 2
212.33.112. 140 147.237.77.176 |Palestinian Territory, Gcupied |natpash.idf.il ET SCAN NVAP -sA (2) 2
195. 34. 150. 18 147.237.77.216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 2
193. 105. 134. 220 |147.237.77.216 |Sweden dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
185. 91. 119. 124 147.237.8.14 e.orchot.idf.il ET SCAN NMAP -sS wi ndow 1024 1
121.201. 27. 61 147.237.76. 34 Chi na yohal an. i df .| ET SCAN Potential SSH Scan 1
40.118.70.73 147.237.0. 16 Lhited Sates ny-kosher-kravi . i df . il ET SCAN Potential SSH Scan 1
189. 202. 241. 84 147.237.76. 44 Mexi co e.refuah.idf.il ET SCAN NMAP -sS wi ndow 3072 1
121. 201. 27. 61 147.237.76.201 [China eatal .idf.il ET SCAN Potential SSH Scan 1
80. 178. 150. 44 147.237.77.216 |lIsrael dover.idf.il portscan: TCP DO stributed Portscan 1
40.118.70. 73 147.237.0. 33 Lhited Sates idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker . Devi ce
Attacker Address count ry Target Address |Ste Signature Acti on
54.244.22.103 |Whited Sates 147.237.0.34 |tikshuv.idf.il dr op Frst packet isn't SN drop 103
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
46. 19. 85. 146 I srael 147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber nonitor |10
212.143.142.56 |Israel 147.237.77. 216 |dover . i df i | drop First packet isn't SWN drop 7
123. 108. 246. 170|Bangl adesh 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 6
31.210.186.94 |lIsrael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber nonitor |6
31.210.186.94 |Israel 147.237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
41. 33. 232. 66 Egypt 147.237.77. 216 [dover. i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor 6
Sreaming Engine: TGP Invalid i i ssi
79.182. 230. 246 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dropped.
46.19.85.0 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber alert 6
54.244.22.103 |Whited Sates 147.237.77.233|ata .idf.il dr op First packet isn't SYN drop 5
213.246.49.97 |Fance 147.237. 72. 156 |anan.i df .i | drop SAMrul e drop 4
203.171.41.47 |New Zealand  |147.237.77.74 [lawidf.il drop First packet isn't SWN drop 4
37.46.41.36 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber nonitor |4
195.34.150.18 |Austria 147.237.77. 216 |dover.idf il B ock HTTP Non Conpli ant Failed to handl e connection data |nonitor |4
Sreaning Engine: TGP Invalid i i ssi
109. 66. 109. 69 |l srael 147. 237.72. 166 |aka i of . i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
176.13.3.142  |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. . 3
Ret r ansni ssi on Packet dropped.
37.46. 38. 156 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d ACGK nunber monitor |3
Russi an . s Sreaming Engine: TGP Invalid |invalid segnent retransnissi on.
93. 158. 152. 49 eration 147. 237. 76. 147 |chi nuch. aka.i df .i | Ret 1 ansmi ssi on Packet dr opped. drop 3
reamn ine: TCP Invali i i ssi
79.176. 187. 140 |Israel 147.237.72. 166 |aka.i df . i Streamng Engi ne: TCP alid imvalid segnent retransnissi on drop 3
Ret r ansni ssi on Packet dropped.
37. 46. 38. 156 I srael 147.237. 77. 216 |dover. i df .i SYN Attack SYN -> SYN-ACK -> RST rej ect
94.77.196. 82 Saudi Arabia  |147.237.77.216 |dover.idf.il B ock HTTP Non Conpli ant Fai l ed to handl e connection data |nonitor
Sreaning Engine: TGP Invalid i i ssi
46.19. 86. 48 I srael 147. 237.72. 166 |aka. i of .11 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
2.52.156.166 |l srael 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. . 3
Ret r ansni ssi on Packet dropped.
41.33.231.90 Egypt 147.237.77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |monitor 3
Sreanming Engine: TCP Invalid i i ssi
185.32.179.67 |israel 147. 237, 77. 243 |nobi 1 e. i of . i | 9 =g Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i SSi
2.54.13. 227 I srael 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
46. 19. 85. 146 I srael 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber alert
37.46.38. 25 I srael 147.237. 77. 216 [dover. i df i SYN Attack SYN -> SYN-ACK -> RST rej ect
Sreaning Engine: TGP Invalid i i ssi
85. 65. 87. 89 I srael 147. 237.72. 166 |aka. i of .11 9 =9 Invalid segnent retransmssion. |, 2
Ret r ansni ssi on Packet dropped.
203.127. 96. 219 |S ngapore 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 2
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 2
2.54.30.115 I srael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 2
203.127. 96. 218 |S ngapore 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 2
. . SYNtAXK retransmt with .
203.127.96. 219 |9 ngapore 147.237. 77. 216 |dover. i df .i Bad TCP sequence di fferent v ndow scal e noni t or 2
109. 66. 144. 254 |l srael 147.237. 77. 216 |dover. i df .i SYN Attack SYN -> SYN-ACK -> RST rej ect 2
31.210.188. 106 |lsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 2
203.127. 96. 218 |9 ngapore 147.237.77. 216 |dover . i df .i | SYN At tack SYN -> SYN-ACK -> Tineout |[reject 2
31.210. 188. 106 |l srael 147.237. 77. 216 |dover. i df .i SYN Attack SYN -> SYN-ACK -> RST rej ect 2
5.22.131.38 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 2
46.19.85.215  |israel 147.237.77. 226 | "} " chamatz.aka.1df |pad TGP sequence Inval i d ACK number moni tor  [2
e SYN+ACXK retransnmit wth .
203. 127. 96. 218 |S ngapore 147.237. 77. 216 |dover. i df .i | Bad TCP sequence different vindow scal & noni t or 2
52. 33. 66. 29 Lhited Sates |147.237.0.34 |[tikshuv.idf.il drop First packet isn't SWN drop
208. 115.113.89 |lhited Sates [147.237.77.216 |dover.idf.il drop First packet isn't SYN drop
37.46.38.25 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
Sreaning Engine: TGP Invalid i i ssi
180.76.15. 154  |china 147. 237. 76. 200 |ei tan. aka i of . i 9 =9 Invalid segnent retransmssion. |, 2
Ret r ansni ssi on Packet dropped.
203.127. 96. 219 |S ngapore 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 2
65. 49. 14. 148 g”&;ymus 147.237.72. 166 |aka.i df . i drop Frst packet isn't SN drop 2
e SYN+tACXK retransmt wth .
203.127.96. 216 |9 ngapore 147.237.77. 216 |dover.idf.il Bad TCP sequence di fferent vi ndow scal e noni t or 1
193. 105. 134. 220|Sweden 147. 237. 76. 147 |chi nuch. aka. i df . i SYN Attack SYN -> SYN-ACK -> RST rej ect 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
. . . |Too Many of the Sane Response (ode (404) in Session from
109. 253. 159. 108|l sr ael 147.237.0.19 |[nadimatal .idf.il 109. 253. 159. 108 Bl ock 292
109. 253. 159. 108]l srael 147.237.0.19 |[nadimatal .idf.il|Ostributed Suspicious Response Code B ock 159
93.172.58. 72 I srael 147.237.77. 216 |dover.i df . il Ml tipl e Unauthorized URL Access from 93.172.58. 72 B ock 40
79.177.116.17 |lIsrael 147.237.0.19 |nadimatal .idf.il{DOstributed Suspicious Response Code B ock 37
80. 178. 157. 105 |l srael 147.237.77.216|dover. i df . il D stributed Lhaut hori zed UR. Access on wwww i df.il/error.htm B ock 8
221.139.14.120 |7 Repblic |y 47 237.77. 216 |dover. i df . i | Distributed PHP At enpt Bock |8
221. 139. 14. 120 Okfre& Republ i€y 47 237, 77. 216 |dover. i df . i | Mil tipl e Unaut hori zed URL Access from 221.139. 14. 120 B ock 4
80.178.157. 116 |l srael 147.237.77.216|dover.i df . il D stributed Lhauthori zed URL Access on www i df.il/error.htm B ock
109. 64.191.37  |Israel 147.237.0.19 |nadimatal . i df . i I|Suspi ci ous Response Code B ock
. . . . JLntraceabl e S3. Sessi ons: Protocol violation
120. 19. 47. 202 |Australia 147.237.72.167|i shuri maka. i df . i (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 2
93.172.58.72 | srael 147.237.77.216|dover. i df .il Uhaut hori zed URL Access to www i df.il/1133-23147-he/ dover. asp B ock
23.27.248. 29 Lhited Sates |147.237.77.216|dover.idf .il Ostributed PHP Attenpt B ock
197.15.69. 194 |Tunisia 147.237.77. 216 |dover.idf .il Unaut hori zed URL Access to wa i df.il/xnmrpc. php B ock
} . . Uhaut hori zed URL Access to
157.55.39. 173 |lWited Sates [147.237.77.233|atal .idf.il v at al i df .|/ shar ec user cont rol s/ header upper / Bl ock 2
40.77.167. 10 Lhited Sates |[147.237.72.166|aka.idf .il Unknown Paraneter tmin ww aka. i df.il/main/giyus/ None
220. 255. 146. 34 |9 ngapore 147.237.77. 216 |dover.i df . il Ostributed Wnhaut hori zed URL Access on waw i df.il/error. htm B ock
Russi an . ] Untraceabl e S3. Sessions: Protocol violation
141. 8.132. 112 er ati on 147.237.72. 166 |aka. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 2
95. 154. 214. 2 LK!i“r:gegom 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to refua. atal .idf.il/ol d/wp-admn/ B ock 2
221.139. 14. 120 E?rea Republic ) 17 237.77. 216 dover.idf.il Unaut hori zed URL Access to ww idf.il/bl og/wp-1ogin. php B ock 2
23.27.248. 29 Uited Sates |[147.237.77.216|dover.idf.il D stributed Waut hori zed URL Access on waw i df . il /xmrpc. php B ock 2
. . Uhtraceabl e S3. Sessions: Protocol violation
109. 253. 129. 198|l sr ael 147.237.72. 166 [aka. i df . i | (SSL_CONN_APPLI CATI ON_DATA_EXCHANGE) None 2
220. 255. 148. 102|9 ngapor e 147.237.77.216|dover.idf .l Ostributed Wnaut horized URL Access on waw idf.il/error.htm B ock
64. 79. 85. 205 Lhited Sates |147.237.77. 170 |maarachot.idf.i| |UR. is Above Root Drectory naarachot.idf.il/../ B ock
176. 32. 230. 24 Ei“'ntgegom 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to refua. atal .idf.il/wp/ wp-adnin/ B ock 2
68.180.228.112 |lhited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to wan i df.il/english/news/jeninkilled stn B ock 2
. . Uhtraceabl e S3. Sessions: Protocol violation
66. 249. 69. 34 I srael 147.237.72. 166 [aka. i df . i | (SSL_CONN_APPLI CATI ON_DATA_EXCHANGE) None 2
: . . Unaut hori zed URL Access to
40.77.167.44  |Uhited Sates |147.237.77.234|hal ag.idf.il vwn | ogi sti cs. atal i df .1 1/t enpl at es/ shar ed/ user cont ol s/t aj ector/ Bl ock 2
192.110.214.2 |Uhited Sates |[147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to refua.atal.idf.il/wordpress/wp-adnin/ B ock 2
65.55.210.126 |lLhited Sates [147.237.77.216|dover.idf.il D stributed Uhaut hori zed URL Access on wawidf.il/error.htm B ock 2
207.46.13.128 |wited Sates |[147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ B ock 2
80.179.9.7 | srael 147.237.77.216|dover.idf .il D stributed Lhauthori zed URL Access on ww i df.il/error.htm B ock 2
72.47.224.25 Lhited Sates |147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to refua atal .idf.il/test/wp-admin/ B ock 2
221.139.14. 120 OK?rea, Republic |y 17 237.77. 216 dover.idf.il D stributed Waut hori zed UR. Access on waw i df . il/wp-I ogin. php B ock 2
197.15.69. 194 |Tunisia 147.237.77.216|dover. i df .i |l Dstributed PHP At enpt B ock
149. 88.122.28 |l srael 147.237.77.216|dover.idf .l SSL Untraceabl e Connection - Cpen Mde None
213.251. 182. 111|France 147.237.76.42 |refuah.idf.il Uhaut hori zed LRL Access to refua. atal.idf.il/bl og/ wo-adnin/ B ock
. . Untraceabl e S3. Sessions: Protocol violation
79.176.9. 119 I srael 147.237.72. 156 |arman. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 2
. . Unhtraceabl e S3. Sessions: Protocol violation
66. 249. 69. 50 | srael 147.237.72. 166 |aka. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
. . Untraceabl e S3. Sessions: Protocol violation
46.117.234.33 |Israel 147.237.72. 156 |arman. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
. . Unhtraceabl e S3. Sessions: Protocol violation
79.181.173.30 |Israel 147.237.72. 166 |aka. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
66.249.84.165 |lsrael 147.237.77.216|dover. i df . il D stributed Lhauthori zed URL Access on ww i df.il/error.htm B ock 1
. . . JLntraceabl e S3. Sessi ons: Protocol violation
109. 160. 135. 222|I srael 147.237.72.167|i shuri maka. i df . i (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
66.249.69.26  |Israel 147. 237.77. 216 |dover . i df . i | thaut hor i zed URL Access to B ock 1
w i df . i1/t enpl at es/ shar ed/ user cont r ol s/ navnenu/
. . Untraceabl e S3. Sessions: Protocol viol ation
84. 108. 35. 62 I srael 147.237.72. 166 |aka. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
. . . .|Unhtraceabl e S3. Sessions: Protocol viaolation
79.176.188. 118 |l srael 147.237.72. 167 i shuri maka. i df . i (SSL_CONN_APPLI CATI ON_DATA_EXCHANGE) None 1
. . Unhtraceabl e S3. Sessions: Protocol viol ation
185.32.179.86  |lsrael 147.237.72. 166 |aka. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
. . . Uhaut hori zed URL Access to
66.249.78. 223 | sr ael 147.237.77. 243 [nobi | e. i df . i1 nobi | e.idf.il/categorytenpl ates/|istchil ddocunent s/ 1745 Bl ock !
] . . Unhtraceabl e S3. Sessions: Protocol viol ation
64.62.219.148 |lWited Sates |147.237.72.166aka.idf.il (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
Uhaut hori zed URL Access to
207.46.13.127 |whited Sates |[147.237.77.216|dover.idf.il www i df . i |/ 1133- 14322- he/ dover . aspxx3 (¢ B A3 a€5C A, (5 €3 B ock 1
G Avx3 aaxs A—x3 (3 AP A CpacsCr As (3 aesCe Ay
] ; . Untraceabl e S3. Sessions: Protocol violation
157.55.39. 221 |lhited Sates [147.237.72. 156 |anan. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
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