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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country

|Target Address |Site |Signature |Device Action |Count |
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack drop 91
212.179. 54. 237 | srael 147.237.72. 167 ishurimaka.idf.il Bl ock_Udp All _Nets drop 2
104. 238. 129. 180 147.237.76. 177 ncore.idf.il Block Np All Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry rget Address |Site Devi ce Action |Count
62.210. 170. 165 France 147.237.77.216 |dover.idf.il CL000074: HTTP. maj estic bot B ock 6
106. 38. 241. 144 Chi na 147.237.77.216 |dover.idf.il CL000071: HTTP: User Agent Sogou+web+spi der B ock 4
87.71.45.179 | srael 147.237.77.216 |dover.idf.il C1000008: HTTP: Xenu User Agent Bl ock 2
78. 46. 50. 246 Ger many 147.237.77.176  |matpash.idf.il [Cl000074: HITP. naj estic bot B ock 2
87.71. 45. 179 I srael 147.237.72.166 |aka.idf.il C1000008: HTTP: Xenu User Agent B ock 2
157. 55. 39. 97 Lhited Sates 147.237.0. 34 tikshuv.idf.il [ClL000138: HITP. prefix 1.0l in the LR B ock 1
51. 255. 65. 69 United Ki ngdom 147.237.77. 74 lawidf.il Cl000146: HTTP. AnrefBot craw er B ock 1
87.71.45.179 I srael 147.237.76. 86 navy.idf.il C1000008: HTTP: Xenu User Agent Bl ock 1
51. 255. 65. 70 United Ki ngdom 147.237.77. 74 lawidf.il C1000146: HITP. AhrefBot craw er Bl ock 1
87.71.45.179 I srael 147.237.77. 74 lawidf.il C1000008: HTTP: Xenu User Agent B ock 1
40.77.167.71 Lhited Sates 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the LRL B ock 1
51. 255. 65. 20 United Ki ngdom 147.237.77. 74 lawidf.il C1000146: HITP. AnrefBot craw er Bl ock 1
51. 255. 65. 23 United Ki ngdom 147.237.77. 74 lawidf.il Cl000146: HTTP. AnrefBot craw er B ock 1
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Qountry

Signature

195. 34. 150. 18 147.237.77.216  |Austria dover.idf.il Tehila - Perl LW with fake user agent 3
59. 45. 79. 117 147.237.72. 167 Chi na ishurimaka.idf.il ET SCAN Potential SSH Scan 1
94. 102. 51. 30 147. 237.76. 177 Net her | ands ncore.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237. 8. 45 Chi na e.eitanidf.il ET SCAN Potential SSH Scan 1
93.174.93. 144 147.237.0.19 Net her | ands madi matal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
50. 204. 188. 142 147.237.77.19 Lhited Sates | awforumidf.il ET SCAN NMAP -sS wi ndow 3072 1
91.223.25.134 147.237.77. 205 Russi an Federation prisha idf.il ET SCAN NMAP -sS wi ndow 1024 1
50. 204. 188. 142 147.237.77.19 Lhited Sates I awforumi df il ET SCAN NVAP -f -sS 1
87.106. 252. 174 147. 237. 76. 196 Ger many e.svivaidf.il ET SCAN Potential VNC Scan 5900- 5920 1
218. 246. 0. 97 147. 237.77. 178 Chi na e. nat pash. i df . i1 ET SCAN NVAP -sS w ndow 1024 1
59. 45. 79. 117 147. 237.77. 205 Chi na prishaidf.il ET SCAN Potential SSH Scan 1
189. 202. 241. 84 147. 237.8. 28 Mexi co e. nobi | e-ks.idf.il ET SCAN NMAP -sS wi ndow 2048 1
59. 45. 79. 117 147. 237. 76. 201 Chi na e.atal.idf.il ET SCAN Potential SSH Scan 1
189. 202. 241. 84 147.237.8. 28 Mexi co e. nobi | e-ks.idf.il ET SCAN NVAP -f -sS 1
59. 45. 79. 117 147. 237. 76. 197 Chi na e. hi nush. i df .i | ET SCAN Potential SSH Scan 1
177. 43. 249. 41 147. 237. 76. 202 Brazil e halag.idf.il ET SCAN NVAP -sS w ndow 2048 1
59. 45. 79. 117 147.237.76. 34 Chi na yohal an. i df .| ET SCAN Potential SSH Scan 1
121. 201. 27. 61 147.237.76. 38 Chi na e.eneitav.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237.72. 166 Chi na aka.idf.il ET SCAN Potential SSH Scan 1
94.102. 51. 30 147. 237.8.27 Net her | ands e.madi matal .idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.0. 17 Chi na mny- kosher -kravi . i df.il ET SCAN Potential SSH Scan 1
91.223. 25. 134 147. 237.77. 233 Russi an Feder ati on atal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
50. 204. 188. 142 147.237.77.19 Lhited Sates I awforumi df il ET SCAN NMAP -sS wi ndow 2048 1
87.106. 252. 174 147. 237. 76. 200 Ger many eitan aka.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
59. 45. 79. 117 147.237.77. 216 Chi na dover.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.77. 179 Chi na e.mazi.idf.il ET SCAN Potential SSH Scan 1
189. 202. 241. 84 147. 237.8. 28 Mexi co e. nobi | e-ks.idf.il ET SCAN NMAP -sS wi ndow 1024 1
59. 45. 79. 117 147. 237. 76. 200 Chi na eitan aka.idf.il ET SCAN Potential SSH Scan 1
177. 43. 249. 41 147. 237. 76. 202 Brazil e.halag.idf.il ET SCAN NMAP -sS wi ndow 3072 1
59. 45. 79. 117 147.237.76. 38 Chi na e.eneitav.idf.il ET SCAN Potential SSH Scan 1
177. 43. 249. 41 147. 237. 76. 202 Brazil e.halag.idf.il ET SCAN NVAP -f -sS 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address |dte Signature z\t/ii (;i
31.210.188.83 |Israel 147.237.72. 166 |aka. i df .i Bad TCP sequence I'nval i d ACK nunber nonitor |37
31.210.188.83 |Israel 147.237. 72. 166 |aka. i of .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 37
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 34
31.210. 186. 94 | srael 147.237.72. 166 |aka. i df . il Bad TCP sequence Invalid ACK nunber noni t or 17
31.210.186.94 |Israel 147.237. 72. 166 |aka. i of .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 17
82. 145, 221. 120 |Eur ope 147. 237. 77. 216 |dover.i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 14
109. 253. 208. 175|l srael 147.237. 77. 216 [dover.i df .i | Bad TCP sequence Invalid ACK nunber noni t or 12
46.19.85.0 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber monitor |12
46.19. 85. 21 I 'srael 147.237. 77. 216 [dover. i df i Bad TCP sequence Inval i d ACK nunber noni t or 6
41. 33.232. 66 Egypt 147.237. 77. 216 [dover.i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonit or 6
46.19.85.41 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber aert 6
46.19.85.0 I 'srael 147.237. 77. 216 [dover. i df i Bad TCP sequence Inval i d ACK nunber alert 6
46. 19. 85. 41 I srael 147. 237.77. 216 |dover.i df .i | Bad TCP sequence I'nval i d ACK nunber nonitor |6
46.19.85.21 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber aert 6
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 5
75.128.201. 242 |[Wited Sates 147. 237. 77. 216 |dover . i of . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 5
54.244.22.103 |lhited Sates 147.237.77. 176 |nat pash. i df .i | drop Frst packet isn't SYN drop 4
195.34.150.18 |Austria 147.237.77. 216 |dover.idf. il Bl ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor |4
37.8. 26.56 gjcis;ii:(ijm Territoryly 47, 237, 77. 176 |ratpash.iof.il  |drop First packet isn't SWN drop 4
5.102.218.156 | srael 147.237.72. 166 |aka.i df . Streamng Engi ne: TCP Inval i dlinvalid segrent retransmssion drop 3
Ret ransni ssi on Packet dr opped.
103. 56. 85. 55 147.237.72. 166 |aka. i df . Bad TCP sequence (ﬂ}”ﬁ;ﬁ;ggﬂgfm moni tor |3
2.52.156.166  |Israel 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid invalid segnent retransnissi on drop 3
Ret ransni ssi on Packet dr opped.
94.77.196. 82 Saudi Arabia 147.237.77. 216 |dover.i df .i | Bl ock HTTP Non Gonpl i ant Failed to hand e connection data |nonitor 3
46. 19. 85. 73 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 3
151.55.103. 106 |Italy 147.237.77. 216 |dover.idf. il Bl ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor |2
68. 180.228. 109 |lhited Sates 147.237.0.34  |tikshuv.idf.il drop Frst packet isn't SN drop 2
136. 243. 67. 234 |Ger many 147.237.77.74 |lawidf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor |2
2.54.159.225  |Israel 147.237.76.42 |refuah.idf.il Veéb Server Enf or cerent Véb Servers S ow HITP Denial of | o 2
Mol ation Service
141. 212. 122. 186|Wited Sates 147.237.76.198|e.yohal an.idf.il |Geo-| ocation enf or cenent Sﬁ?olr ggﬁzinfn I nbound drop 1
54.184.117.36 |Lnited Sates 147.237.72. 167 |i shurimaka.i df i1 |[SYN At t ack SYN -> SYN-ACK -> Timeout [reject 1
141.212. 122, 134|thited Sates 147.237.76.30 |hi nush.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
193. 105. 134. 220|Sweden 147.237.77. 233 |atal .idf. il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
115. 239. 212. 54 |Chi na 147.237.77. 176 |nat pash. i df . i | Bl ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor |1
191. 242.179. 26 |Brazil 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 1
149.78.154. 69 |l srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber mnitor |1
54.184.117.36 |lhited Sates 147. 237. 76. 148 |gacent er. aka. i of . i [dr op drop 1
141.212.122. 137 |Whited Sates 147. 237. 77. 176 |nat pash. i of . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 1
128.232.110.29 |United Ki ngdom 147.237.72. 167 [i shurimaka. i df .i| [SYN At t ack SYN -> SYN-ACK -> RST aert 1
193. 105. 134. 220|Sweden 147.237.77.74 [lawidf.il SYN Attack SYN -> SYN-ACK -> Timeout [reject 1
94. 230. 86. 129 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
184. 105. 139. 120|Wnited Sates 147.237.76. 44 |e.refushicf.il  [Geo-1 ocation enf or cenent Sﬁfolr ggﬁ;imon I nbound drop 1
66. 240, 192. 138 |Whited Sates 147.237.77. 178 |e.matpash.idf.il  [Geo-| ocati on enf or cenent Sﬁ?olr ggﬁ:n?” I nbound drop 1
141.212.122. 189|tited Sates 147.237.77. 234 |hal ag.i df . i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
54.184.117.36 |Lnited Sates 147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Timeout [reject 1
141.212.122. 135|United Sates 147.237.0.15  |kosher-kravi.idf.i|SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
123.125.71.86 |China 147.237.72. 156 |anan.idf . il drop Frst packet isn't SN drop 1
193. 105. 134. 220|Sweden 147.237. 72. 166 [aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 1
5. 102. 254. 228 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
91.200.12.24  [Ukraine 147.237.76.31 |nakchal.idf.il  |Bad TCP sequence md:;tvrsin;rit wehdifferent | oonitor |1
54.184.117.36 |Wited Sates 147.237.76.197 e himsh.idf.il  [Geo-| ocation enf or cenent Geo-I ocati on i nbound drop 1

enf or cenent
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Acti on ‘Count
182. 48.49. 155 |Japan 147.237.72. 166 |aka. i df . i | Mil ti pl e UWnaut hori zed URL Access from 182. 48. 49. 155 B ock 10
87.71.45.179 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod HEAD for waw aka. i df.il/mai n/ gi yus/ B ock
94.185.83.100 |Sweden 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to test p4. pospr.waw pl / t est proxy. php B ock
68.180.230.29 |United Sates |147.237.77.176|matpash.idf.il |2 am®ter Type Violation PageNimin Bl ock 2
wan cogat . i df . i | /1043- he/ cogat . aspx
104. 194. 26. 205 |United Sates [147.237.77.216|dover.idf .il Unaut hori zed URL Access to waw i df.i|/wp-1ogin. php B ock 2
. . . Uhaut hori zed URL Access to
91. 200. 12. 24 Wrai ne 147.237.72. 166 |aka. i df . i | 147. 237, 72. 166/ f ckedi t or/ _what snew ht ni B ock 2
212. 143. 66. 6 I srael 147.237.77.216|dover. i df .i | Uhaut hori zed URL Access to waw i df. il /kesher B ock 2
141.212. 122. 129|thited Sates [147.237.76.30 |hi nush.idf.il Uhaut hori zed URL Access to /x B ock 2
45.64.133. 78 Bangl adesh 147.237.77.74 |lawidf.il PHP Attenpt B ock 2
94.185.83.100 [Sweden 147.237.77.19 |lawforumidf.il [Uauthorized URL Access to testp2. czar. biel ana. pl / test proxy. php B ock 2
. . . Uhaut hori zed URL Access to
69.58.178.57  |lnited Sates |[147.237.77.176 |nat pash. i df . i | v cogat . i df .11/ shar ed/ user cont r ol s/ header upper / B ock 2
182.48.49. 155  |Japan 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to aka.idf.il/wp-adm n/ Bl ock 2
. . . Uhaut hori zed URL Access to
91. 200. 12. 24 kr ai ne 147.237.77.19 |lawforumidf.il 147.237.77. 19/ f ckedi tor/_what snew. ht mh B ock 2
. . Lhtraceabl e S Sessi ons: Protocol viol ation
66. 249. 69. 34 I srael 147.237.72. 166 |aka. i df . i | (SSL_CONN_APPLI CATI ON_DATA_EXCHANGE) None 2
141.212.122. 129|thited Sates |147.237.77. 176 |nat pash. i df . i | Uhaut hori zed URL Access to /X B ock
45.64.133. 78 Bangl adesh 147.237.77.74 [lawidf.il Unaut hori zed URL Access to www | aw i df.il/xmrpc. php B ock
94.185.83.100 [Sweden 147.237.77.74 [lawidf.il Uhaut hori zed URL Access to testp3. pospr.waw pl / t est proxy. php Bl ock
. . Lhtraceabl e S Sessions: Protocol viol ation
84.108.43.150 |[lIsrael 147.237.72. 166 |aka. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 2
193. 201. 227. 93 |lkrai ne 147.237.77.216|dover. i df . i | Unaut hori zed URL Access to v i df.il/english/' B ock 2
128.232.110. 28 z‘;;gom 147.237.72.167|i shuri maka. i df . i [|Unaut hori zed URL Access to 147.237.72.167/ B ock 2
. . . Uhaut hori zed URL Access to
91. 200. 12. 24 Wrai ne 147.237.77. 216 |dover.idf .i | 147. 237, 77, 216/ f ckedi t or/ _what snew ht ni B ock 2
157.55.39.254 |wited Sates |147.237.77.216|dover.idf.il D stributed Lhaut hori zed URL Access on waw i df.il/error. htm B ock 2
94.185.83.100 |Sweden 147.237.77. 176 |mat pash. i df . i | Uhaut hori zed URL Access to testp5. miel no. | ubin. pl /t est proxy. php B ock 2
195. 154. 173. 103|France 147.237.77.216|dover . i df . i | Unaut hori zed LRL Access to www idf.il/nazi B ock 2
141, 212.122. 129|United Sates [147.237.0.15 |kosher-kravi . i df . i|Unaut hori zed URL Access to /x B ock 2
5.9.106. 81 Ger many 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to waw i df . il/newsitel engli sh/ nain. asp B ock 2
. . . Uhaut hori zed URL Access to
91. 200. 12. 24 kr ai ne 147.237.77.233|atal .idf.il 147. 237.77. 233/ ckedi t or/_what snew ht i B ock 2
104. 194. 26. 205 |United Sates [147.237.77.216|dover.idf .il PHP At t enpt B ock 2
91. 200. 12. 24 kr ai ne 147.237.0.34 |tikshuv.idf.il Unaut hori zed URL Access to 147.237.0. 34/ f ckedi t or/ _what snew ht M |B ock 2
141.212.122. 129|Uhited Sates |147.237.72.166aka.idf.il Unhaut hori zed URL Access to /x B ock 2
66. 249. 69. 26 I srael 147.237.77.216|dover.i df . il Distributed Uhaut hori zed URL Access on waw i df.il/error. htm B ock 1
66. 249. 69. 32 Lhited Sates |[147.237.77.216|dover.idf.il Uhaut hori zed URL Access to 147.237.77. 216/ robot s. t xt B ock 1
66. 249. 69. 26 | srael 147.237.77.216|dover.i df .i | Uhaut hori zed URL Access to v idf.il/error. htm B ock 1
. . . . |Uhtraceabl e S9. Sessions: Protocol violation
2.54.41.113 | srael 147.237.72.167|i shuri maka. i df . il (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
. . Lhtraceabl e S Sessions: Protocol viol ation
109. 65. 199. 118 |Israel 147.237.72. 166 |aka. i df . i | (SSL_CONN_APPLI CATI ON_DATA_EXCHANGE) None 1
. . Lhtraceabl e S Sessions: Protocol viol ation
217.132.64. 140 |lsrael 147.237.72. 156 |anan. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
66. 249. 69. 26 Lhited Sates |[147.237.77.216|dover.idf.il Distributed Whaut hori zed URL Access on waw i df.il/error. htm B ock 1
. . . . |Uhtraceabl e SS. Sessions: Protocol violation
2.54.190. 80 I srael 147.237.72.167|i shuri maka. i df . il (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
. . Lhtraceabl e S3. Sessions: Protocol viol ation
66.249. 69.149 [Israel 147.237.72. 166 |aka. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
- . Lhtraceabl e S Sessions: Protocol viol ation
46.19. 85. 132 I srael 147.237.72.166 |aka. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
66. 249. 69. 26 Lhited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to wanidf.il/error.htm B ock 1
: . . Lhtraceabl e S Sessions: Protocol viol ation
68.180.229. 239 |lnited Sates |147.237.72.166|aka.idf.il (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
. . Lhtraceabl e S Sessions: Protocol viol ation
176.13.16.135 |lIsrael 147.237.72. 166 |aka. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
. ; Lhtraceabl e S Sessions: Protocol viol ation
66.249.64.112 |Israel 147.237.72. 156 |anan. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
66. 249. 69. 32 I srael 147.237.77.216|dover . i df . i | Uhaut hori zed URL Access to 147.237.77. 216/ robot s. t xt B ock 1
: . . Lhtraceabl e S Sessions: Protocol viol ation
207.46.13.193 |lnited Sates |147.237.72.166|aka.idf.il (SSL_CONN_APPLI CATI ON_DATA_EXCHANGE) None 1
. . . . |Uhtraceabl e S9. Sessions: Protocol violation
14.0.207. 178 Hong Kong 147.237.72.167|i shuri maka. i df . il (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
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