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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

|Target Address

| site

|Signature |Device Action |Count |
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page Fl ood Attack drop 96
51. 255. 232. 67 Uni ted Ki ngdom 147.237.76. 39 nobi | e. nei tav.idf.il Bl ock_Udp All _Nets drop 1
71.6.165. 200 Lhited Sates 147.237.76. 198 e.yohal an.idf.il B ock Np All Net drop 1
192. 99. 58. 235 Canada 147.237.76.38 e.eneitav.idf.il B ock Np Al Net drop 1




02-22-2016-04:04:02 to 02-22-2016-05:04:02

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Slgnalure Devi ce Action |Count

87.71.45.179 I srael 147.237.72. 166 aka.idf.il [Cc1000008: HTTP: Xenu User Agent B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess Attacker Country Signature

195. 34. 150. 18 147.237. 77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 2
201. 199. 93. 157 147.237.0. 17 Qosta R ca m ny- kosher -kravi .i df .i| ET SCAN NMAP -sS wi ndow 1024 1
91.223. 25. 134 147. 237.77. 176 Russi an Federation nat pash. i df .i| ET SCAN NVAP -sS wi ndow 1024 1
201. 199. 93. 157 147.237.0. 17 Qosta R ca mny- kosher -kravi . i df.il ET SCAN NVAP -sS wi ndow 2048 1
201.199. 93. 157 147.237.0. 17 Qosta Rca mny- kosher -kravi . i df il ET SCAN NVAP -f -sS 1
94. 102. 51. 30 147. 237. 76. 199 Net her | ands e. nakchal .idf.il ET SCAN Potential SSH Scan 1
82.117. 208. 243 147. 237.77. 61 e cogat.idf.il ET SCAN NVAP -sS w ndow 1024 1
218. 246. 0. 97 147.237.77. 74 Chi na lawidf.il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker . Devi ce
Attacker Address count ry Target Address |Ste Signature Action
41.33. 231. 90 Egypt 147.237.77. 216 |dover. i df il drop SMrule drop 30
Sreamng Engine: TCP Invalid i i ssi
5.29.42.118  |Israel 147.237.72. 167 |i shuri maka. i of . i 9 =g Invalid segnent retransmssion. |, 8
Ret r ansmi ssi on Packet dropped.
41.33.232. 66 Egypt 147. 237. 77. 216 |dover. i df .i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor
212.143.142.56 |Israel 147.237.77. 216 |dover. i df il drop First packet isn't SN drop
195.34.150.18 |Austria 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fai | ed to handl e connection data |nonitor
Sreaning Engine: TQP Invalid i i Ssi
2.54.19, 157 I sr ael 147.237. 72. 166 |aka. i df . i g =g Invalid segnent retransmssion. | 3
Ret r ansm ssi on Packet dropped.
94.77.196. 82 Saudi Arabia  |147.237.77.216 |dover.idf.il Bl ock HTTP Non Conpli ant Failed to handl e connection data |nonitor |3
Sreaning Engine: TGP Invalid i i ssi
176.13.10. 144 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. . 3
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
2.52.156.166 | srael 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
2.54.4.8 I srael 147.237.72. 156 |anan. i df . i | Bad TCP sequence I'nval i d AGK nunber alert 2
Sreaning BEngine: TQP Invalid i i SSi
157.55.39. 215 |lhited Sates |147.237.76.86 |navy.idf.il 9 =g Inval id segnent retransmssion. |, 2
Ret r ansni ssi on Packet dropped.
2.54.4.8 I srael 147.237.72. 156 |anan. i df . i | Bad TCP sequence I'nval i d AGK nunber nonitor |2
128.232. 110, 29 | ted 147.237.8.50 |e.tikshuv.idf.il Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 2
Ki ngdom enf or cenent
Lhi ted s . Geo- | ocati on i nbound
128.232.110.29 |, ngdom 147. 237. 76. 198 |e. yohal an. i df . i | Geo-1 ocati on enf or cenment enf or cenent drop 2
46. 19. 86. 44 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 2
141.212.122. 132|Wnited Sates [147.237.8.28 e nobile-ks.idf. il Geo-1 ocation enf or cenent Ceo-I ocati on i nbound drop 1
enf or cenent
209. 140.41.98 |Whited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 1
128. 232. 110. 29 E?'r:gegom 147.237.77.19 [lanforumidf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
184.105.139.80 |Uhited Sates [147.237.77. 176 |mat pash. i df . il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
173.254.216.69 |lhited Sates [147.237.77.216 |dover.idf.il D rectory Traversal directory traversal overflow moni tor |1
74.82.47. 48 Lhited Sates |[147.237.76.86 |navy.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 140|Uhited Sates [147.237.77.19 |[lawforumidf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
216.218.206.82 [Wited Sates |147.237.77.233|atal.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
37.46. 38. 74 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or 1
Russi an s SYNtACK retransmt wth .
141. 8. 132. 112 er ot on 147. 237.72. 166 |aka. i df .i | Bad TCP sequence gifferent wi ndow scal e mnitor |1
190. 148.78.25 |Quatenal a 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |[reject 1
128. 232. 110. 29 z‘;;gom 147.237.0.19 |nadi matal.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
178. 32. 53. 154 zlnt:gom 147.237.77. 216 |dover. i df .| Drectory Traversal directory traversa overflow monitor |1
79.172.193.32 |Hungary 147.237.77. 216 |dover.idf.il Drectory Traversal directory traversal overflow noni t or 1
222.174.5.17  |china 147.237.0. 17 ][“I”IV kosher-kravi.id |ouN At ack SYN -> SYN-ACK -> Timeout |reject 1
45.79. 168. 168 147.237.77. 176 |matpash. i df .i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor 1
141.212.122. 132|Uhited Sates |147.237.72. 156 |anan.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect
128. 232. 110. 29 z";;gom 147, 237. 77. 176 |nat pash. i of . i | SYN At t ack SYN -> SYN-ACK -> RST alert 1
184.105.139.91 (lLhited States |147.237.0.35 |akaws.idf.il drop drop 1
94.242.246.24 |Luxembourg 147.237.77. 216 |dover.idf .il Drectory Traversal directory traversal overflow noni t or 1
74.125. 93. 32 Lhited Sates  [147. 237.77. 216 [dover.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor |1
141.212.122. 143|Wnited Sates [147.237.76.39 |nohile.meitav.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
216.218.206.86 |Lhited Sates [147.237.72. 167 |i shuri maka.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
37.46.38.74 I srael 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 128|United Sates |147.237.76.39 |nobile. neitav.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
179. 34. 9. 157 Brazil 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 1
84.108.77.225 |Israel 147. 237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber alert 1
158. 69.214. 111 |Wited Sates [147.237.77. 216 |dover.idf.il Drectory Traversal directory traversa overflow monitor |1
. o . Geo- | ocati on i nbound
222.174.5.17 Chi na 147.237.76. 202 |e.hal ag.idf il Geo- | ocati on enf or cenent enf or cenent drop 1
46.19. 86. 44 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Inval i d ACK nunber aert 1
141.212. 122. 133| Wi ted sates  [147.237.8.28  |e nobil e-ks.idf. il Geo- 1 ocati on enf or cement Sﬁfolrggﬁ;ton  nbound drop 1
213.61. 149. 100 |CGer many 147.237. 77. 216 |dover.idf.il D rect ory Traver sal directory traversal overflow noni t or 1
5.79.68. 161 Net her | ands 147. 237. 77. 216 |dover.idf . il Drectory Traversal directory traversal overflow noni t or 1
128. 232. 110. 29 LK”i"rfgegom 147.237. 77. 176 |nat pash. i of . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 247. 235|lhited Sates [147.237.76.38 |e.e.meitav.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1




02-22-2016-04:04:02 to 02-22-2016-05:04:02

|Top Attackers In V\AF|

A tacker Devi ce

Action

‘Count

Attacker Address Qount ry ‘Target Address |Site Sgnature

68.180.228. 112 |Wnited Sates  |147.237.77. 216 |dover.idf.il Wnaut hori zed LRL Access o _ B ock 2
wan i df . i |/ consol e/ cor e/ doc_ngr/ nte_src=

217.69. 133. 11 F“Sf;;”i on 147.237.72. 156 [anan. i df . i | Uhaut hori zed LRL Access to list.ips.gov.il/list3 htm B ock 2
128.232.110.28 |United Kingdom [147.237.77.19 |lawforumidf.il |Wauthorized URL Access to 147.237.77.19/ Bl ock
8.37.232.31 Lhited Sates 147.237.77.216|dover. i df . i | D stributed Lhauthorized UR. Access on waw idf.il/error.htm B ock
162. 243.188.75 |lhited Sates 147.237.77.74 |lawidf .il Unhaut hori zed URL Access to / B ock
. . Lhtraceabl e S3. Sessions: Protocol violation
66. 249. 69. 34 I srael 147.237.72. 166 |aka. i df . i | (SSL_CONN_APPLI CATI ON_DATA_EXCHANGE) None 2
217.69. 133. 12 F“Sf;;”i on 147.237.72. 156 [anan. i df . i | Lhaut hori zed URL Access to |ist.ips.gov.il/robots. txt B ock 2
. . . S3. Lhtraceabl e nnection - Protocol violation
179. 34. 9. 157 Brazil 147.237.77.216|dover. i df . i | (SSL_OONN LI ENT FELLO) None 2
141.212. 122. 129|thited Sates 147.237.77.19 |lawforumidf.il |[Uhauthorized URL Access to /x B ock 2
. . Lhtraceabl e S3. Sessions: Protocol violation
46.117.51.141 |Israel 147.237.72. 166 [aka. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 2
208.115.113.89 |[thited Sates 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut hori zed URL Access from 208. 115. 113. 89 B ock 2
157.55.39.222 |wited Sates  |147.237.72. 156 |anan. i df i | Wnaut hori zed UR. Access to B ock 2

waw, arman. i df . i |/ consol e/ core/ doc_ngr/ undef i ned

URL is Above Root Directory

ww idf.il/../shared/clientscripts/jquery/jquery-1.4.2.nin.js
. . . .|Lhtraceabl e S Sessi ons: Protocol violation

5.29.42.118 | srael 147.237.72.167|i shuri maka. i df . i (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
] ] . Untraceabl e S3. Sessions: Protocol violation
157.55.39.226 |lhited Sates 147.237.72. 166 [aka. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1

S Untraceabl e Gonnection - Protocol violation

216.17.99.183 |lhited Sates 147.237.77.216|dover.i df . il B ock 2

66.249. 64. 117 [l srael 147.237.72. 156 [anan. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
Russi an . . Lhtraceabl e S3. Sessions: Protocol viol ation

141. 8. 132. 112 er ati on 147.237.72. 166 |aka. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1

46.19. 85. 15 I'srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: Frotocol viol ation None 1

(SSL_CONN APPLI CATI ON DATA EXCHANGE)

. . Lhtraceabl e S3. Sessi ons: Protocol viol ation
66. 249. 69. 42 I srael 147.237.72. 166 |aka. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1

. . Lhtraceabl e S3. Sessi ons: Protocol viol ation
217.132.64. 140 |[Israel 147.237.72. 156 |anman. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1

Lhtraceabl e S3. Sessi ons: Protocol viol ation

66. 249. 69. 50 I srael 147.237.72. 166 |aka. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
5.29.42.118 I srael 147.237.72. 167 |i shuri maka. i df . i|SSL Untraceabl e Connection - Cpen Mde None 1
66. 249. 64. 112  |Israel 147.237.72. 156 |anan. i df . i | Utraceabl e S5 Sessions: Protocal viol ation None 1

( SSL_CONN_APPL| CATI ON_DATA EXCHANGE)
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