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|Top Attackers | n DDoS- Def ence |
Attacker Address |Attacker Country |Target Address [Site

|Signature |Device Action |Count |
0.0.0.0 147.237.77. 216 dover.idf.il |HTTP Page H ood Attack drop 61
66. 249. 66. 33 | srael 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn drop 3
71.6.165. 200 Lhited Sates 147. 237. 76. 202 e halag.idf.il|Block Udp All Nets drop 1




02-22-2016-03:04:00 to 02-22-2016-04:04:00

|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Devi ce Action |Count
46. 19. 85. 206 I srael 147.237.0. 34 tikshuv.idf.il [Cl000138: HTTP. prefix 1.01 in the UR Bl ock 2
51. 255. 65. 17 Uni ted Ki ngdom 147.237.77. 74 lawidf.il C1000146: HTTP.  AhrefBot craw er Bl ock 1
51. 255. 65. 74 Uni ted Ki ngdom 147.237.77. 74 lawidf.il C1000146: HTTP. AnrefBot craw er Bl ock 1
51. 255. 65. 91 Lhi ted Ki ngdom 147.237.77. 74 lawidf.il C1000146: HTTP.  AhrefBot craw er Bl ock 1
51. 255. 65. 2 Uni ted Ki ngdom 147.237.77. 74 lawidf.il C1000146: HTTP.  AhrefBot craw er Bl ock 1
51. 255. 65. 16 Uni ted Ki ngdom 147.237.77. 74 lawidf.il C1000146: HTTP. AnrefBot craw er Bl ock 1




02-22-2016-03:04:00 to 02-22-2016-04:04:00

|Top Attackers In |D|

Attacker Address |Target Addr ess Attacker Qountry Signature

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 3
218. 246. 0. 97 147. 237. 0. 200 Chi na . i df il ET SCAN NVAP -sS wi ndow 1024 2
185. 56. 28. 72 147. 237. 8. 50 Net her | ands e tikshuv.idf.il ET SCAN Potential SSH Scan 1
125. 227. 64. 115 147.237.0.35 Tai wan akaws. i df i ET SCAN NMAP -sS wi ndow 1024 1
110. 34. 192. 186 147. 237.76. 39 Thai | and nobi | e. nei tav. i df il ET SCAN Potential SSH Scan 1
94.102. 51. 30 147. 237. 76. 198 Net her | ands e.yohal an.idf.il ET SCAN Potential SSH Scan 1
91. 201. 236. 113 147. 237.76. 34 Lkr ai ne yohal an. i df .il ET SCAN NVAP -sS wi ndow 1024 1
185. 56. 28. 72 147.237.8.28 Net her | ands e.nobi | e-ks.idf.il ET SCAN Potential SSH Scan 1
110. 34. 192. 186 147.237.76. 177 Thai | and ncore.idf.il ET SCAN Potential SSH Scan 1
94. 102. 51. 30 147.237.77. 233 Net her | ands atal .idf.il ET SCAN Potential SSH Scan 1
94.102. 51. 30 147.237.76. 38 Net her | ands e.e.meitav.idf.il ET SCAN Potential SSH Scan 1
198. 20. 69. 74 147. 237. 76. 86 Lhited Sates navy.idf.il ET DRCP Dshi el d B ock Li sted Source 1




02-22-2016-03:04:00 to 02-22-2016-04:04:00

|Top Attackers In FW |

A tacker ) . Devi ce
Attacker Address count ry ‘Target Address |Ste Signature Action
41.33.231. 90 Egypt 147. 237. 77. 216 |dover.i df .i | drop SAMrul e drop 30
41. 33. 232. 66 Egypt 147.237. 77. 216 [dover.i df .i | Bl ock HTTP Non Conpl i ant Fai | ed to handl e connection data [nonitor 6
79.182.9.5 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
46. 19. 85. 107 I 'srael 147. 237. 77. 216 |dover.i df .i | Bad TCP sequence Invalid ACK nunber alert 6
46. 19. 85. 107 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Invalid AGK nunber nonitor |6
Sreaning Engine: TGP Invalid i i sSi
79.177.18.161 |israel 147. 237.72. 166 |aka i df . i | 9 =9 Invalid segnent retransmssion. |, 6
Ret ransm ssi on Packet dropped.
212.143.142.56 |[Israel 147. 237.77. 216 |dover.i df .i | drop First packet isn't SWN drop
195. 154. 226. 90 |Fance 147.237.77. 216 |dover.idf.il drop SAMrul e drop
195.34.150.18 |Austria 147.237.77. 216 |dover.idf . i | Bl ock HTTP Non Conpli ant Fai l ed to handl e connection data |nonitor
Sreanming Engine: TCP Invalid ' i ssi
50.141.107.31 |Uited Sates |147.237. 77. 216 |dover.idf il 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
2.52.156.166 |l srael 147. 237.72. 166 |aka i df . i | 9 =9 Invalid segnent retransmssion. |, 3
Ret ransm ssi on Packet dr opped.
94.77.196.82  |Sudi Aabia  [147.237.77.216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |monitor
209. 140. 44. 87 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
79.182.9.5 I srael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
128. 232. 110. 29 E?';gegom 147.237.76. 31 |nakchal .idf.il SYN Att ack SYN -> SYN-ACK -> RST alert 1
46. 161. 63. 249 RJF Sﬁ::ﬂ on 147.237. 77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Failed to handl e connection data |[monitor (1
141.212.122. 187|hited Sates |147.237. 77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
136. 243. 67. 234 |Ger many 147.237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor 1
79.177.112.39 |lIsrael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 142|nited Sates |147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
128. 232. 110. 29 LKTI;gegom 147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 188|Uhited Sates |147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
141.212.122. 128|lhited Sates |147.237.77. 216 |dover.idf.il SYN At ack SYN -> SYN-ACK -> RST rej ect 1
141.212. 122. 143|Wnited Sates |147.237.76.86 |navy.idf.il SYN At ack SYN -> SYN-ACK -> RST rej ect 1
128. 232. 110. 29 LKJ?'r:gegom 147.237.77. 233 |atal .idf.il SYN Att ack SYN -> SYN-ACK -> RST alert 1
66.240. 192. 138 |tited Sates [147.237.0.16 i”I""‘OSher'kraV"'df' SYN Att ack SYN -> SYN-ACK -> Tineout  |reject 1
184. 105. 139. 102|United Sates |147.237.76.31 |nakchal .idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 129|thited Sates |147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
197. 36. 250. 183 |Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 1
141.212.122. 186|Uhited Sates |[147.237.76.39 |nobile.neitav.idf.il |SYN At tack SYN -> SYN-ACK -> RST rej ect 1
128. 232. 110. 29 z‘;;gom 147.237.77.233 |atal .idf.il SYN At ack SYN -> SYN-ACK -> RST rej ect 1
74.82.47.54 Lhited Sates |147.237.0.200 |rdu.icf.il Geo- 1 ocati on enf or cenent Geo-| ocati on i nbound drop 1
enf or cenent
2.54.168. 244 I srael 147.237. 77. 216 |dover.i df .i | Bl ock HTTP Non Conpli ant Failed to handl e connection data |[monitor (1
186. 90. 43. 74 \enezuel a 147.237. 77. 216 |dover.idf.il drop First packet isn't SYN drop 1
141.212.122. 131 |United Sates  |147.237.77.235|sviva idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
46. 19. 85. 206 I srael 147.237.0.34 |tikshuv.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
198.1.101.123 |Lhited Sates  |147.237.77. 216 |dover.idf. il Bl ock HTTP Non Conpl i ant Failed to handl e connection data |[monitor |1
141.212.122. 187|United Sates [147.237.76.39 |nobile.neitav.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
130. 193. 50. 33 RJSf;;”ion 147.237.77.74 |lawidf.il SYN At t ack SYN -> SYN-ACK -> Timeout |reject 1
186.107.193.63 |Qhile 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
141.212.122. 132|thited Sates [147.237.77.235|sviva.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1




02-22-2016-03:04:00 to 02-22-2016-04:04:00

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
87.68.41.8 | srael 147.237.72. 166 |aka. i df . i | Mil tipl e Uhaut hori zed LRL Access from87.68.41.8 Bl ock 14
87.68.41.8 I srael 147.237.72. 166 |aka. i df . i | Ostributed PHP Attenpt B ock 8
168.63.139.43 |thited Sates [147.237.77.216|dover.idf.il D stributed Lhaut hori zed URL Access on wwww i df.il/error.htm B ock 6
46. 19. 85. 128 | srael 147.237.77. 216 |dover.i df .i | D stributed Lhaut hori zed URL Access on ww i df.il/error.htm Bl ock 6
157.55.39. 254 |Uhited Sates [147.237.77.216|dover.idf .il D stributed Uhaut hori zed URL Access on waidf.il/error.htm Bl ock 6
185. 89. 217. 234 147.237.77.216|dover . i df . i | D stributed Lhaut hori zed URL Access on v i df.il/error.htm B ock 4
- kosher - kravi . i df . i
207. 46. 13. 6 Wited Sates |147.237.0.16 |V Wnaut hori zed LRL Access to Bl ock 2
il v ny- kosher -kravi . i df.il/robots. txt
. . . . Uhtraceabl e S3. Sessions: Protocol violation
46.19. 86. 168 I srael 147.237.72.167|i shuri maka.idf.il (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 2
128.232.110. 28 |United Kingdom{147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ B ock 2
68.180. 230. 244 |[hited Sates [147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/1397-he/ atal . aspx |B ock 2
157.55.39.159 |thited Sates [147.237.77.216|dover.idf.il D stributed Lhaut hori zed URL Access on v i df.il/error.htm B ock 2
i waww. chamat z. aka. i d |thaut hori zed LR. Access to
207.46. 13. 42 Lhited Sates 147.237.77. 226 £l ww charat z. aka. i df . i 1/ general / def aul t . asp Bl ock 2
Unaut hori zed URL Access to
178. 255. 215. 87 |France 147.237.77.216|dover.idf .i | v i df . i |/ tenpl at es/ sendt of ri end/ kkkkkkk=8814cdaakkkkkkk_8 |B ock 2
8l4cdaa
136. 243. 67. 234 |Ger many 147.237.77. 216 |dover.idf . il Unaut hori zed URL Access to waw i df.il/894-en/i df gdover. aspx B ock 2
40.77.167.91 Lhited Sates |147.237.72. 156 |aman. i df .i | Lhaut hori zed LR Access to list.ips.gov.il/list7.htm Bl ock 2
198.20.69.74  [thited Sates |147.237.76.86 |navy.idf.il Unhaut hori zed URL Access to 147.237. 76. 86/ robot s. t xt B ock 2
: . . Uhtraceabl e S3. Sessions: Protocol viol ation
157.55.39. 222 |wited Sates |147.237.72. 156 |anan. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 2
. . Untraceabl e S3. Sessions: Protocol violation
87.69.132.125 [Israel 147.237.72. 166 [aka. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 2
: . . Unaut hori zed Met hod GET for
207.46.13.193 |Lhited Sates |147.237.72. 166 |aka.idf.il aka. i df i1/ kanhar/ contact/ def aul t . asp B ock 2
185. 89. 217. 227 147.237.77.216|dover.i df .i | O stributed Uhaut horized URL Access on waw idf.il/error. htm Bl ock 2
Russi an . . Uhtraceabl e S3. Sessions: Protocol violation
141.8.182.112 | oo o 147.237.72. 166 |aka. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 2
203.111.224. 69 |Pnilippi nes 147.237.72. 166 |aka. i df . i | PHP Att enpt B ock 2
: . . . Unaut hori zed URL Access to
157.55.39.226 |UWited Sates [147.237.76. 147 |chi nuch. aka. i df . i | chi nuch. aka. i f . i 1/t enpl at es/ general / general . aspx B ock 2
208.115.113.89 [lnited Sates [147.237.72.166|aka.idf .il Lhaut hori zed URL Access to aka.idf.il/reserve B ock 2
: . ] Unaut hori zed URL Access to
68.180.228. 112 |United Sates 147.237.77.216 dover . i df . i1 w i df . il /tenpl at es/ shar ed/ user cont r ol s/ pronot i oncube/ B ock 2
185. 89. 217. 228 147.237.77.216|dover . i df . i | D stributed Lhauthori zed URL Access on wwww i df.il/error. htm B ock 2
141.212.122. 129|Uhited Sates  [147.237.77.216|dover.idf . il Unhaut hori zed URL Access to /x B ock 2
203.111. 224. 69 |Phili ppi nes 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to wwy aka. i df .i|/xmrpc. php Bl ock 2
128.232.110. 28 |United Ki ngdom|147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237.76. 31/ B ock 2
212.179. 165. 129|1 srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to v aka.idf.il/sip storage/files/ 7/ Bl ock 2
: . . . Unaut hori zed URL Access to
68.180.229. 121 |lhited Sates [147.237.76.200ei tan. aka.idf . il vaw ei tan. aka, i df i | / 1105- en/ cont act us. aspx Bl ock 2
185. 89. 217. 230 147.237.77. 216 |dover.i df .i | D stributed Lhauthori zed URL Access on v idf.il/error.htm B ock 2
141.212.122. 129|Wited Sates  [147.237.77.235|svi va. i df .i | Uhaut hori zed URL Access to /x Bl ock 2
87.68.41.8 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to ww aka. i df.il/aj ax/ updat est at us. php |Bl ock 1
. . Uhtraceabl e S3. Sessions: Protocol violation
66. 249. 64. 117 |l srael 147.237.72. 156 |anman. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
. . . . Uhtraceabl e S3. Sessions: Protocol violation
79.182.9.5 I srael 147.237.72.167|i shuri maka. i df.il (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
. . Uhtraceabl e S3. Sessions: Protocol violation
66. 249. 69. 50 | srael 147.237.72. 166 |aka. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
. . Uhtraceabl e S3. Sessions: Protocol violation
81.218.193. 154 [lIsrael 147.237.72. 166 |aka. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
. . Uhtraceabl e S3. Sessions: Protocol violation
93.172.185.112 [Israel 147.237.72. 166 |aka. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
46.19.85.159  |israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3 Sessions: Frotocol viol ation None 1

(SSL_CONN_APPLI CATI ON_DATA EXCHANGE)
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