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|Top Attackers | n DDoS- Def ence |

02-22-2016-02:04:07 to 02-22-2016-03:04:07

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 32

190. 151. 178. 4 H Sal vador 147.237.8. 24 e lifestyle.idf.il [L4 Source or Dest Port Zero dr op 6

0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack forward 2

183. 60. 48. 25 Chi na 147.237.76. 34 yohal an.i df .il JLM Under Attack_Con_Tcp drop 2

104. 238. 129. 180 147. 237. 76. 44 e.refuah.idf.il Block Np All Net drop 1

104. 238. 129. 180 147. 237. 76. 202 e.halag.idf.il Block Np All Net drop 1

85. 130. 204. 116 | srael 147.237. 76. 147 chi nuch. aka.idf.il Bl ock_Ulp Al _Nets drop 1




02-22-2016-02:04:07 to 02-22-2016-03:04:07

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Sgnat ure Devi ce Action ‘Count
51. 255. 207. 29 Lnited Ki ngdom 147.237.76. 42 refuah.idf.il C1000074: HTTP. naj estic bot B ock 2
51. 255. 207. 29 Uhi ted Ki ngdom 147. 237. 76. 86 navy.idf.il C1000074: HITP. maj estic bot B ock 2
51. 255. 207. 29 Lhi ted Ki ngdom 147.237.77. 216 dover.idf.il C1000074: HTTP. maj estic bot B ock 2
91.121. 169. 194 France 147.237.77. 216 dover.idf.il C1000074: HITP. naj estic bot B ock 2




02-22-2016-02:04:07 to 02-22-2016-03:04:07

|Top Attackers In |D|

A tacker

‘Target Addr ess count ry Signature
195. 34. 150. 18 [147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
59.45.79.117 |147.237.77.176|i na nat pash. i df . i | ET SCAN Potential SSH Scan 1
183.60.48.25  [147.237.76. 44 [China erefuah.idf.il ET SCAN Potential SSH Scan 1
59.45.79.117 |147.237.77.121|China e.navy.idf.il ET SCAN Potential SSH Scan 1
117. 32. 132. 146 |147. 237. 76. 177 |Chi na ncore.idf.il ET SCAN Potential SSH Scan 1
59.45.79.117  |147.237. 76. 196 |Chi na esvivaidf.il ET SCAN Potential SSH Scan 1
117. 32. 132. 146 |147.237.0.15 |[China kosher-kravi.idf.i |ET SCAN Potential SSH Scan 1
59.45.79.117  |147.237. 76. 148|Chi na ggcenter. aka i df.i[ET SCAN Potential SSH Scan 1
104. 207. 136. 96 |147.237.8.24 |lhited Sates elifestyle.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
59.45.79.117 |147.237.72.14 |China dover.idf.il(old) |ET SCAN Potential SSH Scan 1
103. 243. 138. 30 |147.237.8.14 |China e.orchot.idf.il [ET SCAN Potential SSH Scan 1
59.45.79.117 |147.237.8.46 |China e.chinuch.idf.il |ET SCAN Potential SSH Scan 1
94.102. 48.193 |147.237.77. 178 |Net her| ands ematpash.idf.il |ET SCAN NVAP -sS w ndow 1024 1
59.45.79.117 |147.237.0.35 |China akavs. i df .il ET SCAN Potential SSH Scan 1
91. 201. 236. 113 [147. 237. 76. 199 |kr ai ne enakchal .idf.il |ET SCAN NVAP -sS wi ndow 1024 1
88. 247. 148. 129 (147.237.8.27  [Turkey e. nadimata].idf.iIEr SCAN Behavi oral thusually fast inbound Telnet Connections, 1
Potential Scan or Brute Force
189, 218, 48. 232 |147. 237 72. 14 e co dover. i i1 (0l d) ET SDAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
59.45.79.117 |147.237.77.170|Chi na maarachot.idf.il |ET SCAN Potential SSH Scan 1
182. 72. 109. 162 |147. 237.77. 227 |Indi a e. hanaz. i df .il ET SCAN NVAP -sS wi ndow 1024 1
59.45.79.117 [147.237.77.19 [China lawforumidf.il |ET SCAN Potential SSH Scan 1
117. 32. 132. 146 |147. 237. 76. 147 |Chi na chinuch. aka.idf.il [ET SCAN Potential SSH Scan 1
59.45.79.117  |147.237.76. 177 |Chi na ncore.idf.il ET SCAN Potential SSH Scan 1
104. 207. 136. 96 |147.237.8.24 |lhited Sates elifestyle.idf.il |[ET SCAN NVAP -sS wi ndow 3072 1
59.45.79.117 |147.237.72.217 |China eidf.il ET SCAN Potential SSH Scan 1
103. 243. 138. 30 |147.237.8.27 |China e.nadimatal .idf.i[ET SCAN Potential SSH Scan 1
59.45.79.117 [147.237.8.50 [China etikshuv.idf.il |ET SCAN Potential SSH Scan 1
94.102.51.30 |147.237.72. 166 |Net her| ands aka.idf.il ET SCAN Potential SSH Scan 1
59.45.79.117 |147.237.8.24 |hina elifestyle.idf.il |[ET SCAN Potenti al SSH Scan 1
91.223.25.134 |147.237.76. 147 g;::;ﬂon chinuch. aka.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
59.45.79.117 [147.237.0.34 |China tikshuv.idf.il ET SCAN Potential SSH Scan 1
91. 201. 236. 113 [147. 237. 76. 199 |kr ai ne e.nakchal .idf.il |ET DRCP Spanhaus DRCP Listed Traffic | nbound 1




02-22-2016-02:04:07 to 02-22-2016-03:04:07

|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |[Ste Signature
41.33. 231. 90 Egypt 147. 237.77. 216 |dover.idf.il drop SAMrule drop 36
149.78.154.69 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 18
Sreaning Engine: TGP Invalid i i ssi
2.52.156.166 |l srael 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. . 9
Ret ransm ssi on Packet dropped.
212.143.142.56 |[Israel 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
Russi an Lo Sreamng Engine: TCP Invalid|invalid segnent retransnissi on.
46.146.16.124 [ o2 "o 147. 237.72. 166 |aka. i df .i | Ret 1 ansmi ssi on Packet dr opped. drop 6
41. 33.232. 66 Egypt 147.237. 77. 216 [dover.i df .i Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor 6
195. 34.150. 18  |Austria 147.237.77. 216 |dover. i df . i1 Bl ock HTTP Non Conpli ant Failed to handl e connection data |nonitor |5
Sreaning Engine: TGP Invalid i i ssi
66.249.66.95 |lited Sates |147.237.76.86 |nawy.idf.il 9 =g Invalid segnent retransmssion. . 4
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
66.249.66.93  |Uited Sates |147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. |, 4
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
46. 19. 86. 64 I srael 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. . 3
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
109. 67. 178. 124 |Israel 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
31.210.187. 239 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. . 3
Ret ransm ssi on Packet dropped.
94.77.196. 82 Saudi Arabia  |147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor |3
Lhi ted ) R . Geo- | ocati on i nbound
128.232.110.29 | . ngdom 147.237.8.27 |e.nadimatal .idf.il Geo- | ocati on enf or cenent enf or cement drop 2
129.184.84.40 |France 147.237.77. 176 |nat pash. i df . i | Bad TCP sequence Inval i d sequence nunier noni t or 2
186.133. 25. 128 |Argentina 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2
129.184.84.40 |France 147.237.77. 176 |nat pash. i df . i | SYN At t ack SYN -> SYN-ACK -> Tineout |reject 2
129.184.84.40 |France 147. 237.77. 176 |nat pash. i df . i | Bad TCP sequence Inval i d ACK nunber alert 2
Sreamng Engine: TCP Invalid i i ssi
66.249.66.90  |lhited Sates |147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. |, 2
Ret r ansmi ssi on Packet dropped.
129.184.84.40 |France 147.237.77. 176 |nat pash. i df . i | Bad TCP sequence I'nval i d AGK nunber monitor |2
85.64.136. 137 |lsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
209.140.40.95 |Lhited Sates |147.237.77. 170 |naarachot.idf il Bad TCP sequence I'nval i d AGK nunber nonitor |1
186. 0. 176. 74 Argentina 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 1
198.20.69.74  |wited Sates [147.237.0.17 ?]I"Iy kosher-kravi.id |qyN At ack SYN -> SYN-ACK -> RST rej ect 1
141.212. 122. 143|Wnited Sates |147. 237. 72. 167 |i shuri maka. i df . i SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
128. 232. 110. 29 LKJ?'rfgegom 147.237.76.30 |hinush.idf.il SYN At tack SYN -> SYN-ACK -> RST aert 1
o SN retransnmit wth different .
93.173.247.86 |[Israel 147.237.76.31 |nakchal .idf.il Bad TCP sequence wi ndow scal e mnitor |1
109. 100. 226. 145|Ronani a 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
79.179. 100. 161 |l srael 147. 237.77. 216 |dover.idf .il SYN At t ack SYN -> SYN-ACK -> Tineout |[reject 1
198. 20. 69. 74 Lhited Sates |[147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 187|United Sates |147.237.76.200 |eitan. aka.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
128. 232. 110. 29 z‘;;gom 147.237.76.30 |hinush.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
218.22.211.69 |China 147.237.0.35 |akavs.idf.il drop drop 1
66. 230. 247. 48 147.237.77. 216 |dover.idf.il drop First packet isn't SWN drop 1
190. 38. 224.82  |Venezuel a 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 1
141.212. 122. 128|Uited Sates |147.237.72. 167 |i shurimaka.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
109. 253. 219. 227|1 srael 147. 237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber aert 1
o SYNtACK retransmt wth .
79.179.100. 161 |l srael 147. 237.77. 216 |dover.idf.il Bad TCP sequence di fferent vi ndow scal e mnitor |1
204.93.154. 210 |lhited Sates |[147.237.77.216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Tineout |[reject 1
141.212.122. 188|Uhited Sates [147.237.76.200 |eitan. aka.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
94.230.86.129 |lsrael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence I'nval i d AGK nunber nonitor |1
195. 28. 180. 101 |l srael 147.237.77. 216 |dover.idf .i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor |1
141.212. 122. 140|Wnited Sates  [147.237. 76. 196 |e. sviva i df . Geo- 1 ocati on enf or cenent ﬁ?;'rggz:mon I nbound drop 1
109. 253. 219. 227|l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d AGK nunber monitor |1
85. 64.136.137 |[Israel 147. 237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber aert 1
209.140.40.95 |Lhited Sates |147.237.77. 170 |naarachot.idf il Bad TCP sequence I'nval i d AGK nunber alert 1
104. 156. 228. 122|tLhited Sates |147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 141|Wited Sates |147.237. 76. 196 [e. sviva i df i Geo-1 ocation enf or cenent Ceo-I ocati on i nbound drop 1

enf or cenent
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
129.184.84.40 |Fance 147.237.77.216|dover . i df .i | Paraneter Type Miol ati on PageNumin v i df.il/1283-en/ dover. aspx |B ock 12
66. 102. 8. 233 Lhited Sates [147.237.77.216|dover.idf.il D stributed Uhaut hori zed URL Access on wawidf.il/error.htm Bl ock 4
79.180.59.171 [Israel 147.237.0.15 |kosher-kravi.idf.il [PHP Attenpt B ock 4
66.102. 8. 243 Lhited Sates |147.237.77.216|dover.idf.il D stributed Lhauthori zed URL Access on ww i df.il/error.htm B ock 4
79.180.59.171 |Israel 147.237.0.15 |kosher-kravi.idf.il [Wauthorized LR. Access to kosher-kravi.idf.il/xnrpc. php B ock 4
. . Unhtraceabl e S3. Sessions: Protocol viol ation
66. 249. 69. 34 I srael 147.237.72. 166 |aka. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 3
. . Untraceabl e S3. Sessions: Protocol violation
66.249.64.112 |[Israel 147.237.72. 156 |anan. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 3
37.57.231.213 |lkraine 147.237.76.86 [navy.idf.il Uhaut hori zed LRL Access to navy.idf.il/giyus/forunasp/ B ock 2
197. 38.225. 107 |Egypt 147.237.77. 176 |mat pash. i df . i | Unhaut hori zed URL Access to v cogat . idf.il/xmrpc. php B ock 2
93.173.247.86 |[Israel 147.237.76.31 [nakchal .idf.il Unaut hori zed URL Access to 147.237. 76. 31/ 894- he/ nakhal . aspx  |B ock 2
68.180.230.244 |lnited Sates |147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/robot s. t xt B ock 2
157.55.39. 109 |Lhited Sates [147.237.77.216]|dover.idf.il O stributed Whaut hori zed URL Access on v i df.il/error.htm B ock 2
. m ny- kosher - kravi . i .
198. 20. 69. 74 Lhited Sates [147.237.0.17 df il Unaut hori zed URL Access to 147.237.0.17/ B ock 2
- . Untraceabl e SS. Sessions: Protocol violation
79.176.133. 234 |Israel 147.237.72. 166 |aka. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 2
. . . . Uhtraceabl e S3. Sessions: Protocol violation
84.108.245.37 [Israel 147.237.72.167|i shuri maka. i df.il (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 2
. - Uhaut hori zed URL Access to
129.184.84.40 |France 147.237.77.216|dover . i df .i | vow i df i |/t enpl at es/ shar ed/ user cont ol s/ header upper / B ock 2
: . . Unaut hori zed URL Access to
207. 46. 13. 62 Uited Sates [147.237.77.233|atal .idf.il 147. 237.77. 233/ si p, st or agel £ | es/ 0/ 2760. gi f Bl ock 2
197. 38. 225. 107 |Egypt 147.237.77. 176 [mat pash. i df . i | PHP At t enpt B ock 2
] . . Paraneter Type M ol ati on PageNumin
68.180. 230. 224 |lhited Sates [147.237.76.31 |[nakchal .idf.il vaw nakhal i df i 1/ 1111- he/ nakhal . aspx Bl ock 2
207.46.13.127 |Wnited Sates |147.237.77.216|dover.idf.il Ml tipl e Unaut hori zed URL Access from 207. 46. 13. 127 B ock
141. 212. 122. 129|United Sates [147.237.72.167|i shurimaka.idf.il Unaut hori zed URL Access to /x Bl ock
. . . . Uhtraceabl e S3. Sessions: Protocol violation
80. 246. 136. 152 [l srael 147.237.72.167|i shuri maka. i df.il (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
66.249.81.212 |lIsrael 147.237.77. 216 |dover. i df .i | D stributed Lhaut hori zed URL Access on waww i df.il/error.htm B ock 1
. . Untraceabl e S3. Sessions: Protocol violation
217. 132. 107. 225|1 srael 147.237.72. 166 |aka. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
. . Unhtraceabl e S3. Sessions: Protocol viol ation
81.218.193. 154 |[Israel 147.237.72. 166 |aka. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
66.249.81.212 |lLited Sates |[147.237.77.216|dover.idf.il Dstributed Whaut hori zed URL Access on wawidf.il/error.htm B ock 1
. . Uhtraceabl e S3. Sessions: Protocol viol ation
46.120.168.73 |Israel 147.237.72. 166 |aka. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
. . Uhtraceabl e S3. Sessions: Protocol violation
66. 249. 69. 50 I srael 147.237.72. 166 |aka. i df . i | (SSL_CONN_APPLI CATI ON_DATA_EXCHANGE) None 1
: . . Uhtraceabl e S3. Sessions: Protocol viol ation
157.55.39. 222 |Uited Sates [147.237.72. 156 |anan. i df.il (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
66.249.81.215 |lsrael 147.237.77. 216 |dover . i df .i | D stributed Lhauthori zed URL Access on www i df.il/error.htm B ock 1
] . . Uhtraceabl e S3. Sessions: Protocol violation
207. 46. 13. 42 Lhited Sates |147.237.72.166|aka. i df.il (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
- . Untraceabl e SS. Sessions: Protocol violation
66.249. 69. 143 |Israel 147.237.72. 166 |aka. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
- . Uhtraceabl e S3. Sessions: Protocol viol ation
176.13.22.116 |Israel 147.237.72. 166 |aka. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
Unknown Par anet er
85. 65. 87. 249 I srael 147.237.72. 166 |aka. i df . i | ct | 00%$ct | 00$cphMai n$TochenP aceHbl der $ct | 13$ct | 01%ct | 03$chl Quest |[None 1
ion$7 in v aka. i df.il/nain/giyus/ questionnaire. aspx
66. 249. 81. 215 RJSIS:;ni on 147.237.77.216|dover . i df . i | D stributed Lhauthori zed URL Access on www i df.il/error.htm B ock 1
Russi an . . Uhtraceabl e S3. Sessions: Protocol viol ation
141. 8.132. 112 eration 147.237.72. 166 |aka. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
. . . . Uhtraceabl e S Sessions: Protocol violation
66. 249. 79. 38 I srael 147.237.72.167|i shuri maka. i df . il (SSL_CONN_APPLI CATI ON_DATA_EXCHANGE) None 1
Unknown Par anet er
85. 65. 87. 249 I srael 147.237.72. 166 |aka. i df . i | ct | 00%ct | 00$cphMai n$TochenP acehbl der $ct | 13%ct | 01%ct | 03$chl Quest [None 1
ion$74 in vy aka. i df.il/nain/gi yus/ questi onnaire. aspx
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