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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country |Target Address |Site |Signature |Device Action |Count |
204. 93. 154. 210 Lhited Sates 147.237.77. 216 dover.idf.il TAP Scan (vertical) drop 182
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 68

119. 146. 221. 68 Chi na 147.237.76. 31 nakchal .idf.il JLM Under Attack Con_Tcp drop 2

104. 238. 129. 180 147. 237.76. 38 eeneitav.idi.il |Bock Np Al Net drop 1

51. 255. 232. 67 Uni ted Ki ngdom 147.237.76. 44 e.refuah.idf.il Bl ock_ Udp Al _Nets drop 1

104. 238. 129. 180 147.237.76. 31 nakchal .i df . il Block Np All Net drop 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry Target Address ‘Site |S gnat ure Devi ce Action ‘Count
77.125.135. 29 I srael 147.237.0. 34 tikshuv.idf.il |Cl000138: HTTP. prefix 1.01 in the UR B ock 4
178. 63. 86. 11 Ger many 147.237.77. 216 dover.idf.il C1000074: HITP. maj estic bot B ock 2




02-22-2016-01:06:58 to 02-22-2016-02:06:58

|Top Attackers In |D|

| Target Address

Attacker Address

Attacker Qountry

Ste

|Signature

37.26. 146. 238 147.237.0.19 I srael nadi matal .idf.il [ET SCAN Possible SS. Brute Force attack or Ste Gaw 4
195. 34. 150. 18 147.237.77.216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 2
74.201. 85. 87 147.237.76.147 |Wited Sates chinuch.aka.idf.il [ET SCAN NVAP -sS w ndow 1024 1
185. 103. 252. 2 147.237.72. 217 eidf.il ET SCAN NMAP -sS wi ndow 1024 1
151.11.201. 3 147.237.77. 74 Italy lawidf.il ET SCAN NVAP -f -sS 1
125.212. 232. 144 |147.237.76.86 M et nam navy.idf.il ET SCAN NVAP -sS wi ndow 2048 1
119. 146. 221. 68 147.237.76.197 [China e. hinush. i df .i ET SCAN Potential SSH Scan 1
119. 146. 221. 68 147.237.76.86  [China navy.idf.il ET SCAN Potential SSH Scan 1
119. 146. 221. 68 147.237.0. 35 Chi na akavs. i df . i ET SCAN Potential SSH Scan 1
74.201. 85. 87 147.237.76.196 [lLnited Sates e.sviva idf.il ET SCAN Potential SSH Scan 1
58. 253. 96. 122 147.237.76.196 [China e.svivaidf.il ET SCAN NMAP -sS wi ndow 3072 1
151.11. 201. 3 147.237.77. 74 Italy lawidf.il ET SCAN NVAP -sS wi ndow 2048 1
125.212.232. 144 |147.237.76.86 M et nam navy. i df.il ET SCAN NVAP -sS w ndow 3072 1
125.212.232. 144 |147.237.76.86 M et nam navy.idf.il ET SCAN NVAP -f -sS 1
119. 146. 221. 68 147.237.76.177 |China ncore.idf.il ET SCAN Potential SSH Scan 1
119. 146. 221. 68 147. 237.76. 34 Chi na yohal an. i df .il ET SCAN Potential SSH Scan 1
91. 201. 236. 114 147.237.0.35 krai ne akaws. i df i | ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address |Jte Signature z\tl:(c:;
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
S reaning Engi ne: TCP i i sSi
155. 47.176. 103 [Uhited Sates 147.237.76.31 |nakchal .idf.il mng tngine. 1 Invalid segnent retransmssion. | 21
Invalid Retransnission Packet dr opped.
194. 105. 9. 27 Romani a 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 18
Sreamng Engi ne: TCP i i ssi
2.52.156.166 | srael 147. 237. 72. 166 |aka. i f . i1 mng thgine: 7 Invalid segnent retransmssion. | 18
Inval id Retransm ssion Packet dr opped.
212.179. 213. 153|lI srael 147.237.0.34 |tikshuv.idf.il dr op Frst packet isn't SN drop 10
46. 19. 85. 127 I srael 147.237.77. 216 |dover. i df . il Bad TCP sequence Inval i d AGK nunber aert 6
37.26.146.238 |lsrael 147.237.0.19 |[nadimatal.idf.il Bad TCP sequence nonitor |6
212.143.142.56 |[Israel 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
46. 19. 85. 127 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d AGK nunber moni tor |6
41.33.232.66  |Egypt 147. 237. 77. 216 |dover . i df . i | Bl ock HTTP Non Conpl i ant g::t;ed to hand e comnection | o s
46. 19. 85. 98 I srael 147.237.77. 216 |dover. i of .i | Bad TCP sequence Invalid ACK nunber alert 6
46. 19. 85. 98 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence Inval i d ACK nunber nonitor |6
37.26.146.238 |lsrael 147.237.0.19 [nadimatal .idf.il Bad TCP sequence alert 6
181.114. 126. 187|Bolivia 147.237.77. 216 |dover.idf il drop First packet isn't SN drop 4
195.34.150.18 |Austria 147.237. 77. 216 |dover . i df . i1 Bl ock HTTP Non Conpl i ant gjtged to hand e comection | ooivor |4
188. 120. 148. 206 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber nonitor |4
S reaning Engi ne: TCP i i sSi
46. 19. 86. 64 I srael 147. 237. 72. 166 |aka. i of . i | mng tngine. 1 Invalid segnent retransmssion. | 3
Invalid Retransnission Packet dropped.
212.76.127.219 |israel 147.237.77. 233 |atal i df il Bl ock HTTP Non Conpl i ant gjtged tohand'e comection | oo |3
S reamng Engi ne: TCP i i ssi
79.176.110. 239 I srael 147.237.72. 166 |aka i df .i mng tngine: 1 Inval i d segnent retransmssion. | 3
Inval id Retransm ssion Packet dr opped.
94.77.196.82  |audi Arabia 147. 237. 77. 216 |dover. i df .1 Bl ock HTTP Non Conpl i ant ZZ’ILed to hand e comnection | oo |3
37.26.146.238 |lsrael 147.237.0.19 |[nadimatal.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |3
S reamng Engi ne: TCP i i ssi
79.181.131. 44 |Israel 147.237.72. 166 |aka. i df . mng tngine: 1 Inval i d segnent retransmssion. | 3
Inval id Retransm ssion Packet dr opped.
Sreamng Engi ne: TCP i i ssi
82.166.219.33 |Israel 147.237.72. 166 |aka. i df . mng Engine: Inval i d segnent retransmssion. | 3
Inval i d Retransm ssi on Packet dr opped.
S reaning Engi ne: TCP i i sSi
109. 67.122.20 |Israel 147. 237. 72. 166 |aka. i of . i | mng tngine. 1 Invalid segnent retransmssion. | 3
Invalid Retransnission Packet dropped.
181.114. 126. 187|Bolivia 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Tineout [reject 2
128.232.110.29 |Wnited Kingdom  |147.237.0.200 |mu.idf.il Geo- | ocati on enf or cenent ﬁ?olrg;‘;‘:nf” I nbound drop 2
L . . SYNFACXK retransnmt wth .
181.114. 126. 187|Bolivia 147.237. 77. 216 |dover.idf i1 Bad TCP sequence different vindow scal e nonitor |2
128.232.110.29 |Wnited Kingdom  |147.237.76.201 e atal .icf.il Geo- | ocati on enf or cenent ﬁ?olrg;‘;‘:nf” I nbound drop 2
185. 3. 144. 91 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d AGK nunber noni t or
212.179. 213. 153|l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop
128.232.110.29 |Wnited Kingdom  |147.237.77. 121 e navy.idf.il Geo- | ocati on enf or cenent S‘;?O'rggﬁé'nfn I nbound drop 2
123.125.71.50 |China 147. 237. 77. 176 |nat pash. i of . i | SYN At t ack SYN -> SYN-ACK -> Ti neout |reject 1
37. 46. 38. 109 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
130.193.50.33 |Russian Federation |147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Timeout |reject
o SWNretransmit wth different .
93.173.247.86 |lsrael 147.237.76.31 |nakchal .idf.il Bad TCP sequence wi ndow scal & monitor |1
186.64.154.84 |osta Rca 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 1
123.125.71.92 |China 147.237.72. 156 |anan.i df .il SYN Attack SYN -> SYN-ACK -> Tineout [reject 1
141.212.122. 176|Wited Sates 147.237.8.45 |eeitan.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
174.60. 0. 28 Lhited Sates 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
195.62.53.168  [Russian Federation [147.237.0.17 [ kosher-kravi.id o\ At t ack SYN -> SYN-ACK -> RST rej ect 1
2.54.154. 234 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
141.212.122. 177|United Sates 147.237.8.45 |e.eitan.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
109.66.177.91  |Israel 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
46. 19. 85. 159 I srael 147.237.77. 216 [dover.idf. il Bad TCP sequence Inval i d ACK nunber alert 1
190.148.78.25 |Quatenal a 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
) o SYNtACXK retransmt wth .
37.26.146.238 |[Israel 147.237.0.19 |nadimatal .idf.il Bad TCP sequence aifferent vi ndow scal @ nonitor |1
176. 67. 113. 103 glcisgi':('ja” Tertitony s 47 237.77. 216 |dover. i of . i1 drop First packet isn't SWN drop 1
204.93. 154. 200 |lLnited Sates 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Tineout [reject 1
24.129.102.232 |lhited Sates 147.237. 77. 216 |dover.idf i1 SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 181|wited Sates 147.237.8.50 |e.tikshuv.idf.il Geo- 1 ocation enforcement |0! ocation inbound drop 1

enf or cenent
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
37.26.146.238 |israel 147.237.0.19 |nadimatal .idf.jl|[o° MY of the Same Response Code (404) in Session from B ock 366
37. 26. 146. 238
37.26.146.238 |[Israel 147.237.0.19 |[nadimatal .idf.il|Ostributed Suspicious Response Code B ock 145

. . . Untraceabl e S Sessions: Protocol violation
157.55.39.222 |wited Sates [147.237.72.156 |anan. i df.il (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 4
185. 89. 217. 227 147.237.77.216|dover.i df .i | D stributed Uhaut hori zed URL Access on waidf.il/error.htm B ock 4
46. 19. 86. 180 I srael 147.237.77.216|dover. i df .il D stributed Lhauthori zed URL Access on v i df.il/error.htm B ock 3
37.26.148.208 |lsrael 147.237.0.19 |nadimatal .idf.il{DOstributed Suspicious Response Code B ock 3
68.180.228.175 |[Lhited Sates [147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 994- 9057- he/ r ef uah. aspx  |Bl ock 2
185. 89. 217. 234 147.237.77.216|dover. i df .il D stributed Lhauthori zed URL Access on v i df.il/error.htm B ock 2
66. 249. 69. 26 Lhited Sates |147.237.77.216|dover.idf.il O stributed Whaut hori zed URL Access on v i df.il/error.htm B ock 2
85.65.231.234 |[Israel 147.237.72. 166 [aka. i df . i | Lht raceabl e SSL Sessi ons: (pen Mde None 2
. . . .JLntraceabl e S3. Sessi ons: Protocol violation
213.57.201. 254 |Israel 147.237.72.167|i shuri maka. i df . i (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 2
157.55.39.109 |Lhited Sates |147.237.77.216|dover.idf.il D stributed Lhauthori zed URL Access on ww i df.il/error.htm B ock 2
Russi an . . Unaut hori zed URL Access to
217.69.133.218 eration 147.237.77. 176 [nat pash. i df . i | voww cogat . i df i 1/si p storagel i1 es/ 5/ 3635 pof Bl ock 2
. . Uhtraceabl e S3. Sessions: Protocol violation
66.249.64.112 [Israel 147.237.72. 156 [aman. i df . i | (SSL_CONN_APPLI CATI ON_DATA_EXCHANGE) None 2
109. 66. 16. 136 |l srael 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None
198. 20. 69. 74 Lhited Sates |147.237.72.167|i shuri maka. i df . i|unaut hori zed URL Access to 147.237.72. 167/ B ock
. . Untraceabl e S3. Sessions: Protocol violation
66. 249. 69. 34 I srael 147.237.72. 166 [aka. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 2
68.180.228. 112 |Wited Sates |147.237.77.216|dover.idf.il Mil ti pl e Unaut horized URL Access from 68. 180. 228. 112 B ock 2
217.132.64. 140 | srael 147.237.72. 156 |aman. i df . i | Untraceabl e S3. Sessi ons: Frotocol viol ation None 2

( SSL_CONN_APPLI CATI ON_DATA EXCHANGE)
Unaut hori zed URL Access to

207.46.13.127 |lhited Sates |147.237.77.216|dover.idf.il vy, i df . i | /1133-14322- he/ dover . aspxx® (3 AP A (3 465G A (3 468 B ock 2
G Ayx3 a2 x3 A—x3 (3 AP A aesr Ao aes? Avs
Unhtraceabl e S3. Sessions: Protocol viol ation

176.13. 9. 184 | srael 147.237.72. 166 |aka. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 2
93.173.247.86 |lsrael 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237.76. 31/ 894- he/ nakhal . aspx Bl ock 2
68.180.228.112 |lhited Sates [147.237.77.216|dover.idf.il Paraneter Type Mol ati on PageNumin vww i df . i|/1815- he/ dover. aspx B ock 2
185. 89. 217. 233 147.237.77.216|dover. i df .il D stributed Uhaut hori zed URL Access on wawidf.il/error.htm B ock 2
66. 249. 69. 26 | srael 147.237.77.216|dover.i df .il D stributed Lhauthori zed URL Access on www i df.il/error.htm B ock 2
85. 65.210. 238 [l srael 147.237.77.216|dover. i df . il D stributed Lhauthori zed UR. Access on www i df.il/error.htm B ock 2
207.46.13.127 |lited Sates [147.237.77. 216 |dover. i df . il 1/1_ Eﬁ“xt,;?f/l zed LR, fccess to wwidr. il/1133- 14322- hel dover . aspXf.c Bock |2
. . . . Lht;aceable S Sessions: Protocol violation
109. 65. 168. 120 |l srael 147.237.72.167|i shuri maka. i df . i (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 2
Russi an . . Untraceabl e S3. Sessions: Protocol violation
141. 8.132. 112 eration 147.237.72. 166 |aka. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
37.26.146.238 |Israel 147.237.0.19 |nadimatal .idf.il|Too Many 404: Response Code per Session B ock
66.249.81.215 |[Israel 147.237.77.216|dover. i df .il D stributed Lhaut hori zed UR. Access on waww i df.il/error.htm B ock
Russi an . . Uhtraceabl e S3. Sessions: Protocol violation
178.154.189. 203|_ -~ 147.237.72. 166 [aka. i df . i | (SSL_CONN_APPLI CATI ON_DATA_EXCHANGE) None 1
109. 65. 180. 113 |I srael 147. 237. 72. 167 |i shuri maka. i df . i| 36 & SI. Sessions: Frotocol violation None 1

(SSL_CONN_APPL| CATI ON_DATA EXCHANGE)

. . Lhtraceabl e S3. Sessions: Protocol viol ation
2.54.47. 42 I srael 147.237.72. 156 |anan. i df . i | (SSL_CONN_APPLI CATI ON_DATA_EXCHANGE) None 1

. . . .|Uhtraceabl e S3. Sessions: Protocol violation
79.176.206.30 |lIsrael 147.237.72.167|i shuri maka. i df . i (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1

. . Lhtraceabl e S3. Sessions: Protocol viol ation
192. 116. 167. 41 |Israel 147.237.72.166|aka. i df . i | (SSL_CONN_APPLI CATI ON_DATA_EXCHANGE) None 1

. . S Uhtraceabl e Gonnection - Protocol violation
66. 249. 69. 34 I srael 147.237.72. 166 |aka. i df . i | (SSLCONN APPLI CATI ON DATA EXCHANGE) None 1

Russi an . . Lhtraceabl e S3. Sessions: Protocol viol ation
93. 158. 152. 201 er ati on 147.237.72. 166 |aka. i df . i | (SSL_CONN_APPLI CATI ON_DATA_EXCHANGE) None 1
66. 249. 81. 215 F“Sf;;”i on 147.237.77. 216 |dover. i df . i | Distributed Unaut hori zed URL Access on ww idf.il/error. htm B ock 1
Russi an . . Lhtraceabl e S3. Sessions: Protocol viol ation
178.154.189. 204 -~ 147.237.72. 166 |aka. i df . i | (SSL_CONN_APPLI CATI ON_DATA_EXCHANGE) None 1
Russi an . . Lht raceabl e S3. Sessions: Protocol violation
37.9.122.201 eration 147.237.72. 166 |aka. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
80. 246. 136. 152 |Israel 147.237. 72. 167 i shuri m aka. i df . i| /206l & SSL Sessions: Protocol violation None 1

( SSL_CONN_APPLI CATI ON_DATA EXCHANGE)

. . Unhtraceabl e S3. Sessions: Protocol viol ation
93.173.239.55 |[lIsrael 147.237.72. 166 |aka. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1

. . Lhtraceabl e S3. Sessions: Protocol viol ation
66.249. 64. 117 |l srael 147.237.72. 156 |anan. i df . i | (SSL_CONN_APPLI CATI ON_DATA_EXCHANGE) None 1

. . Unhtraceabl e S3. Sessions: Protocol viol ation
109. 66. 16. 136 |l srael 147.237.72. 166 |aka. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1

Uhtraceabl e S3. Sessions: Protocol violation

Russi an

37.9.122. 202 Fedor ot on 147.237.72. 166 |aka. i df . i | (SSL_CONN_APPLI CATI ON_DATA_EXCHANGE) None 1
80. 246. 136. 221 | srael 147.237.72.167|i shuri maka. i df . i géfﬁf&%ﬁ;ﬁ SCIAO%SQ\FE gﬁg_é’;g:;:\lg) None 1
66.249.81.212 |lsrael 147.237.77.216|dover. i df . il D stributed Lhaut hori zed URL Access on ww i df.il/error.htm B ock 1
46.19.85.245  |israel 147. 237.72. 167 |i shuri maka. i df . i géﬁ%ﬁﬁﬁg’ﬁo\i &fﬂ_&g&:\&) None 1
130. 193. 50. 201 2;2::3 o 147.237.72. 166 |aka. i df . i | ?gél"f f&iﬁfﬁﬂ:pf:@i g:ﬁg_é’;‘é'i:\&) None 1
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