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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack drop 4
52. 16. 5. 197 Lhited Sates 147.237.77.216 dover.idf.il SYN H ood out of context dr op 3
8. 37.231.199 Anonynous Pr oxy 147.237.77. 216 dover.idf.il F Dover Uhder Attack Con Htp drop 2
51. 255. 232. 67 Uni ted Ki ngdom 147.237.76. 197 e hinush.idf.il |Bock Udp All Nets drop 1
82. 81.48. 191 | srael 147.237.77. 61 e.cogat.idf.il B ock Wp Al Nets drop 1




02-22-2016-00:04:07 to 02-22-2016-01:04:07

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry |Target Addr ess |Site ‘Sgnaiure Devi ce Action |Count |
93.173.235.227 |Israel 147.237.0. 34 tikshuv.idf.il|C1000138: HITP. prefix 1.01 in the URL B ock 8
149. 202. 49. 23 Ger many 147.237.72.166 |aka.idf.il C1000074: HITP. naj estic bot B ock 2
149. 202. 49. 23 Ger many 147.237.77.216 |dover.idf.il [Cl000074: HTTP. majestic bot B ock 2
95. 35. 151. 89 I srael 147.237.77.216 |dover.idf.il [14170: HITP. B ank User-Agent (descriptor but no string) B ock 1




02-22-2016-00:04:07 to 02-22-2016-01:04:07

|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
179. 43. 141. 234 |147. 237. 72. 156 |Swi t zer| and aman.idf.il ET SCAN NVAP -sS wi ndow 1024 1
123.196.117. 70 [147.237. 76. 198 |Chi na e.yoha an.idf.il [ET SCAN Potential SSH Scan 1
119 134, 114, 228|147 237 76.30 |ani na himsh i df | ET SCAN Behavi oral Lhusual Iy fast inbound Tel net Gonnecti ons, 1

Potential Scan or Brute Force

198. 20. 69. 74 147.237.72.217 |Whited Sates [e.idf.il ET DROP DBshiel d B ock Listed Source 1
185.103.252.2 |147.237.76. 38 eeneitav.id.il|ET SCAN NVAP -sS w ndow 1024 1
173.14.248.34 [147.237.8.14 |Whited Sates |e.orchot.idf.il |ET SCAN NVAP -sS w ndow 3072 1
123.196. 117. 70 |147.237. 72. 167 [Chi na ishurimaka.idf.i|ET SCAN Potential SSH Scan 1




02-22-2016-00:04:07 to 02-22-2016-01:04:07

|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Country ‘Target Address |[Ste Signature Acti on ‘Count
8.37.231. 199 g”&;ymus 147.237.77.216|dover.idf.il  [SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 61
23.80.148.170 |lhited Sates 147.237.77. 176 |matpash.idf .il |dr op First packet isn't SYN drop 37
23.81.247.58 Lhited Sates 147.237.77. 176 |matpash.idf .il |dr op First packet isn't SN drop 37
23.81.247.225 |lhited Sates |147.237.77.176 |matpash.icf.il |drop First packet isn't SWN drop 32
23.80.148.11 Lhited Sates 147.237.77. 176 |matpash.idf .il |dr op First packet isn't SYN drop 31
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
104. 251. 82. 213 147.237.77.176 |matpash.idf.il |dr op First packet isn't SN drop 28
107.167.99.183 |Wited Sates [147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 27
104. 251. 90. 165 147.237.77. 176 |metpash.idf.il |drop First packet ismt SN drop 24
104. 251. 82. 167 147.237.77. 176 |natpash.idf .il |dr op First packet isn't SWN drop 21
2.52.156.166  |Israel 147.237.72. 166 |aka i df . Streaning Engine: TCP Invalid invalid segnent retransnission drop 15
Ret ransni ssi on Packet dr opped.
84.228.251.166 |Israel 147.237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 13
212.179. 213. 153|l srael 147.237.0.34 |tikshuv.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 10
212.179. 213. 153|l srael 147.237.0.34 |tikshuv.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 10
5.28. 163. 41 I sr ael 147.237.72. 166 |aka. i df . i Streaning Engi ne: TCP Invalid invalid segnent retransmssi on drop 9
Ret r ansn ssi on Packet dr opped.
85. 250. 133. 152 |l srael 147.237.77. 170 |n@ar achot . i of . i [|dr op First packet isn't SYN drop 8
46. 19. 86. 61 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 7
46. 19. 85. 97 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or 6
46. 19. 85. 228 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence I'nval i d ACK nunber alert 6
176.13.22.34  [israel 147.237.72. 166 |aka i df . Streaning Engine: TCP Invalid invalid segnent retransnissi on drop 6
Ret r ansn ssi on Packet dr opped.
46.19. 85. 134 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber alert 6
79.177.223.203 |israel 147.237.72. 166 |aka.i df . i Streaning Engine: TCP Invalid fimvalid segnent retransmssi on drop 6
Ret r ansni ssi on Packet dr opped.
41.33.232. 66 Egypt 147.237.77. 216 |dover.idf i Bl ock HTTP Non Gonpl i ant Fai l ed to handl e connection data noni t or 6
46. 19. 85. 228 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence I'nval i d ACK nunber noni t or 6
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 6
46.19. 85. 134 I srael 147.237.77. 216 |dover.idf .i | Bad TCP sequence I'nval i d ACK nunber noni t or 6
31.210.188. 121 [lIsrael 147.237.77. 216 [dover.idf . il Bad TCP sequence Inval i d ACK nunber noni t or 6
46. 19. 85. 28 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 6
46. 19. 85. 97 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Invalid ACK nunber alert 6
46. 19. 85. 28 I srael 147.237.77. 216 |dover.idf.i | Bad TCP sequence I'nval i d ACK nunber noni t or 6
54.244.22.103 |lhited Sates 147.237.77. 176 |matpash.idf .il |dr op First packet isn't SN drop 4
46.116. 147. 209 |i srael 147, 237 76. 200 |ei tan. aka i of 1| | CAM NG Engi ne: TP Invalid - invalid segnent retransmissi on. drop 4
Ret r ansn ssi on Packet dr opped.
85. 250. 133. 152 |Israel 147.237.77. 170 |naarachot . i df .i1|Bad TCP sequence noni t or
94.230.86.193 |l srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or
86. 175. 216. 45 zi;;gom 147.237. 77. 216 |dover.idf .i | drop First packet isn't SWN drop 4
79.176. 166. 166 |l srael 147.237.72. 166 |aka. i df .il drop Frst packet isn't SN drop 4
89.139.90.21  |israel 147237, 77. 243 |mbi e ior. i1 | SAM NG Engine: TP Invalid  invalid segnent retransmissi on. drop 4
Ret r ansn ssi on Packet dr opped.
195.34.150.18 |Austria 147.237.77. 216 |dover.idf .| Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  [nonitor 4
79.176. 166. 166 |l srael 147.237.72. 166 |aka. i df . i Streamng Engi ne: TCP Invalid finvalid segnent retransmssi on drop 3
Ret r ansni ssi on Packet dr opped.
94.77.196. 82 Saudi Arabia 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 3
77.127.18.187 |israel 147.237.72. 166 |aka i df . Streaning Engine: TCP Invalid |invalid segnent retransnission drop 3
Ret r ansn ssi on Packet dr opped.
31.154.14.43 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber alert 3
77.125.95.37  |israel 147.237.72. 166 |aka.i df . i Streamng Engine: TCP Invalid fimvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
177.29.123.17 |mrazil 147. 237. 72. 166 |aka. i of . i Streaning Engine: TCP Invalid |invalid segnent retransnission drop 3
Ret r ansn ssi on Packet dr opped.
31. 154. 14. 43 I 'srael 147.237. 77. 216 [dover. i df . il Bad TCP sequence Inval i d ACK nunber noni t or 3
77.125.162. 178 | srael 147.237.72. 166 |aka. i df . i Streamng Engi ne: TCP Invalid finvalid segnent retransmssi on drop 3
Ret r ansn ssi on Packet dr opped.
87.68.74.5 I srael 147.237.72. 166 |aka i df . Streaning Engine: TCP Invalid |invalid segnent retransnission drop 3
Ret ransni ssi on Packet dr opped.
79.176.56.103 | srael 147.237.72. 166 |aka. i df . i Streaning Engi ne: TCP Invalid finvalid segnent retransmssi on. drop 3
Ret r ansn ssi on Packet dr opped.
148.251.13.51  |Ger many 147.237.77.74 |lawidf.il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data nmoni t or 3
212.179.90. 106 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 3




02-22-2016-00:04:07 to 02-22-2016-01:04:07

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
89.138.166.73 |[Israel 147.237.72. 166 |aka. i df . i | Mil tipl e Uhaut hori zed UR. Access from 89. 138. 166. 73 Bl ock 18
89.138.166.73 |Israel 147.237.72. 166 |aka. i df . i | Dstributed PHP Attenpt B ock 10
82.102. 169. 113 |Israel 147.237.77.216|dover.i df . il Distributed Uhaut hori zed URL Access on waw i df.il/error. htm B ock 8
80.179.9.7 | srael 147.237.77.216|dover.i df .i | Distributed Uhaut hori zed URL Access on waw i df.il/error. htm B ock 6
134.191.232.70 |israel 147.237.77.216|dover. i df . i | D stributed Lhaut hori zed URL Access on waw idf.il/error. htm B ock 4
134.191.232.72 |Israel 147.237.77.216|dover.i df . il Distributed Uhaut hori zed URL Access on waw i df.il/error. htm B ock 4
46. 19. 86. 135 | srael 147.237.0.19 |nadimatal .idf.i| |[DOstributed Suspicious Response Gode Bl ock 3
78.97.175. 254 |Romani a 147.237.77. 176 |mat pash. i df . i | Dstributed Lhaut hori zed URL Access on www cogat.idf.il/xmrpc. php |B ock 2
128. 232. 110. 28 LK!i“r:gegom 147.237.0.15 |kosher-kravi . i df . i|naut hori zed URL Access to 147.237.0. 15/ B ock 2
68.180.228.112 [lLnited Sates [147.237.77.216|dover.idf.il Par amet er Type M ol ati on PageNumin waw i df.il/1153-he/ dover.aspx  |B ock
89.138.166.73 |[Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to www aka. i df . i1/ aj ax/ updat est at us. php B ock
46.19.85.235 |israel 147.237.77. 216 |dover . i df . i | WUnknowun HTTP Request Method ted-Wth: in LR B ock 2
com f acebook. kat ana
. . Lhtraceabl e S Sessi ons: Protocol viol ation
79.180. 108. 193 |l srael 147.237.72.166 |aka. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 2
Russi an . . Lhtraceabl e S Sessions: Protocol viol ation
141.8.132. 112 eration 147.237.72. 166 [aka. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 2
77.125.162.178 |Israel 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Gode Character in URL from77.125. 162. 178 B ock 2
. . Lhtraceabl e S Sessi ons: Protocol viol ation
66. 249. 69. 34 I srael 147.237.72. 166 [aka. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 2
46. 19. 85. 85 | srael 147.237.77.216|dover. i df .i | Distributed Unknown HTTP Request Met hod Bl ock 2
. . Mil tiple Uhtraceabl e S3. Sessi ons from5. 29.24. 197 (Protocol viol ation
5.29.24.197 I srael 147.237.77.216|dover. i df . i | (SSL._CONN APPLI CATI ON DATA EXCHANGE) ) None 2
Unknown Par anet er
89.138.166.73 |Israel 147.237.72. 166 |aka. i df . i | ct100$ct | 00$cphMai n$TochenP! aceHol der $bt nAt udaBack i n None 2
wan aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
. . . . |Untraceabl e S3. Sessions: Protocol violation
80. 246. 136. 158 |l srael 147.237.72.167|i shurimaka.i df . il (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 2
207.46.13.136 |lnited Sates [147.237.72.166|aka.idf.il Unhaut hori zed URL Access to 147.237.72. 166/ B ock 2
141.212.122. 129|United Sates |147.237.76.42 |refuah.idf.il Unaut hori zed LRL Access to /x Bl ock 2
46.19. 85. 85 I srael 147.237.77. 216 |dover . i df . i | Abnornal |y Long Request request version B ock 2
109. 67. 49. 26 I srael 147.237.0.19 |madimatal .idf.il [Dstributed Suspicious Response Code B ock 2
. . Lhtraceabl e S Sessions: Protocol viol ation
217.132.64. 140 |lIsrael 147.237.72. 156 |anan. i df . i | (SSL_CONN_APPLI CATI ON_DATA_EXCHANGE) None 2
46.19. 85. 235 I srael 147.237.77.216|dover.idf .i | I1egal HITP \ersion B ock
157.55.39. 214 [lhited Sates [147.237.77.176 |nat pash. i df . i | Unaut hori zed URL Access to 147.237.77.176/ Bl ock
79.178.194. 152 |Israel 147.237.72. 166 |aka. i df . i | Dstributed PHP Attenpt Bl ock
. . S3. WLhtraceabl e Gnnection - Protocol violation
5.29.24.197 I srael 147.237.77.216|dover. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 2
134.191.232. 71 |Israel 147.237.77. 216 |dover.i df .i | Distributed Uhaut hori zed URL Access on waw i df.il/error. htm B ock 2
) . . Uhaut hori zed URL Access to
68.180. 231. 40 United Sates 147.237.77.74 |lawidf. il wan | aw i df.il/tenpl at es/ general / yout u. be/ dsh2chgxxt O B ock 2
46.19. 86. 233 I srael 147.237.77.243|nobi | e. i df . i | SSL Untraceabl e Gonnection - Qpen Mde None 2
207.46.13.170 |Wited Sates |147.237.72.156|anan.idf.il Unhaut hori zed URL Access to ww aman. idf.il/scripts.asnx/getjs Bl ock 2
46.19. 85. 85 I srael 147.237.77.216|dover.i df .i | Distributed I11egal HITP \ersion B ock 2
2.52.2.116 I srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ styl e/ shared/ t ext . css Bl ock 2
46. 19. 85. 235 | srael 147.237.77.216|dover.i df . il Mal formed URL com f acebook. kat ana B ock 2
: . . Lhtraceabl e S Sessi ons: Protocol viol ation
157.55.39.222 |thited Sates [147.237.72.156|anman. i df .il (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 2
79.178.194. 152 |l srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to wwy aka.idf.il/xmrpc. php B ock 2
. . Uhaut hori zed URL Access to
91.108.88.238 |Ger many 147.237.77. 176 |mat pash. i df . i | v cogat . i df .1 1/ shar ed/ user cont r ol s/ header upper / B ock 2
72.197.51.252 |Wnited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw i df.il/aman B ock
46.19. 85. 85 I srael 147.237.77.216|dover. i df . i | Dstributed Ml formed UR B ock
. . Lhtraceabl e S Sessi ons: Protocol viol ation
5.22.130.75 I srael 147.237.72.166 |aka. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 2
78.97.175. 254 |Romani a 147.237.77. 176 |mat pash. i df . i | Dstributed PHP At tenpt Bl ock 2
Uhaut hori zed URL Access to
178. 255. 215. 87 |France 147.237.77. 216 |dover . i df .i | waw i df . i |/ tenpl at es/ sendt of ri end/ kkkkkkk=658c24f 5kkkkkkk_658c2 |B ock 2
45
. . Uhaut hori zed URL Access to
141.0.14.73 Eur ope 147.237.77. 216 [dover . i df . i | www i df . i |/ 5dc935ee3f e96098f Ob7f 87901e5bdf 86b555295/ Bl ock 2
. . Uhaut hori zed URL Access to
84.108. 120. 67  |Israel 147.237.77.234|hal ag. i df . il 147.237. 77. 2341 i nages/ shar ed/ bul | et 1. g f Bl ock 2
: . . Lhtraceabl e S Sessi ons: Protocol viol ation
157.55.39. 132 |Uhited Sates |147.237.72.156 [anan. i df . il (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 2
. . Lhtraceabl e S Sessions: Protocol viol ation
5.28.148. 61 I srael 147.237.72. 166 |aka. i df . i | (SSL_CONN_APPLI CATI ON_DATA_EXCHANGE) None 1
. . Lhtraceabl e S Sessi ons: Protocol viol ation
80. 246. 136. 152 |l srael 147.237.72.166 |aka. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
. . . . |Untraceabl e SS. Sessions: Protocol violation
188. 120. 151. 135|I srael 147.237.72.167|i shuri maka. i df . il (SSL_CONN_APPLI CATI ON_DATA_EXCHANGE) None 1
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