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02-21-2016-23:04:06 to 02-22-2016-00:04:06

|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action |Count |
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack drop 2
141.212. 122. 222 Lhited Sates 147.237. 76. 202 e.halag.idf.il Bl ock_Udp All _Nets dr op 1
50.0.0.0 Lhited Sates 147.237. 76. 34 yohal an.i df.il Invalid L4 Header Length drop 1
190. 116. 133. 247 Peru 147.237.0. 15 kosher-kravi .idf.il Invalid TGP H ags drop 1
89. 248.174. 4 Net her | ands 147.237. 76. 30 hi nush.idf.il Block Udp All _Nets drop 1
203. 187. 95. 124 Tai wan 147.237.0. 35 akaws. i df.il Invalid L4 Header Length drop 1
104. 238. 129. 180 147. 237. 76. 30 hi nush. i df . i | Block Np Al Net drop 1




02-21-2016-23:04:06 to 02-22-2016-00:04:06

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry |Target Address |Site |Sgnature Devi ce Action |Count |
106. 120. 173. 109 |Chi na 147.237.77.216 |dover.idf.il Cl000071: HTTP: User Agent Sogou+web+spi der B ock 2
75.127.10. 176 Lhited Sates 147.237.77.216 |dover.idf.il C1000074: HITP. naj estic bot B ock 2

188. 165. 15. 241  |France 147.237.77.226 |waw chanat z. aka. i df .i| |ClL000146: HTTP. AhrefBot craw er B ock 1




02-21-2016-23:04:06 to 02-22-2016-00:04:06

|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry |Ste |Signature |Count |
195. 34. 150. 18 147.237.77.216  |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
174.37. 194. 144 147.237. 8. 24 Lited Sates elifestyle.idf.il ET SCAN NVAP -sA (2) 4
79.183. 183. 215 147.237.77.216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
186. 42. 184. 78 147.237.77.216  |Ecuador dover.idf.il ET SCAN Potential SSH Scan 1
74.201. 85. 87 147.237.77.121  |wited Sates e navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
176.228.159. 248  |147.237.77.216  |[Israel dover.idf.il portscan: TCP D stributed Portscan 1
46. 19. 86. 68 147.237.72.166 [l srael aka.idf.il portscan: TCP D stributed Portscan 1
149. 78. 154. 69 147.237.77.216  |[Israel dover.idf.il portscan: TCQP D stributed Portscan 1
108. 27. 224. 105 147.237.77.216  |Wited Sates dover.idf.il portscan: TCP D stributed Portscan 1
93.174.93.21 147.237.0. 17 Net her | ands mny- kosher -kravi . i df.il ET SCAN Potential VNC Scan 5900- 5920 1
88. 249. 106. 23 147.237.77. 243 Tur key nobi | e. i df.il ET SCAN NVAP -sS w ndow 1024 1
85. 65. 33. 213 147.237.77.216  [Israel dover.idf.il portscan: TCP D stributed Portscan 1
80.178.17. 73 147.237.77.216  |[Israel dover.idf.il portscan: TCP D stributed Portscan 1
79.181. 28. 98 147.237.72.166  [lIsrael aka.idf.il portscan: TCQP D stributed Portscan 1
179. 43. 141. 234 147.237.76. 42 Swtzerl and refuah.idf.il ET SCAN NVAP -sS w ndow 1024 1
74.201. 85. 87 147.237.77. 61 Lhited Sates e cogat.idf.il ET SCAN Potential SSH Scan 1
2.52.0.22 147.237.77.216  |[Israel dover.idf.il portscan: TCQP D stributed Portscan 1
114. 23. 138. 28 147.237.77.216  |New Zeal and dover.idf.il portscan: TCP D stributed Portscan 1
93.174.93.21 147.237.0.35 Net her | ands akavs. i df .i | ET SCAN Potential WNC Scan 5900- 5920 1
89. 139. 250. 216 147.237.77.216  |[Israel dover.idf.il portscan: TCQP D stributed Portscan 1
87. 69. 25. 209 147.237.77.216  [Israel dover.idf.il portscan: TCP D stributed Portscan 1
84.109. 118. 75 147.237.77.216  [Israel dover.idf.il portscan: TCP D stributed Portscan 1




02-21-2016-23:04:06 to 02-22-2016-00:04:06

|Top Attackers In FW |

Attacker Address

A tacker

Target Address

dte

Signature

Devi ce

Country

Sreaning Engine: TGP Invalid

Inval i d segnent retransnission.

Action

‘Count

Ret r ansm ssi on

Packet dropped.

5.22.135. 195 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i | > dro 114
Ret r ansni ssi on Packet dropped. P
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
5.29.254.52 [Israel 147.237.77. 233 atal i df il Bad TCP sequence SN retransmt with different moni tor  [28
w ndow scal e
195. 239. 16. 40 stls;;”i o 147.237.77.74 |lawidf il Bl ock HTTP Non Conpl i ant Failed to handle connection data  [nonitor  [24
195. 239. 16. 53 RJSIS:;ni on 147.237.77.74 |lawidf.il B ock HTTP Non Conpl i ant Failed to handl e connection data  [noni tor 24
Sreaning Engine: TCP Invalid i i ssi
77.125.102.13  |israel 147. 237.72. 166 |aka i of .11 9 =9 Invalid segnent retransmssion. |, 12
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
109.66.12.91  [israel 147.237.76. 200 |ei tan. aka. i of . 9 =g Invalid segnent retransmssion. |4 12
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
2.52.156.166  |Israel 147.237.72. 166 |aka. i of . | 9 =9 Invalid segnent retransmssion. | 12
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TQP Invalid i i ssi
109.67.33.136 | srael 147.237.72. 166 |aka.i df . 9 =g Invalid segnent retransmssion. |4 9
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
46.19.86.68  |Israel 147.237.72. 166 |aka. i of . | 9 =9 Invalid segnent retransmssion. |, 9
Ret r ansni ssi on Packet dropped.
2.54.168. 41 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 8
173.252.105. 113|lhited Sates 147.237.72. 166 |aka.idf.il dr op Frst packet isn't SN drop 8
Sreamng Engine: TCP Invalid i i ssi
46.120.240.51 |Israel 147. 237. 76. 200 |ei tan. aka. i df . 9 =9 Invalid segnent retransmssion. | 8
Ret r ansni ssi on Packet dropped.
46.121.60.171 |israel 147. 237. 77. 216 |dover . i df .i Bad TCP sequence SINAXK retransmt wih different 1oouior |7
w ndow scal e
e SN retransmit wth different .
176. 13. 8. 39 I srael 147. 237. 72. 166 |aka.i of .i Bad TCP sequence i ndow scal @ noni t or 7
Sreanming Engine: TCP Invalid i i sSi
46.19.85.212  |israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
216.223.27.56 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
46. 19. 85. 28 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
46.19. 85. 184 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence Invalid ACK nunber aert 6
46. 19. 85. 240 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Invalid ACK nunber alert 6
216.223.27.57 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 6
Sreaning Engine: TGP Invalid i i ssi
79.179. 119. 184 | srael 147. 237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
109.64.141.6  |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
46.19. 85. 184 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or
46. 19. 85. 240 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Invalid ACK nunber noni t or
216.223.27.59 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop
Sreaning Engine: TGP Invalid i i ssi
79.180.18.223 | srael 147. 237.72. 166 |aka i df . i 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
46. 19. 85. 191 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber alert
41. 33.232. 66 Egypt 147.237.77. 216 [dover.idf il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data  |nonitor
Sreaning Engine: TCP Invalid i i ssi
79.180. 24,163 | srael 147.237.72. 166 |aka. i of . 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 6
80.189.67.250 |United Kingdom|147.237.77.216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  |noni tor 6
188. 120. 154. 132|l srael 147.237.72. 166 |aka.i of .il Bad TCP sequence Invalid ACK nunber noni t or 6
46. 19. 85. 191 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
46.19. 85. 28 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Invalid ACK nunber aert 6
149.88.213.91 |Israel 147.237. 72. 156 |anan. i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 5
109. 67. 239. 8 I srael 147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
173.252.105. 114|Whited Sates  |147.237.72. 166 |aka.i df .il drop First packet isn't SWN drop 4
195. 239. 16. 53 RJSf;:I”ion 147.237.77.74 |lawidf.il drop First packet isn't SIN drop 4
5.102.254. 167 |lsrael 147.237.72. 166 |aka. i df . i Bad TCP sequence Inval i d ACK nunber noni t or 4
174.37.194. 144 |lnited Sates |147.237.8.24 |e.lifestyle.idf.il|Geo-1 ocati on enf or cement Geo-1 ocati on i nbound enf or cenent |drop 4
195. 239. 16. 40 F“SS;:I”ion 147.237.77.74 |lawidf.il drop First packet isn't SIN drop 4
Sreaning Engine: TGP Invalid i i ssi
199.30.24.242 |Wited Sates  |147. 237. 76. 200 |ei tan. aka i df i 9 =9 Invalid segnent retransmssion. |, 4
Ret r ansni ssi on Packet dropped.
195.34.150.18 |Austria 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data  [nonitor |4
46.19.85.166 I srael 147. 237. 77. 216 |dover . i df .i Bad TCP sequence SINAXK retransmt with different 1oouior |4
w ndow scal e
109. 66. 62. 108 |l srael 147. 237. 72. 166 |aka.i of .i SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
173.252. 105. 119|lhited Sates 147.237.72. 166 |aka.idf. il dr op Frst packet isn't SN drop
Sreaning Engine: TGP Invalid i i ssi
5.22.135.195  |israel 147. 237.72. 166 |aka i df . i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
82.81.22.109  |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segment retransmission. drop 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
5.22. 131 42 I'srael 147.237. 72. 166 |aka.i df .1 9 =g Invalid segnent retransmssion. |, 3




02-21-2016-23:04:06 to 02-22-2016-00:04:06

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
46. 19. 85. 30 | srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 79
46. 19. 85. 30 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 20
89. 138. 68. 53 I srael 147.237.77.243|nobi | e. i df . i | Paraneter Type Mol ation Password in nobile.idf.il/sachar/login B ock 18
. . . Uhaut hori zed URL Access to
79.178.125.46 |[Israel 147.237.77.243|nobi | e. i df . i | nobi | e, i . i 1/ cat egoryt enpl at es/ | i st chi | ddocurent s/ 1362 B ock 8
66.249.81.212 |lnited Sates |[147.237.77.216|dover.idf.il D stributed Lhaut hori zed URL Access on waw i df.il/error. htm B ock
66.249.81.212 |lIsrael 147.237.77.216|dover . i df . i | Distributed Lhauthori zed URL Access on wawidf.il/error. htm B ock
] . ] Unaut hori zed URL Access to
87. 69. 25. 209 I srael 147.237.77. 243 |nobi | e. i df . i | nobi | e, i . i |/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1071 B ock 4
. . Uhaut hori zed URL Access to
5.22.135.221 I srael 147.237.77. 216 [dover . i df . i | wawy i df . i |/ 1133- 23133- he/ dover . aspx#. vsosl suxft m f acebook Bl ock 4
: ] ] Unaut hori zed URL Access to
72.9.148. 10 Lhited Sates [147.237.76.86 [navy.idf.il v navy. i df . i |/ 994- 8613- he/ navy. aspx. aspx B ock 4
89.139. 137. 223 [Israel 147.237.72.167|i shuri maka. i df . i|Ostributed PHP Attenpt B ock 4
66. 249. 81. 215 RJSIS:;ni on 147.237.77.216|dover. i df .i | D stributed Lhaut hori zed URL Access on waw i df.il/error. htm B ock 3
66.249.81.218 |[lIsrael 147.237.77.216|dover. i df . i | D stributed Lhaut hori zed URL Access on waw i df.il/error. htm B ock 3
84.108.132. 157 [Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 3
66.249.81.218 |lnited Sates |[147.237.77.216|dover.idf.il D stributed Unaut horized LRL Access on waw idf.il/error. htm B ock 3
157.55.39.254 |thited Sates |147.237.77.216|dover.idf.il D stributed Lhaut hori zed URL Access on waw i df.il/error. htm B ock 2
. - . .|Unhtraceabl e S3. Sessions: Protocol violation
2.52.56.238 I srael 147.237.72.167|i shuri maka. i df . i (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 2
79.182.144.86 |Israel 147.237.77. 170 |n@ar achot . i df . i | |Unhaut hori zed URL Access to maarachot.idf.il/pdf/files/0 B ock 2
79.180.69.226 |[Israel 147.237.77. 216 |dover.idf . il PHP At t enpt B ock 2
77.125. 4. 197 | srael 147.237.72. 156 |anan. i df . i | SSL Uhtraceabl e Connection - (pen Mde None 2
198.58.102.96 |United Sates |147.237.77.216|dover.idf.il Lhaut hori zed URL Access to waw i df.il/1294- he/ v i df.i | Bl ock 2
66.249.81.215 |[lIsrael 147.237.77.216|dover . i df . i | D stributed Lhauthori zed URL Access on waw idf.il/error. htm B ock 2
128. 232. 110. 28 E?';;gom 147.237.72. 166 [aka. i df . i | Distributed Unaut hori zed URL Access on 147.237. 72. 166/ B ock 2
5. 29. 254. 52 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 994-7237-he/ atal . aspx  |B ock
141.212.122. 129|lhited Sates [147.237.77. 170 [n@ar achot . i df . i | |Uhaut hori zed URL Access to /x B ock
. . S Uhtraceabl e Gonnection - Protocol violation
2.54.21.88 I srael 147.237.77.216|dover. i df . i | (SSL OONN LI ENT HELLO) None 2
204.79.180.23 |lnited Sates |[147.237.77.216|dover.idf.il D stributed Lhaut hori zed URL Access on waw i df.il/error. htm B ock 2
. . Lhtraceabl e S Sessions: Protocol viol ation
149. 88. 244. 220 |l srael 147.237.72. 166 [aka. i df . i | (SSL_CONN_APPLI CATI ON_DATA_EXCHANGE) None 2
. . Untraceabl e S Sessions: Protocol violation
176.13. 5. 251 I srael 147.237.72. 166 |aka. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 2
149. 78. 154. 198 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mbde None
2.54.21.88 I srael 147.237.77. 216 |dover . i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None
. . Untraceabl e S3. Sessions: Protocol violation
217.132. 64. 140 |Israel 147.237.72. 156 |anan. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 2
109. 253.195.8 |Israel 147.237.0.19 |nadimatal . i df.i|[Suspi ci ous Response Code B ock
204.79.180.56 |lnited Sates |[147.237.77.216|dover.idf.il D stributed Lhaut hori zed URL Access on waw i df.il/error. htm B ock
Unknown Par anet er
80. 246. 136. 212 [lIsrael 147.237.72. 166 |aka. i df . i | ct1 00%$ct | 00$cphMai n$TochenP acetbl der $ct | 13$ct | 01$ct | 03%cbl Quest i on$ [None 2
61 in ww aka.idf.il/nain/giyus/questionnaire. aspx
157.55.39.159 |Uited Sates [147.237.77.216|dover.idf.il D stributed Lhaut hori zed URL Access on waw idf.il/error. htm B ock
139. 0. 178. 16 I ndonesi a 147.237.77. 176 |nat pash. i df .i|  |Dstributed PHP Atenpt B ock
: . . Untraceabl e S3. Sessions: Protocol violation
40.77.167. 10 Lhited Sates [147.237.72.166 |aka. i df .il (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 2
72.197.51.252 |lhited Sates |[147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw i df.il/anman B ock 2
Unknown Parangeter catld in
5.102.254.213 |[lIsrael 147.237.72. 166 |aka. i df . i | w aka. i df . i |/ mai n/ gi yus/ mai n/ gi yus/ r esour ces/ i nages/ nast er / f avi con. g |None 2
i f
149. 78. 215. 135 |l srael 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to waw i df.il/894-en/i df gdover. aspx B ock
46.120.240.51 |[Israel 147.237.77.216|dover. i df . i | Untraceabl e SSL Sessi ons: Qpen Mbde None
204.79.180.251 |lLnited Sates [147.237.77.216|dover.idf.il D stributed Unaut hori zed LRL Access on wawidf.il/error. htm Bl ock
. . . .JLhtraceabl e S3. Sessi ons: Protocol violation
5.28.175.54 | srael 147.237.72.167|i shuri maka. i df . i (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 2
139.0.178. 16 | ndonesi a 147.237.77. 176 |nat pash. i df . i | Lhaut hori zed URL Access to v cogat.idf.il/xmrpc. php B ock
79.180.69.226 |[Israel 147.237.77. 216 |dover.idf .i | Ml tipl e Unaut hori zed URL Access from 79. 180. 69. 226 B ock
. . Lhtraceabl e S Sessi ons: Protocol viol ation
5.29. 254. 39 I srael 147.237.72. 166 |aka. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
- . Untraceabl e S3. Sessions: Protocol violation
84.228.37.126 |[lIsrael 147.237.72. 156 [anan. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
. . Lhtraceabl e S Sessi ons: Protocol viol ation
66. 249. 93. 35 I srael 147.237.72. 166 |aka. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
. . Untraceabl e S3. Sessions: Protocol violation
66. 249. 69. 42 I srael 147.237.72. 166 |aka. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
Russi an . . Lhtraceabl e S Sessi ons: Protocol viol ation
141. 8. 132. 112 erati on 147.237.72. 166 [aka. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
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