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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action Count
79.180. 142. 84 | srael 147.237.0. 34 tikshuv.idf.il ock Wdp Al _Nets drop 3
79.180. 142. 84 | srael 147.237.77.170 naar achot . i df . il B ock_Udp All _Nets dr op 3
146. 185. 239. 100 Russi an Federation 147.237.77.176 nat pash. i df . i | bl ock-sp-trafl drop 1
151. 67. 188. 141 Italy 147.237.76. 176 test.ncore.idf.il |Block Udp Al Nets drop 1
104. 238. 129. 180 147. 237.76. 34 yohal an. i df . | Block Np Al Net drop 1
151. 67. 188. 141 Italy 147.237.76. 177 ncore.idf.il ock Wdp Al _Nets drop 1
104. 245. 97. 224 147.237.76. 177 ncore.idf.il ock Wdp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry get Address |S gnature Devi ce Action |Oount
84. 109. 68. 240 I srael 147.237.0. 34 tikshuv.idf.il [ClL000138: HITP. prefix 1.01 in the LR B ock 8
79.180. 217. 32 I srael 147.237.0. 34 tikshuv.idf.il [Cl000138: HTTP. prefix 1.01 in the LRL B ock 7
106. 120.173. 109  |China 147.237.77.216 |dover.idf.il C1000071: HTTP. User Agent Sogou+web+spi der B ock 5
149. 202. 48. 240 Ger many 147. 237.76. 86 navy.idf.il C1000074: HITP. naj estic bot B ock 2
79.183. 63. 205 I srael 147.237.0. 34 tikshuv.idf.il [Cl000138: HTTP. prefix 1.01 in the LRL B ock 2
149. 202. 48. 240 Ger many 147.237.77. 74 lawidf.il C1000074: HTTP. naj estic bot B ock 2
149. 202. 48. 240 Ger many 147.237.77.216 |dover.idf.il C1000074: HITP. naj estic bot B ock 2
144.76.12. 78 Ger many 147.237.72.166 |aka.idf.il C1000074: HITP. maj estic bot B ock 2
212. 235. 40. 29 | srael 147.237.77.216 |dover.idf.il C1000008: HTTP: Xenu User Agent B ock 1
188. 165. 15. 205 France 147.237.76. 31 nakchal .idf.il |Cl000146: HITP. AhrefBot craw er B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
L ET DC5 Large anount of TCP ZeroWndow - Possible Niller2 DDos

95.86.121.217  |147.237.77. 233 I srael atal.idf.il 5

attack
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 3
66.249.93. 128  [147.237.77.243|Wited Sates |[nobile.idf.il ET SCAN NVAP -sA (2) 2
74.201. 85. 87 147.237.8.45 [lhited Sates |e.eitanidf.il ET SCAN NVAP -sS wi ndow 1024 1
74.201. 85. 87 147.237.8.27 |Wited Sates |e.madimatal.idf.i|ET SCAN Potential SSH Scan 1
46.116. 204. 153 |147. 237. 72. 166 [I srael aka. idf.il portscan: TCP D stributed Portscan 1

. L ET SCAN Behavi oral Wusual |y fast inbound Tel net Gonnecti ons,

177. 226. 155. 227|147. 237. 76. 31 |Mexi co nakchal .idf.il . 1

Potential Scan or Brute Force
110. 34. 192. 186 |147.237.0.33 |Thailand idf.il ET SCAN Potential SSH Scan 1
82.117.208. 243 |147.237.72.14 dover.idf.il(od) |[ET SCAN NMVAP -sS wi ndow 1024 1
74.201. 85. 87 147.237.8.28 |lhited Sates |e.nobile-ks.idf.il[ET SCAN Potential SSH Scan 1
74.201. 85. 87 147.237.8.14 |Wnited Sates |e.orchot.idf.il |ET SCAN NVAP -sS w ndow 1024 1
46.121. 141. 166 |147.237. 72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
46. 19. 85. 65 147.237.77. 216 |I srael dover.idf.il portscan: TP D stributed Portscan 1
212.83.170.26 [147.237.0.33 |France idf.il ET SCAN Potential SSH Scan 1

_ _ L ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,

177.241.53.120 [147.237.0.34 |Mexico tikshuv.idf.il ) 1

Potential Scan or Brute Force
110. 34. 192. 186 |147.237.0.35 |Thailand akaws. i df . i ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

At acker

ountry Target Address |Ste Signature
212.76.127.10 |[lIsrael 147.237.77. 233 |atal .idf.il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 141
212.76.127. 219 |l srael 147.237.77. 233 |atal .idf.il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 42
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
212.76.127. 44 |lsrael 147.237.77. 233 |atal .idf.il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 18
89.248.171. 38 |Netherl ands 147.237.72. 167 |i shurimaka. i df . i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 16
149.78.192.30 |israel 147.237.77. 243 |rvi e i1 |/ €AM NG Engine: TCP Invalid —Jinvalid segnent retransmssion drop 14
Ret ransni ssi on Packet dropped.
176.13.18.165 |Isral 147, 237, 76. 200 |eitan aka. i o i1 [ @M NG Bngine: TP Invalid invalid segnent retransnission dr op 12
Ret ransni ssi on Packet dropped.
46.19.85.178 [lIsrael 147.237.77. 216 [dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 10
46.19.85. 4 I srael 147. 237. 77. 216 |dover. i df .il Bad TCP sequence I'nval i d AGK nunber noni t or 10
46.19.85.209 |[Israel 147.237.77. 216 |dover.idf . i1 Bad TCP sequence I'nval i d AGK nunber noni t or
212.76.127. 111 [l srael 147.237.77. 233 |atal .idf.il Bl ock HITP Non Conpl i ant Fai l ed to handl e connection data noni t or
79.179.10. 245 [Israel 147.237.72. 166 |aka.i df . i Streaning Engine: TCP Invalid  finvalid segnent retransmssi on drop 9
Ret ransni ssi on Packet dropped.
46.19.85.149 [Israel 147.237.77. 216 [dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
46. 19. 85. 159 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or
94. 159. 178. 232 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
89.138. 66. 205 |l srael 147. 237.77. 216 |dover. i df .1 Bad TCP sequence mdgirsa:;nlt wth dfferent monitor |8
89.139.4.174 |[lIsrael 147. 237. 72. 166 |aka.i df .i | Bad TCP sequence noni t or 8
46.19.85.230 |[Israel 147.237.77. 216 |dover.idf . i1 Bad TCP sequence Inval i d AGK nunber noni t or 7
79. 181. 153. 244 |1 srael 147. 237. 77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 7
37.26.146. 156 |l srael 147. 237. 77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
46.19. 85.15 I 'srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence Inval i d AGK nunber aert 6
79.178.25.94 |israel 147.237.72. 166 |aka.i df . Streamng Engine: TCP Invalid  imvalid segnent retransmssi on drop 6
Ret ransni ssi on Packet dropped.
84.228.0.241 |Israel 147. 237.72. 166 |aka i df . i Streaning Engine: TCP Invalid invalid segnent retransnission dr op 6
Ret ransni ssi on Packet dropped.
5.28.189.84 |[Israel 147.237.72. 166 |aka.i df . Streamng Engine: TCP Invalid  fimvalid segnent retransmssi on drop 6
Ret ransni ssi on Packet dropped.
2.54.159.117 |Israel 147. 237.72. 166 |aka i df . i Streaning Engine: TCP Invalid invalid segnent retransnission dr op 6
Ret ransni ssi on Packet dropped.
46.19.85.139 [Israel 147.237. 77. 216 [dover.idf il Bad TCP sequence Inval i d ACK nunber alert 6
46. 19. 85. 15 I srael 147.237. 77. 216 |dover.i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or 6
46.19.85.197 |[Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d AGK nunber noni t or 6
46. 19. 85. 55 I 'srael 147.237. 77. 216 [dover.idf il Bad TCP sequence Inval i d ACK nunber noni t or 6
46.19.85.178 [Israel 147.237. 77. 216 |dover. i df .il Bad TCP sequence I'nval i d AGK nunber alert 6
46.19.85.139  |[Israel 147.237.77. 216 |dover.idf . i1 Bad TCP sequence Inval i d AGK nunber noni t or 6
31.168.29.65 |Israel 147.237.72. 166 |aka.i df .l Streamng Engine: TCP Invalid  fimvalid segnent retransmssion drop 6
Ret ransni ssi on Packet dropped.
46.19.85.230 |[Israel 147.237.77. 216 |dover.idf . i | Bad TCP sequence Inval i d AGK nunber aert 6
46. 19. 85. 57 I srael 147.237.76. 42 [refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
46.19.85. 4 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber alert 6
46.19.85.149 |l srael 147.237.77. 216 |dover.i df .i Bad TCP sequence I'nval i d AGK nunber aert 6
2.54.147.129 |israel 147,237, 77, 243 |mbi e i 11 | S NG Engine: TCP Invalid  invalid segnent retransnission. drop 6
Ret r ansmi ssi on Packet dr opped.
79.181.128.44 |Israel 147.237.72. 166 |aka.i df . Streaning Engine: TCP Invalid  finvalid segnent retransmssi on drop 6
Ret ransni ssi on Packet dropped.
46.19.85.209 [Israel 147.237.77. 216 [dover.idf.il Bad TCP sequence Inval i d ACK nunber alert 5
46. 19. 85. 223 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 5
89.139.4.174 |lIsrael 147.237.72. 166 |aka.i of .i | SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 5
46.19.85.157 [israel 147.237. 77. 216 |dover.i df .i SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
2.54.142.214 |israel 147. 237. 77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
188. 120. 148. 97 |l srael 147.237.77. 216 |dover . i df .i Bad TCP sequence I'nval i d ACGK nunber noni t or 5
195. 34. 150. 18 |Austria 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data noni t or 4
89.139.4.174  |[lIsrael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d AGK nunber alert 4
46. 19. 85. 53 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or 4
89.139.4.174  |Israel 147.237.72. 166 |aka.idf . il Bad TCP sequence Inval i d ACK nunber noni t or 4
37.142. 192. 250 |l sr ael 147. 237.72. 166 |aka i f . i Bad TCP sequence mﬁsgﬁmmt wehditterent | onitor |
149.78.154. 69 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
185. 27. 105. 136 | srael 147.237.0.19 |nadimatal .idf.il [/°0 M of the Sane Response Cbde (404) in Session from Bock  |308
185. 27. 105. 136
84.109. 50.243 |[lsrael 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 203
185. 27. 105. 136 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode Bl ock 133
84.109. 50. 243 |[Israel 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Code B ock 131
109. 253. 192. 56 |l srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Code B ock 12
Gooki e Tanpering on cooki e . ASPNETAUTH Expect ed
01027A767513003BD308FE7AEEB6DE023BD3080009320030003900370
37.26.148.156 |[lIsrael 147.237.76.39 |nobil e. nei tav. i df.il/03700360033003000310000012F00FF, Cbser ved None 10
01020689D90E003BD308FE06011BDA023BD3080009320030003900370
03700360033003000310000012F00FF
87. 69. 245, 27 I srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut horized URL Access from 87. 69. 245, 27 B ock 6
87. 69. 245. 27 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to waw aka. i df . il/mai nsachar B ock 6
79.181.147.97 |Israel 147.237.77.216|dover. i df . il Unhaut hori zed URL Access to v idf.il/giyus B ock 6
85. 64. 154. 3 I srael 147.237.77.216|dover . i df . i D stributed Suspici ous Response Qode B ock 6
95.172.233.91 LK!i“r::gom 147.237.77.233|atal .idf .il O stributed Suspicious Response Code B ock 6
167.114. 64. 100 |Canada 147.237.77.216|dover. i df . il Unhaut hori zed URL Access to wawidf.il/english/. B ock 4
37.236.188.24 |iraqg 147.237.77.216|dover.idf .l Lhaut hori zed URL Access to vww i df . il/ar/adminitem asp B ock 4
5. 29. 40. 123 I srael 147.237.72. 166 [aka. i df . i | Ml tiple Unauthori zed URL Access from 5. 29. 40. 123 B ock 4
37.236.188.24 |irag 147.237.77.216|dover.idf.il Mil tiple Admin B ocking from 37.236.188. 24 Bl ock 4
89.139. 4. 174 I srael 147.237.77.216|dover. i df .il D stributed Lhaut hori zed UR. Access on waww i df.il/error.htm B ock 4
Unknown Par anet er
176.13. 6. 43 I srael 147.237.72. 166 [aka. i df . i | ct 1 003$ct | 00$cphMai n$TochenPl acehol der $ct | 13%ct | 01%$ct | 03$chl Quest i on$8 [None 3
7 in ww aka.idf.il/nain/giyus/questionnaire. aspx
Unknown Par anet er
85. 65. 71. 200 I srael 147.237.72. 166 |aka. i df . i | ct1 00$ct | 00$cphMai n$TochenP aceHol der $ct | 13%ct | 01$ct | 03$cbl Quest i on$8 |None 3
2 in ww aka.idf.il/nain/giyus/questionnaire. aspx
. . Untraceabl e S3. Sessions: Protocol violation
217.132.64.140 |[Israel 147.237.72. 156 [aman. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 3
46.210.168.45 |Israel 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 3
84.94. 40. 115 | srael 147.237.72. 166 |aka. i df . i | Dstributed PHP At enpt B ock 2
109. 93. 13. 139 147.237.77.74 |lawidf .il PHP At t enpt B ock 2
46.19. 85. 30 I srael 147.237.77.216|dover.idf.il Dstributed Ml forned LR B ock 2
68. 180. 228. 175 g“'af(f;’ 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237. 76. 42/ 994- 8903- he/ r ef uah. aspx  |B ock 2
109. 66. 144. 9 I srael 147.237.77.233|atal .idf .il Uhaut hori zed URL Access to 147.237.77.233/ 1136- he/ at al . aspx B ock 2
5.28.186.130  |israel 147.237.72. 166 |aka. i df . i | Unknown Parameter __VI EVETATEENCRYPTED i n None |2
wwn aka. i df . i |/ mai n/ sachar/ mai | box. aspx
. - Lhtraceabl e S3. Sessi ons: Protocol violation
80. 246. 136. 169 [l srael 147.237.72. 166 |aka. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 2
Unknown Par anet er
2.54.15.31 I srael 147.237.72. 166 [aka. i df . i | ct 1 00$ct | 00$cphMai n$TochenPl acehol der $ct | 38%ct | 01%$ct | 03$chl Quest i on$3 [None 2
in ww aka.idf.il/nain/giyus/questionnaire. aspx
84.94. 40. 115 | srael 147.237.72. 166 |aka. i df . i | Mil tiple Unaut hori zed URL Access from 84. 94. 40. 115 B ock
109. 93. 13. 139 147.237.77.74 |lawidf .il Lhaut hori zed URL Access to www | aw i df.il/xnmrpc. php B ock
46.19. 85. 30 I srael 147.237.77.216|dover.idf .il D stributed Unknown HTTP Request Met hod B ock
i wwv. chamat z. aka. i
141. 212. 122, 129|4 t&d 147.237.77.226| .. . Lhaut hor i zed URL Access to /x Bock |2
Sates df.il
37.26.148.156 |[Israel 147.237.76.39 |nobile.neitav.idf.illntraceable SSL Sessions: (pen Mde None
5. 29. 40. 123 I srael 147.237.72. 166 [aka. i df . i | O stributed PHP At tenpt B ock
188. 120. 130. 73 |l srael 147.237.72. 166 |aka. i df . i | Dstributed PHP At enpt Bl ock
. . D stributed Uhaut hori zed URL Access on
95.86.121.217 |[lIsrael 147.237.77.233|atal .idf.il 147, 237. 77. 233/ 1136- hel at al . aspx Bl ock 2
157. 55. 39. 55 g“'af(f;’ 147.237.72. 166 [aka. i df . i | Unhaut hori zed URL Access to 147.237.72. 166/ B ock 2
84.94. 40. 115 I srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to waw aka. i df . i1/ aj ax/ updat est at us. php B ock 2
Unknown Par anet er
213.8.204.11 I srael 147.237.72. 166 [aka. i df . i | ct 1 00$ct | 00$cphMai n$TochenPl acehHol der $ct | 13%ct | 01%$ct | 03$chl Questi on$7 [None 2
4 in ww aka.idf.il/main/giyus/questionnaire. aspx
. . Lhtraceabl e S3. Sessi ons: Protocol viol ation
80.178.148. 158 [Israel 147.237.72. 156 [aman. i df . i | (SSL_CONN_APPLI CATI ON_DATA_EXCHANGE) None 2
46.19. 85. 115 I srael 147.237.77.216|dover.i df .il Dstributed Ml forned LR B ock 2
. . Lhtraceabl e S3. Sessions: Protocol viol ation
79.181. 8. 103 I srael 147.237.72. 166 |aka. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 2
ny- kosher - kravi . i d [unaut hori zed URL Access to
77.126.15.216 | srael 147.237.0.16 f.il wan ny- kosher - kravi . i df.i|/1746-he/ | i festyl e. aspx B ock 2
141.212. 122. 129 g"att:: 147.237.77.234|hal ag. i df . i | Uhaut hori zed URL Access to /X B ock 2
37.236.188.24 |iraqg 147.237.77.216|dover . i df . i Adnin Bl ocki ng B ock 2
188. 120. 130. 73 |l srael 147.237.72. 166 [aka. i df . i | Ml ti pl e Unaut horized URL Access from 188.120. 130. 73 B ock 2
79.181. 210. 109 |l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1135- he/ at al . aspx Bl ock 2
176.13.11.52 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 2
46.19. 86. 229 I srael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 2
40.77.167. 50 g“'af(f;’ 147.237.76.31 |nakchal .idf.il Unhaut hori zed URL Access to 147.237.76. 31/ B ock 2
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